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Legal Information

The information provided in this document contains general descriptions, technical
characteristics and/or recommendations related to products/solutions.

This document is not intended as a substitute for a detailed study or operational and
site-specific development or schematic plan. It is not to be used for determining
suitability or reliability of the products/solutions for specific user applications. It is the
duty of any such user to perform or have any professional expert of its choice
(integrator, specifier or the like) perform the appropriate and comprehensive risk
analysis, evaluation and testing of the products/solutions with respect to the relevant
specific application or use thereof.

The Schneider Electric brand and any trademarks of Schneider Electric SE and its
subsidiaries referred to in this document are the property of Schneider Electric SE or
its subsidiaries. All other brands may be trademarks of their respective owner.

This document and its content are protected under applicable copyright laws and
provided for informative use only. No part of this document may be reproduced or
transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), for any purpose, without the prior written permission of
Schneider Electric.

Schneider Electric does not grant any right or license for commercial use of the
document or its content, except for a non-exclusive and personal license to consult it
on an "as is" basis.

Schneider Electric reserves the right to make changes or updates with respect to or
in the content of this document or the format thereof, at any time without notice.

To the extent permitted by applicable law, no responsibility or liability is assumed by
Schneider Electric and its subsidiaries for any errors or omissions in the
informational content of this document, as well as any non-intended use or misuse of
the content thereof.

Cybersecurity Best Practices

To help keep your Schneider Electric products secure and protected, we
recommend that you implement the cybersecurity best practices. Following the
recommendations may help significantly reduce your company’s cybersecurity risk.
For the recommendations, refer to the following URL:
https://www.se.com/en/download/document/7EN52-0390/

Secure the network using Windows firewall during running Database Gateway
features.
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Safety Information

Important Information

Please Note

Read these instructions carefully, and look at the equipment to become familiar
with the device before trying to install, operate, service, or maintain it. The
following special messages may appear throughout this documentation or on the
equipment to warn of potential hazards or to call attention to information that
clarifies or simplifies a procedure.

The addition of this symbol to a “Danger” or “Warning” safety label indicates that an
electrical hazard exists which will result in personal injury if the instructions are not
followed.

hazards. Obey all safety messages that follow this symbol to avoid possible injury or
death.

A DANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

2 This is the safety alert symbol. It is used to alert you to potential personal injury

A WARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

A CAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction
and operation of electrical equipment and its installation, and has received safety
training to recognize and avoid the hazards involved.



About This Book

Document Scope

Validity Note

This manual describes how to use this product.

This documentation is valid for this product.

The technical characteristics of the devices described in the present document
also appear online. To access the information online, go to the Schneider Electric
home page.

WWW.S€E.com

The characteristics presented in the present document should be the same as
those that appear online. In line with our policy of constant improvement we may
revise content over time to improve clarity and accuracy. In the event that you see
a difference between the document and online information, use the online
information as your reference.

Registered Trademarks

Microsoft® and Windows® are registered trademarks of Microsoft Corporation in
the United States and/or other countries.

QR Code is a registered trademark of DENSO WAVE INCORPORATED in Japan
and other countries.

Product names used in this manual may be the registered trademarks owned by
the respective proprietors.

Related Documents

You can download the manuals related to this product, such as the software
manual, from our website.
WWWw.se.com

Product Related Information

If the equipment is used in a manner not specified by the manufacturer, the
protection provided by the equipment may be impaired.


http://www.se.com
http://www.se.com

AWARNING

UNINTENDED EQUIPMENT OPERATION

The touch panel switch must not be used as an equipment's Emergency
Stop switch. For safety reasons, international safety codes typically
recommend or require that all industrial machinery and systems be
equipped with a mechanical, manually-operated Emergency Stop switch.
To ensure safe operation of other equipment, similar mechanical switches
should also be provided for other kinds of systems.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

AWARNING

LOSS OF DATA

During equipment repair or maintenance work, the safety interlock feature
must be used to prevent unintended startup of the system.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

AWARNING

LOSS OF DATA
Save the project periodically.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

AWARNING

UNINTENDED EQUIPMENT OPERATION

» The application designer must consider the potential of accidental
touches causing touch operations to run and account for that possibility
when designing an application.

» The designer of any control scheme must consider the potential
breakdown modes of control paths and, for certain critical control
functions, provide a means to achieve a safe state during and after a
path breakdown.

» Provide separate or redundant control paths for critical control
functions.

» System control paths may include communication links. Consideration
must be given to the implications of unanticipated transmission delays
or failures of the link.

+ Each implementation of application on the target machine must be
individually and thoroughly tested for proper operation before being
placed into service. For example, test your application for heavy CPU
loads and make sure application requirements fit your target machine's
specifications. Use EcoStruxure Operator Terminal Expert Simulation
to thoroughly test your application, and test your application on the unit
itself.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.




A WARNING

UNINTENDED EQUIPMENT OPERATION

Always add a time display to the panel in order to provide a way for the
operator to see if the application has stopped running.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

NOTICE

LOSS OF DATA

Projects and data imported into EcoStruxure Operator Terminal Expert
must be checked thoroughly to make sure the data has imported
successfully.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.




Cybersecurity

Cybersecurity Guideline

Use this product inside a secure industrial automation and control system. Total
protection of components (equipment/devices), systems, organizations, and
networks from cyber attack threats requires multi-layered cyber risk mitigation
measures, early detection of incidents, and appropriate response and recovery
plans when incidents occur. For more information about cybersecurity, refer to the
Harmony HMI/iPC Cybersecurity Guide.
https://www.se.com/ww/en/download/document/EIO0000004948/

AWARNING

POTENTIAL COMPROMISE OF SYSTEM AVAILABILITY, INTEGRITY, AND
CONFIDENTIALITY

» Change default passwords at first use.
» Disable unused ports/services and default accounts, where possible.

» Place networked devices behind multiple layers of cyber defenses (such as
firewalls, network segmentation, and network intrusion detection and
protection).

* Apply the latest updates and hotfixes to your Operating System and
software.

+ Use cybersecurity best practices (for example: least privilege, separation of
duties).

Failure to follow these instructions can result in death, serious injury, or
equipment damage.
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Introduction

Introduction

This User Guide and Technical Reference was designed to help you get the best results from your software.
This document provides technical information and step-by-step instructions for all the tasks you need to
create web-enabled HMI/SCADA programs.

Who should read this

This User Guide and Technical Reference is a comprehensive document designed to provide useful
information for both novice and advanced users.

¢ New Users: This publication uses a step-by-step, hands-on approach to the project development
process. Be sure to read the introductory chapters describing the product's features and development
environment.

* Experienced Users: This publication offers advanced instructions, tips, and troubleshooting
information to help you get the most out of your projects.

g Note: We assume you are familiar with working in a Windows environment, and we do not
attempt to explain Windows navigation, file management, and so forth. If you are unfamiliar
with any of these procedures, we recommend using the Windows Help feature (Start > Get Help) or
consulting your Microsoft Windows documentation.

Contents
The information in this document is organized into the following sections:
Introduction

This section, which provides an overview of the features and architecture.
Installation

Step-by-step instructions for installing and uninstalling the full software, the thin client
software, and the project runtime software for a variety of platforms.

Licensing

Describes the licensing scheme, as well as how to install and upgrade licenses on different
platforms.

The Development Environment

A tour of the development environment. Also, some basic skills and techniques you should
understand before you create a new project.

Project Overview
Provides step-by-step instructions for creating and configuring a new project.
Tags and the Project Database

Explains basic concepts about the product database, tag types (arrays, classes, and
pointers), tag values and parameters. Following the concepts discussion, this chapter
provides instructions for creating and editing tags for your projects.

Screens and Graphics
Explains how to use the different development tools to create project screens and graphics.
Alarms, Events, and Trends

Explains how to create and configure task worksheets and screen objects to save and
display historical data.

Background Tasks

Explains how to create and configure task worksheets for the other major background tasks.
Industrial Graphics

Explains how to use Industrial Graphics and Industrial Graphics screens.
Communication

Describes how to configure your project to read from and write to a device's registers, using
a variety of communication drivers and protocols.

Project Security
Explains how to set-up and manage a security system for your projects.
Project Localization
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Explains how to use the Translation Tool to translate the text in your projects from one
language to another.

Debugging Tools

Discusses how to test and debug projects using tools such as the Watch and Output
windows. This chapter includes a list of possible error messages and methods for correcting
those errors.

Remote Management
Explains how to download, monitor, and debug projects from a remote runtime workstation.
HMI Runtime
Explains how to use the platform-agnostic runtime for projects.
Thin Clients and Mobile Access
Explains how configure and run your projects on the Web.
Database Interface
Explains how to connect to compatible databases.

Troubleshooting

Provides instructions for verifying projects, describes some common development errors, and
explains what to do if you need to contact a support representative.

Security Guidelines

Explains how to securely deploy a project as an Industrial Control Systems (ICS) application.
Built-in Scripting Language

A reference for the built-in scripting language.

VBScript
A reference for using VBScript in projects.

Related documentation
You may want to review the following manuals in addition to this Technical Reference:

* Quickstart Guide: Provides basic information, including a systematic tutorial that allows you to develop
a single project and become familiar with the product in a short time.

e Tutorial Manual: Describes how to build a project, step-by-step, with the main product features. You
can use this document as a self-training manual.

e Drivers User Guides: Explain how to configure individual direct communication drivers, according to
their unique protocol characteristics. One customized user guide is included with each driver.

g Note: All manuals are located in the Bin folder in the program directory. The Drivers User
Guides are installed to the Drv folder in the program directory. You also can access technical
information from the Help menu.

Page 18



Introduction

About this software

EcoStruxure Machine SCADA Expert is powerful software for developing HMI, SCADA, and OEE/
Dashboard projects that can be deployed anywhere.

Each project consists of:
* A project tags database to manage all run-time data, including both internal variables and I/O data;

e Configurable drivers to communicate in real-time with programmable logic controllers (PLCs), remote
1/0O devices, and other data-acquisition equipment;

* Animated human-machine interface (HMI) screens and overall equipment effectiveness (OEE)
dashboards; and

¢ Optional modules such as alarms, events, trends, recipes, reports, scriptable logic, schedulers, a
project security system, and a complete database interface.

After you develop your project, you can either run it locally on your development workstation or download
it to a remote computer and run it there. The project runtime server processes I/O data from connected
devices according to your project parameters and then reacts to, displays, and/or saves the data.

Product features
ActiveX and .NET

Use third-party controls to enhance your project. This software is a container for ActiveX
and .NET controls. Add functionality such as browsers, media players, charting, and other
tools that support the ActiveX and .NET interface standards.

Alarms

In addition to all of the alarm functions you would expect, this software also sends alarms
using multi-media formats like PDF. Use remote notification to have alarms sent right to
your email inbox, a printer, or a smartphone! Alarms are real-time and historical, log data in
binary format or to any database.

Animation

This software gives you great command over graphics. Paste images, and even rotate

them dynamically. Fill bar graphs with color, or adjust the scale of objects with easy-to-
use configuration. Other animations include "command" (for touch, keyboard and mouse
interaction), hyperlink, text data link, color, resize (independent height and width), position,
and rotation (with custom rotation point).

Database

Connect to SQL databases (MS SQL, MySQL, Sybase, Oracle), MS Access and Excel, and
ERP/MES systems (including SAP). Flexible enough to have a built-in interface without
the need to know SQL (for trends, alarms/events, grid and other objects), or use any SQL
statement you need anywhere you need it.

Drivers

This software includes over 240 built-in communication drivers for most PLCs, temperature
controllers, motion controllers, barcode/RFID readers, and other devices. Use these built-in
drivers without the need for OPC servers (but are an optional connection method).

Email

Send email via SMTP to any desktop or mobile device. Get real-time information on alarms,
process values, and other events. This software supports SSL encryption allowing the use of
third-party providers such as Gmail.

Events

This software offers traceability for operator initiated actions or internal system activity. Log
events such as security system changes (user logon/logoff), screen open/close, recipe/report
operations, tag value changes, custom messages, and other run-time issues.

FDA Traceability
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Take advantage of built-in traceability and e-signature features to create projects that fully
comply with U.S. Food and Drug Administration regulations (Title 21 CFR Part 11). These
features are often used in food and pharmaceutical applications, but they can be used in
any application where traceability is required.

FTP

Automatically upload or download files during run time to/from remote storage locations
using FTP and flexible scripting functions. Configure FTP via scripting or the included
configuration interface.

Graphics and Design Tools

Create powerful screens to meet any application need using the improved tools in our
graphic interface. Combine built-in objects to create any functionality required. Store
graphics in the symbol library for future use. Easily make projects across a product line
share a consistent "look and feel".

Historical Performance

We have optimized the trend history module and designed it to load millions of values from
SQL relational databases with high performance, with built-in data decimation in the Trend
Control. Easy-to-use tools provide quick access to Statistical Process Control (SPC) values
without any need for programming.

Intellectual Property Protection

Screens, documents, scripts and even math worksheets can be individually password
protected. This helps to prevent unauthorized viewing or editing of your corporate custom
functionality.

Multi-Language

Develop your project in one of many development languages, including English, Portuguese,
German, and French.

OPC

As an alternative to the built-in drivers for direct communication with PLCs, you can also
use any of several different versions of OLE for Process Control (OPC) to manage your
devices. This software includes support for "classic" OPC DA (client or server), OPC UA
(client or server), OPC XML-DA (client only), and OPC HDA (server only).

PDF Export

Send Alarms, Reports, or any file (including .doc or .txt) to a production supervisor, quality
manager, or maintenance staff using the included PDF writer.

Recipes

Save time and maintain consistency by automating part parameters or productions
quantities with any triggering event.

Redundancy
This software supports web server, database and overall system redundancy to help ensure
data integrity.

Reports

Create clear, concise reports in text format, graphical RTF, XML, PDF, HTML, and CSV, or
integrate with Microsoft Office. Get the data you need, in the format you need it, to make
informed decisions, fast.

Scalable

Develop once and deploy anywhere, on any currently supported version of Microsoft
Windows.

Scheduler

Schedule custom tag changes on date/time, frequency, or any trigger. Use this for
simulation, to trigger reports or other functionality at a particular time of day, or even to
trigger driver worksheets to read/write at a scan rate you choose.
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Scripting
Three powerful scripting languages are supported: a proprietary list of built-in functions,
VBScript, and Python. VBScript supports most of the built-in functions, Python supports a
growing list of built-in functions, and both can take advantage of widely available resources.
Together these scripting options can be used to give you the functionality you need.

Security
This software provides support for group and user accounts, e-signatures, and traceability,
as well as support for Lightweight Directory Access Protocol (LDAP). Integrate your project
with your Active Directory, including Active Directory Application Mode (ADAM).

SSL Support for Emails

Native support for Secure Socket Layer (SSL), which makes it easy and secure to send
emails from this software using third-party tools such as Gmail!

Standards

Take advantage of common industry standards to develop projects that are compatible with
any format. TCP/IP, ActiveX/.NET, OPC (client and server), COM/DCOM, OLE, XML, SOAP,
and HTML are all supported.

SNMP

Easily configure managed networked devices on IP networks (such as switches and routers)
using incorporated SNMP configuration commands and an easy-to-use configuration
interface.

Symbols
An extensive library of pre-made symbols features push buttons, pilot lights, tanks, sliders,
meters, motors, pipes, valves and other common objects. Use the included symbols in your
project, modify existing symbols to suit your needs, or create your own from scratch. Plus
support for third-party symbol libraries and graphic tools.

Tags Database

This software features an object-oriented tags database with boolean, integer, real, strings,
arrays, classes (structures), indirect tags, and included system tags.

Thin Clients
Remotely view project screens on several different types of thin clients. Use the standalone
Secure Viewer in order to increase security on plant-floor stations. Or use the HTMLS-
enabled Mobile Access in order to access your project from almost any other browser or
mobile device.

Trends

Real-time and Historical trends are supported. Log data in binary format or to any database
locally and remotely. Color or fill trends with graphic elements to enhance clarity of data.
Date/Time based or numeric (X/Y plot) trends give you the flexibility to display information
that best suits your project.

Troubleshooting

Quickly debug and verify a project using local and remote tools for troubleshooting,
including status fields, Watch and LogWin. Capture screen open and close times, see
communications in real-time, and messages related to OPC, recipes/reports, security,
database activity, and even custom messages. Quickly get your project finished using these
powerful tools.
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Internal structure and data flow

The project runtime runs on a variety of platforms and consists of the following modules or threads
(program elements that can execute independently of other program elements):
Background Task

A supervisory task that executes other internal tasks (worksheets). For example, the
Background task executes scripts configured in the Script, Math, and Scheduler worksheets,
and manages parameters configured in the Alarm, Recipe, Report, and Trend worksheets.

Watch
A debugging tool that...
¢ Executes functions and/or expressions for testing purposes
¢ Reads data (such as tag values) from the tags database
¢ Writes data (such as tag values) to the Tagsdatabase
LogWin

A debugging tool that traces messages generated from other modules/tasks.
Mobile Access Runtime

Manages communication between your project runtime server and the web server that hosts
the Mobile Access web interface.

Driver Runtime
Manages the read/write commands configured in the Driver worksheets.
OPC Client

Manages OPC communication with an OPC Server (local or remote), according to parameters
configured in the OPC Client worksheets.

OPC Server
Manages OPC communication with an OPC Client (local or remote).
TCP/IP Client

A "thick client" that manages TCP/IP communication with the TCP/IP Server module in
another project, according to parameters configured in the TCP/IP Client worksheets.

TCP/IP Server

Manages TCP/IP communication messages with both thick clients (i.e., the TCP/IP Client
module in other projects) and thin clients (i.e., the Viewer module).

Viewer
Executes all scripts (On Open, On While, On Close, Command, Hyperlink, and so forth)
configured for project screens and updates the screen objects.

None of the preceding runtime modules exchange data directly with another module or task. Instead,
runtime modules send data to and receive data from the tags database, which is the "heart" of the project.
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Architecture of the project runtime on Windows
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Architecture of the platform-agnostic project runtime

The tags database manages the flow of data between modules. In addition, the tags database stores all tag
values and the status of all properties associated with each tag (such as alarm conditioning, timestamp,
quality, and so on).

Tags are variables (such as communication points in field equipment, calculation results, alarm points,
and so on) that are used in screens and worksheets. For more information, see About Tags and the Project
Database on page 150.

Each runtime module contains a virtual table of the tags that are relevant for that module at the current
time. The tags database uses this table to determine which information must be updated in each module.
For example, the Viewer contains a virtual table that lists all tags configured for all of the open project
screens. If a tag value changes, the tags database sends a message to the Viewer, and then the Viewer
updates the value in all objects where the tag is configured.

For example, if a driver reads a new value from the PLC, the driver updates the tag associated with this
value in the tags database. Then, if this new information must display on the project screen, the tags
database sends the new tag value to the Viewer task, and the Viewer updates the screen.

Drve e ads new
walue fram PLC

Drrver wines new
walkue tathe tagin
the Tags Database.
Tags mmasse

| = = Viwwerupdates Application
o | Tags Datshase sends new | Viwes
vah & Ve - the screen —| Sorgen

An example of data flow

Note that the driver does not send new tag values directly to the Viewer. In addition, there is no pooling
between tasks — the tags database receives the updated information and immediately forwards it to all
runtime tasks requiring that information.

¢~ Note: The Viewer module will update an object only when (at least) one of the object's tag values
change.

If you configure an object animation (such as Text Data Link) with a function that does not
require a tag (such as NoInputTime), then the Viewer will not update the object because there is
are no tags associated with that object.

Page 24



Introduction

The software architecture significantly improves the internal data flow performance and makes it easy
for you to add new internal tasks. Even though each task works independently, it can access information
from any other task through the tags database.
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Executing and switching modules

EcoStruxure Machine SCADA Expert is a SCADA system composed of modules that must be executed
simultaneously. Based on the multi-tasking concept, each runtime module (Viewer, Driver, and so forth)
is a thread and the operating system switches from one thread to other automatically. It is a common
misconception that you execute a SCADA system when you execute a PLC program. A PLC program
contains a simple loop:

L1
Read Inputs

: ]

2]
Execute the
Program

:

L3
Update Outputs

PLC Program Loop

However, in a SCADA system, there are several modules running simultaneously, and most of them
can read and write data. Because a SCADA system modifies data (tag values) continuously during task
execution, the preceding diagram is not applicable.

EcoStruxure Machine SCADA Expert only has one run-time process. On Windows and Windows Server,
it is Studio Manager.exe. When you run a project, this process starts the tags database and all of the
runtime modules configured for the project. You can specify which modules (such as Viewer and Driver)
will start during run time.

Each process keeps a list of active threads for the operating system. Actually, each process activates

and deactivates each thread during the runtime, according to the algorithm of each process. Also, when
you create a thread you specify a priority value. The operating system continuously scans all currently
active threads, and executes the threads according to their priority value — executing the higher-priority
threads first. When threads with higher-priority values are active, the threads with lower-priority values
are not executed at all. If there is more than one thread with the same priority value, and there are no
other threads with higher-priority values, the operating system keeps switching between the threads with
the same priority.

g Note: All threads are set to priority 7, which is THREAD PRIORITY NORMAL. (Most programs
contain this priority value.)

Real-time program (such as SoftPLCs and Device Drivers) threads are assigned a higher-priority
value (THREAD PRIORITY HIGHEST); however, these programs must provide a mechanism to
keep them inactive for some period of time or the threads with normal priority would never be
executed.

EcoStruxure Machine SCADA Expert uses the UNICOMM.DLL library for serial drivers. This
hbrary creates a THREAD PRIORITY HIGHEST thread that "sleeps” (remams inactive) until data
arrives in the serial channel. When a project runtlme detects new data in the serial channel, the
THREAD PRIORITY HIGHEST thread "wakes up" (becomes active) and transfers the data from the
operating system buffer to the thread buffer, where it can be read by the Driver. This thread is
the only highest-priority thread created by EcoStruxure Machine SCADA Expert.

If all threads remain active all the time, the CPU usage will be 100% all the time, which will degrade
performance. Every program provides a mechanism to prevent threads from staying active all the time.

EcoStruxure Machine SCADA Expert uses the following parameters to prevent threads from staying active
continuously:

* TimeSlice (from operating system): Causes the operating system to switch automatically between
active threads with the same priority value.

Page 26



Introduction

By default, the operating system executes each active thread for approximately 20 ms and then
switches to the next active thread. In other words, if there are multiple active threads with the same
priority value waiting to be executed, the operating system will not execute any one active thread for
more than 20 ms.

¢ TimeSlice (from EcoStruxure Machine SCADA Expert): Specifies how long each EcoStruxure Machine
SCADA Expert thread can remain continuously active.

You use this parameter in addition to the operating system's TimeSlice parameter. You configure a
TimeSlice value for each EcoStruxure Machine SCADA Expert thread (except the Background Task)
and specify how long each thread can remain continuously active. As long as a thread is active, the
operating system can switch to that thread.

¢ Period (from EcoStruxure Machine SCADA Expert): Specifies the maximum amount of time each
EcoStruxure Machine SCADA Expert thread (except the Background Task) can remain inactive.

g Note: We strongly recommend that you do not change these default values unless it is
absolutely necessary. Configuring these parameters incorrectly can cause the entire system
to malfunction (for example, CPU usage will go to 100%) and/or cause some tasks to perform
poorly.

If you must change the parameter defaults, note the values before making your changes so if a
malfunction occurs you can return to the original settings.

To change the TimeSlice and Period parameter default values:

1. From the installation directory (for example, C: \Program Files\installation folder\Bin), double-
click \BIN to open the folder.

2. Double-click the Program Settings.INI file to open the file in Microsoft® Notepad.

The following is a list of all parameters contained in this .ini file and their default values (in
milliseconds).

[Period]
Math=100
Alarm=200
Trend=200
Sched=50
Recipe=2000
Report=2000
AppBuilder=50
Viewer=50
BlinkFast=200
BlinkSlow=600
DBSpy=1000
Driver=20
LogWin=100
OPCClient=20
OPCServer=20
OPCUAServer=200
Script=100
PythonScript=100
TCPClient=100
TCPServer=100
UniDDEClient=200
UniODBCRT=110
WebService=200
XDB=200

[TimeSlice]
Alarm=200
Math=50
Driver=10
OPCClient=10
OPCServer=10
AppBuilder=300
Script=50
PythonScript=50
TCPClient=200
TCPServer=200
Viewer=200
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UniDdeClient=50
UniODBCRT=50
XDB=100

g Note: You may not see all of these parameters listed in the Program Settings.INI file. If a
parameter is not visible, it is still in use with its default value.

g Note: If there are other tasks, the default Period value is 500 and the default TimeSlice
value is 100.

¢ To change the default value of a displayed parameter: In Notepad, delete the default value and type
the new value in its place.

¢ To change the default value of a parameter that is not displayed in your list: In Notepad, type the
parameter name exactly as shown in the following list, the equal sign, and then the new value.

3. Save the file (File > Save) and close Notepad (File > Exit).

The following figure illustrates how EcoStruxure Machine SCADA Expert executes a generic thread (such
as the Viewer).

10
ms

Executing a Generic Thread

Where:

e Signal 1 is the Period time period (set to 50 ms for this example).

* Signal 2 shows when the thread is active for the operating system.

e Signal 3 is the TimeSlice time period (set to 30 ms for this example).
* Signal 4 shows the execution of the thread itself.

In this example, EcoStruxure Machine SCADA Expert generates a Period message every 50 ms (signal
1). When this message is generated, its thread becomes active and remains active until the specified
TimeSlice time period expires. Then the thread inactive until the next Period message (signal 1) is
generated.

While the thread is active, the operating system is responsible for executing that thread. However, just
because a thread is active does not mean the operating system will execute it immediately — the operating
system may be executing other threads, for example.

When the operating system executes the thread, the TimeSlice timer starts counting and the thread is
executed for 20ms (TimeSlice from the operating system). After the 20ms period, the operating system
automatically switches to the next active thread (such as the Driver), and so on.

In the above example, the TimeSlice time was set to 30ms, which means the operating system is not
supposed to execute the thread more than once in each TimeSlice of EcoStruxure Machine SCADA Expert.
However, if you specify higher values for the TimeSlice time period, it is likely that the operating system
will execute the same thread more than once in the same TimeSlice time period.
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In the next example, the Period and the TimeSlice values were changed as follows, but the default
operating system TimeSlice period (20 ms) was not changed.

Setting a Higher TimeSlice

Where:

e Signal 1 is the Period time period (set to 100 ms).

¢ Signal 2 shows when the thread is active for the operating system.

e Signal 3 is the EcoStruxure Machine SCADA Expert TimeSlice time period (set to 80 ms).
¢ Signal 4 shows the execution of the thread itself.

The thread can be executed more than once in the same TimeSlice time period. When the EcoStruxure
Machine SCADA Expert TimeSlice time period expires, the operating system interrupts the thread
execution; however, even though the Period and TimeSlice parameters are set to 100 ms and 80 ms
respectively, the operating system will not execute this thread continuously for more than 20ms, because
the operating system TimeSlice time period is set to 20 ms.

When the operating system is not executing the Viewer thread, the CPU can execute any other thread
or remain idle (if there are no other active threads to execute). Remember, the Period and TimeSlice
parameters were created to prevent all threads from being active at the same time to prevent 100% CPU
usage.

During thread execution, the thread must handle its pending messages. For example, the Viewer module
must update any related screen objects. If there are no messages pending, the thread deactivates itself
and gives control back to the operating system. The operating system immediately switches to the next
active thread. In other words, a thread can interrupt its own execution — even if the operating system
TimeSlice time period has not yet expired (which occurs frequently in real-world applications).

g Note: The Watch and LogWin tasks do not have a TimeSlice parameter. Consequently, after
each thread handles all of its pending messages, the threads become inactive until the next
Period message for each one of the threads occurs.

The Background Task is the exception to the execution/switching process just discussed. The mechanism
for executing/switching the Background Task is described in the next section.
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Executing and switching the Background Task

The Background Task executes scripts from the Script, Math, and Scheduler worksheets (for example,
messages from Alarm and Trend worksheets). In addition, the Background Task executes all Recipe and
Report commands when the Recipe or Report functions are executed during the runtime.

Although the Alarm, Math, Scheduler, Script, PythonScript, and Trend tasks are not threads, you can
specify or change their Period time in the Program Settings.ini file located in the program directory.

The Period default values (in milliseconds) are as follows:

[Period]
Math=100
Sched=50
Alarm=100
Script=100
PythonScript=100
Trend=1000

These values mean that every 100 ms, EcoStruxure Machine SCADA Expert generates a Period message to
the Math task. Every 50 ms, it generates a Period message to the Scheduler task, and so on.

g Note: We strongly recommend that you do not modify the Background Task default values
unless it is absolutely necessary. Configuring any of these parameters incorrectly can cause your
entire system to malfunction (for example, CPU usage will go to 100%) and/or cause some tasks
to perform poorly.

If you must change the parameter defaults, note the values before making your changes so if a
malfunction occurs you can return to the original settings.

Keep in mind that the Background Task thread has the same priority as other threads in (Drivers, Viewer,
and so forth), which means that the operating system will not execute this task continuously for more
than 20 ms.

The Background Task executes the Recipe and Report worksheets when the Recipe and Report functions
are called, respectively. Because the Recipe and Report functions are synchronous, once the Background
Task starts executing the functions, it will not switch to another task (Alarm, Math, Scheduler, Script,
PythonScript, or Trend) until it completely executes the functions. Executing a Recipe or Report function
usually takes a few milliseconds.

The Background Task must switch between the Alarm, Math, Scheduler,Script, PythonScript, and Trend
tasks. When Background Task switches to the Scheduler task, it will not switch to another task (Alarm,
Math, Script, PythonScript, or Trend) until all Scheduler worksheets are executed. After executing all
Scheduler worksheets, the Background Task will not execute the Scheduler again until it receives the next
Period message for the Scheduler task.

The Background Task applies the same behavior when executing the Alarm and Trend tasks — when the
Background Task switches to the Alarm or Trend task, it will not switch to another task until it handles
all pending messages. So, the Background Task will not execute the Alarm or Trend task again, until
EcoStruxure Machine SCADA Expert generates the next Period message for each of these tasks.

The Background Task typically executes the Alarm, Scheduler, and Trend tasks in a few milliseconds.
Math worksheets run to completion once they are started, and can require more time to execute. Even
though the Script and PythonScript tasks are handled by the Background Task, they run to completion in
their own threads and don't share time with the other Background Task tasks.

It is important to re-emphasize that this process was created to prevent 100% CPU usage all the time.

g Note: We recommend minimizing or eliminating the use of the Math function in a Scheduler
worksheet or for a screen object (such as the Command animation).

When the Scheduler task executes a Math function, no other task can be executed by the
Background Task until the Scheduler executes the entire Math worksheet called by the Math
function. This process can take several milliseconds or even seconds, depending on the script in
the Math worksheet (especially when using loops).

If there is a Math function configured for a screen object, the Viewer stops updating the screen
until the Viewer executes the entire Math worksheet called by the Math function.
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If your project requires the Math function for the Scheduler task or a screen object, we
recommend using the following procedure to prevent process delays:

1. Specify one auxiliary tag with the value 1 and the Scheduler or Viewer task will send a
message to the Tags database to update this tag value.

2. Configure the tag in the Execution field of the Math worksheet to be executed. When the
Background Task scans the Math worksheet, EcoStruxure Machine SCADA Expert will
execute the worksheet.

3. Reset the tag in the last line of the Math worksheet (write the value 0 to the auxiliary tag).

As a result, the Background Task will not execute the Math worksheet in the next scan unless
the auxiliary tag is set to the value 1 again.
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Installation Guide

This is a guide to installation of the Studio project development software and the runtime software
on Windows, Windows Server, or Windows Embedded. There is also information on other software
components.
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About the software components

The software suite comprises several individual components that can be installed on different platforms to
perform different functions. The architecture of your finished project depends on which components you
install, where you install them, and how you connect them to each other.

The following table lists all of the available components.

Component Description Platform / Software

Studio The full software, licensed for and running in Windows
"Engineering" mode. Includes the following:
. . Windows Server
+  Project development environment
+  Tag integration

+  Project viewer, for testing screens

+  Remote management of project runtimes

SCADA The full software, licensed for and running in Windows
"Runtime" mode. Includes the following:
. ) Windows Server
+  Project runtime

+  Remote agent, to allow remote management

+  Project viewer

HMI Runtime Standalone runtime for Linux. Includes the Linux distributions:
following: < Ubuntu

+  Project runtime (limited tags and drivers) . Raspberry Pi

+  Remote agent, to allow remote management | BeagleBone

+ Mobile Access add-on for CGl-enabled web

server +  others (contact us)

Database Gateway (StADOSvr) Enables communication between the project Windows
runtime and external databases, including
AVEVA Historian and most ADO.NET-compatible | Windows Server
databases.

Must be installed separately when using HMI
Runtime, because Database Gateway runs on

Windows only.
Mobile Access Runtime Enables the project runtime to serve HTML5- Internet Information Services (IIS) for Windows, or
enhanced project screens to web browsers and any CGl-enabled web server (e.g., Apache)

mobile devices.

Secure Viewer Project viewer / thin client, installed as a

Windows
standalone program.

Windows Server

g Note: Although the term "Windows Embedded" appears in the communication driver manuals,
EcoStruxure Machine SCADA Expert is not supported on the Windows Embedded operating
system.

It helps to distinguish between the project development environment and the project runtime. You can
use the project development environment to design, develop, troubleshoot, deploy, and monitor projects.
In contrast, the project runtime actually runs your project, communicates with external databases and
devices, and serves screens to project viewers.

The full software for Windows includes both the project development environment (Studio) and the project
runtime (SCADA). Your software license determines which parts of the software you can use on a specific
computer. For more information, see Execution modes on page 47.

HMI Runtime is a new, platform-agnostic runtime edition for other embedded devices. It has very low
system requirements and somewhat limited features.
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In most cases, the first thing you need to do is install the full software on your primary workstation,
because it not only sets up the project development environment for you, it also unpacks the rest of the
components so that they can be installed on other computers and devices.

We recommend that you use Mobile Access instead of our traditional Thin Client software whenever
possible. Thin Client depends on legacy, Windows-only technologies, while Mobile Access allows you to
use any HTMLS5-compatible browser running on any platform as a project viewer. Mobile Access does not
yet support all of the features that Thin Client does, but we are continuing to improve Mobile Access with
every new release.
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Differences between the runtime editions

You can develop projects once in the Studio development environment and then run them on any of the
runtime editions. This topic describes the differences between the editions, so that you can decide which
to use.

The following table shows the minimum system requirements for each runtime edition.

Requirement SCADA HMI Runtime
Windows Supported Not supported
Windows Server Supported Not supported
Linux Not supported Supported

For a complete list of system requirements for each runtime edition, see the installation instructions for
that edition.

The following table shows the main differences between the runtime editions in their support for project
features. (The majority of features are fully supported by all editions, so they are not listed.) If you develop
a project to include features that are not supported by your chosen edition, you might see unexpected
behavior and possibly even serious issues during run time. Some features will be automatically hidden in
the project development environment when you select your project's target platform, but you still need to
be aware of the differences. For more information, see About target platforms, product types, and target
systems on page 105.

Feature SCADA HMI Runtime

Run projects developed in Studio Supported Supported

Run as a service Supported Supported

Local project viewer Supported Not supported

Server for Secure Viewer Supported Not supported

Support for Mobile Access Supported Supported

Email (SMTP client) Supported Not supported !

Create tags programmatically during runtime Supported Not supported

Create screens programmatically during runtime Supported Not supported

Create reports in PDF format Supported Not supported

Built-in functions Supported Supported with limitations 2
Tag integration (Shared Tags) Supported Supported

Security Supported Supported with limitations 8
Translation Supported see Mobile Access
Procedures (Python and VBScript) Supported Supported with limitations 4
Alarms Supported Supported with limitations s
Events Supported Supported with limitations 5
Trends Supported Supported with limitations s
Recipes Supported Not supported

Reports Supported Not supported

Math Supported Supported

Scripting (Python and VBScript) Supported Supported with limitations 4
Scheduler Supported Supported

Database/ERP Supported Supported with limitations 6
Azure loT Hub Supported Not Supported
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Feature SCADA HMI Runtime

Drivers Supported Supported with limitations 7
OPC DA Client (legacy) Supported Not supported

OPC DA Server Supported Not supported

OPC HDA Server Supported Not supported

OPC UA Client Supported Supported with limitations
OPC UA Server Supported Supported

OPC XML/DA Client Supported Not supported

TCP/IP Client/Server Supported Not supported

Industrial Graphics Screens Supported Not supported

Native Screens Supported Supported

Screen Group Supported Supported

Graphic Script Supported Not supported 4

Screen Script Supported Supported with limitations 4
Shapes Supported Supported

Active Objects Supported Supported with limitations 8
Data Objects Supported see Mobile Access
Libraries > Symbols Supported Supported with limitations o
Libraries > ActiveX Controls Supported Not supported

Libraries > .NET Controls Supported Not supported

Libraries > Linked Pictures Supported see Mobile Access
Libraries > Custom Widgets Supported see Mobile Access

Auto screen scaling Supported see Mobile Access

Fill effects in shapes Supported see Mobile Access

Ellipse object styles Supported see Mobile Access

Hint (tooltip) Supported see Mobile Access
Command events Supported see Mobile Access
Rotation animation Supported see Mobile Access

Trend Control > Fill effects Supported see Mobile Access

Trend Control > Export to File Supported see Mobile Access
Enhanced graphics (incl. anti-aliasing) Supported see Mobile Access
Multi-touch gestures Supported see Mobile Access
Number of project tags up to 64,000 up to 4000

Number of thin clients Unlimited " Unlimited "

Hardkey license (USB) Supported Not supported

The Python Script task can be used to send email. Also, the Exec() built-in function can be used to call cURL
to send email.

Most functions are supported in all editions, but some specific functions are not supported in this edition.
For more information, see List of available functions on page 943.

Local mode only. Distributed and Domain modes are not supported.

VBScript is not supported.

Proprietary format is not supported. Alarm, Event, and Trend history can be saved in Database format only.
Some Database/ERP functions are supported. Database/ERP worksheets are not supported.

U A W
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For a comprehensive list of supported features and limitations in HMI Runtime, see Supported features in
HMI Runtime on page 719.

10

Most drivers are supported in all editions, but some specific drivers are not supported in this edition. For
more information, see the documentation for each driver.

Pushbutton, ListBox, and Smart Message objects are not supported. Minor limitations in other objects.

A specific linked symbol is supported as long as all of its component objects and animations are also
supported.

Limited by runtime license, and by external and physical constraints (i.e., hardware and operating system).
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Install the full software

Install the full software on your Windows computer in order to develop projects, or to use the computer as
a project runtime server and/or thin client.

Hardware Requirements
Standard requirements:

¢ A Windows-compatible computer with a standard keyboard, a pointer input (mouse, trackpad, or
touchscreen. etc.), and an SVGA-minimum display.

e Minimum 2 GB available storage (hard drive or non-volatile).
¢ Minimum 1 GB available memory (RAM).
¢ An Ethernet or Wi-Fi network adapter.
Optional items:
* A USB port or memory card slot, to be used for hardkey licensing of the software.
This item is optional because softkey licensing is also available.
¢ Serial COM ports and adapters, to be used for direct communication with PLCs and other devices.
This item is optional because many newer device protocols use Ethernet communication (TCP or UDP)
instead of serial communication.
Software Requirements
One of the following Windows operating systems:
¢  Windows:
* Windows 11
*  Windows 10, version 1909 or later (including LTSC/LTSB versions)
¢ Windows Server:
e Windows Server 2022
* Windows Server 2019
* Windows Server 2016

g Note: The Mobile Access on page 763 feature has additional web server installation
requirements. For more information, see Mobile Access Installation on page 774.

Use the "Pro" or "Enterprise" editions of Windows because they include Internet Information Services
(ITS) as a pre-installed feature that can be turned on. Do not use the "Home" and "Education" editions of
Windows, because many features are hidden or disabled in these editions.

Update Windows before you install the software in order to have the latest security fixes and system
components.

.NET Framework

This software requires .NET Framework 4.8 (or later) installed and enabled.

If Windows is fully updated on your computer, the latest versions of .NET Framework should be installed,
but they might not be enabled. Use either the Windows Features control panel in Windows or the Server
Manager console in Windows Server to confirm that .NET Framework 4.8 is enabled.

In some cases, it might not be possible to update Windows through normal means. For example, if
your computer is on a private network without access to the Internet, it might not be able to contact
the Windows Update service. You can use another computer to download an offline installer for .NET
Framework and then transfer it.

Optional Software
¢ Internet Information Services (IIS) installed and turned on. IIS is the default web server for Windows.

This item is optional because it is not required to develop a basic project and then run it on a
standalone device, but it is required in order to use more advanced features.
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¢ In most cases, IIS is required in order to install and then use Mobile Access. You may choose not to
install the Mobile Access Runtime feature at this time. You can install it at a later time, for either
IIS or CGI. For more information, see the Mobile Access Runtime feature in the "Select Features"
installation step.

e IIS is required in order to run projects that include Industrial Graphics symbols.
* Either Microsoft Edge or Google Chrome, to be used for viewing project screens in Mobile Access.

This item is optional because you can always use the built-in Viewer program to view project screens.

System Sizing

The operating system, storage, and memory requirements will necessarily increase for larger projects; the
minimum requirements listed above are only for projects of up to 4,000 tags. The following table shows
the complete requirements:

Project Size Operating System Storage Memory

up to 4,000 tags Windows, Windows Server 2 GB available 1 GB available
up to 64,000 tags Windows, Windows Server 4 GB available 2 GB available
up to 10 million tags Windows Server only (multi-core) 8 GB available 4 GB available

Your computer needs to meet only the minimum requirements when you first install the software and
begin to develop your project, but the requirements will increase as your project grows. Every computer or
device that you plan to use as a runtime station is subject to the same requirements.

Industrial Graphics

If you are using Industrial Graphics screens, the project should be hosted on a dedicated Windows system
with IIS installed. The additional system recommendations for this dedicated system are:

¢ CPU PassMark® > 5200 pts
* 16 GB available RAM memory (Each client session requires ~200 MB of memory, depending upon
graphics complexity.)

These recommended requirements are suitable for a system with ten clients, browsing pages with
approximately 40 dashboard/charting components with ~250 I/O tags on the page. Pages may take a
longer time to display on the first visit. The display time depends on graphics and script complexity.
Additional clients can be supported by increasing the number of CPU’s, CPU speed, and Memory.

User Privileges

You need to have administrator privileges on your computer in order to install any software. If you are

not already signed on as a user with administrator privileges when you run the software installer, you

can choose to run the installer as an administrator. To do this, right-click the installer program file
(setup.exe), and then on the shortcut menu, click Run as administrator. You will be asked for the appropriate
user name and password.

To install the full software:
1. Close all other running programs, if possible, but not Windows services.

2. Do one of the following:

¢ Download the zipped installer to your computer, either from our website (www.se.com) or from
another location on your network where you have previously saved it. Extract the files, open the
resulting folder, and then locate and run the setup program (setup.exe).

The installation wizard runs and asks you to select a language for the installation.

3. Select a language from the list, and then select OK.

This selection determines the language of the user interface for both the installation wizard and
the project development environment. You can change the language for the project development
environment later, after the software has been installed.

The wizard prepares for installation. During this step, it automatically installs .NET Framework 4.8 if
necessary.

4. On the Welcome page of the wizard, click Next to proceed with the installation.

5. On the License Agreement page, click Yes to accept the agreement and proceed, or click No to refuse the
agreement and exit the wizard.
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6. On the Customer Information page, type your user name and company name, and then click Next.

7. On the Choose Destination Location page, select the folder in which you want to install the software, and
then click Next.

By default, the software will be installed at the following location:

C:\Program Files (x86)\Schneider Electric\EcoStruxure Machine SCADA Expert 2023\

8. On the Select Features page, select the specific features and components that you want to install, and
then click Next.

Feature Description

Program Files The main program files for the project development application, project runtime server, and project
runtime client. This feature cannot be deselected.

Custom Widget Framework Installs files for the Custom Widget Framework, which is used to create HTML5-based widgets and
use them in project screens. This feature cannot be deselected.

Database Gateway and Historian Integration | |nstalls Studio Database Gateway, AVEVA Historian integration, and AVEVA Insight integration. This
feature is required for any database communication.

This feature requires .NET Framework 4.8 (or later) installed and turned on.

Demo Projects Sample projects that demonstrate the capabilities of the software.

Industrial Graphics Industrial Graphics is a powerful modern graphic editor that enables creation of portable graphic
libraries that can be reused in products that use this platform-agnostic solution. It acts as a
companion to our native graphics tools.

Mobile Access Runtime Additional software to make the project runtime accessible to mobile devices such as tablets and
smartphones, using HTML5-compatible browsers to view the project screens.

This feature requires Microsoft .NET Framework 4.8 and Microsoft [IS--with ASP, ASP.NET, and
ISAPI Extensions enabled--installed and turned on. This required software will be installed if
necessary.

Whether or not this feature is selected during installation, a separate Mobile Access Runtime
software installer (MobileAccessSetup . exe) will be copied to the program folder. This
installer can be run at a later time.

OPC Factory Server Installs additional files for the OPC Factory Server, a standalone OPC server that your projects can
use to communicate with the following Schneider Electric PLCs:
« M340
« M580
¢« Quantum
+  TSX Compact
+ TSX Micro

+ TSX Momentum

+  TSX Series 7

«  TSX$S1000

+ TSX/PCX Premium
+  Unity Momentum

For more information, see the documentation that is installed with OPC Factory Server.

PDF Printing Additional software for printing runtime reports directly to PDF files.

Python Installs required files for the Python editor, and for the Windows and Linux runtimes.

Security System Device Driver Installs device driver for security system to lock the keyboard (kbdlock).

Symbol Library A large library of premade but configurable screen objects such as pushbuttons, toggle switches,

gauges, dials, and indicator lights.

9. On the Ready To Install page, click Install.

g Note: You might receive the following message during installation: "Error 1628: Failed to
complete script based install." For more information about this issue and how to resolve it,
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go to: https:/ /flexeracommunity.force.com/customer/articles/en_US/ERRDOC/Error-1628-
Failed-To-Complete-Script-Based-Install

g Note: If you try to install an earlier version of this software on a computer that already
has a later version installed, you might receive the following message during installation:
"Version x.x.x.x of CodeMeter Development Kit is already installed. Downgrading to Version
X.X.X.X is not possible, installation will be aborted." CodeMeter is supplemental software
used to manage hardkey licenses. To resolve this issue, use Task Manager in Windows to
stop CodeMeter Runtime Server (CodeMeter.exe) before you install the earlier version of the
software.

The software is installed, and then when the installation is finished, the last page of the wizard is
displayed.

10.Click Finish to close the installation wizard.

When you have finished the installation, you can find the software in your Windows Start menu at:
Start > EcoStruxure Machine SCADA Expert 2023.1

The software includes the following "apps" (applications):

EcoStruxure Machine SCADA Expert 2023.1 Help Manual

A complete technical reference and user guide for all of the EcoStruxure Machine SCADA
Expert software.

EcoStruxure Machine SCADA Expert 2023.1 Quick Start Guide

A brief guide to installing and using the project development environment, including a
tutorial for developing a simple project.

EcoStruxure Machine SCADA Expert 2023.1 Register

A utility program that manages your EcoStruxure Machine SCADA Expert software license.
EcoStruxure Machine SCADA Expert 2023.1 Release Notes

A list of changes in the EcoStruxure Machine SCADA Expert software.
EcoStruxure Machine SCADA Expert 2023.1 Remote Agent

A utility program that allows other stations to remotely manage EcoStruxure Machine
SCADA Expert as a project runtime.

EcoStruxure Machine SCADA Expert 2023.1 Startup

A shortcut that automatically starts the project runtime and then runs the most recent
project.

EcoStruxure Machine SCADA Expert 2023.1 Studio

The project development environment and/or the project runtime for Windows. Its
capabilities are determined by your software license.

There will also be a shortcut icon on your desktop.

To run the software, do one of the following:

¢ Double-click the shortcut icon on your desktop

¢ Click Start > EcoStruxure Machine SCADA Expert 2023.1 > EcoStruxure Machine SCADA Expert 2023.1 Studio

If the installation does not finish as expected, you can use System Restore to restore the computer to the
restore point that was created at the beginning of the installation. For more information about System
Restore, go to: https://support.microsoft.com/help/ 17127 /windows-back-up-restore
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Install the Thin Client software

Install the Thin Client software on a client station in order to let users view your project.

g Note: We recommend that you use Mobile Access instead of our traditional Thin Client software
whenever possible. Thin Client depends on legacy, Windows-only technologies, while Mobile
Access allows you to use any HTMLS5-compatible browser running on any platform as a project
viewer. Mobile Access does not yet support all of the features that Thin Client does, but we are
continuing to improve Mobile Access with every new release.

If you have already installed either the full EcoStruxure Machine SCADA Expert software or one of the
runtime editions on the computer or device that you want to use as a client station, you may skip this
procedure because you do not need to install the Thin Client software on the same computer or device.
The full software and the runtime editions (all except HMI Runtime) include the same components as the
Thin Client software, except that they are preconfigured to view the project that is running locally.

Before you begin this procedure, install the full EcoStruxure Machine SCADA Expert software on at least
one Windows computer — typically, on your project development workstation — because doing so also
unpacks the Thin Client software installer.

To run the Thin Client software installer, you must have a computer or device with a network connection
and one of the following operating systems:

*  Windows:
e Windows 11
¢ Windows 10, version 1909 or later (including LTSC/LTSB versions)
¢ Windows Server:
* Windows Server 2022
¢ Windows Server 2019
¢ Windows Server 2016
You must also have Administrator privileges on the computer or device in order to install any software.

The Thin Client software is based on ISSymbol, which is an ActiveX control that we developed to open
project screens and exchange data (e.g., tag values) with the project runtime. It acts as a control layer
between the client and the server, similar to the Java Virtual Machine for Java-based applications, and
it provides a high level of security because it does not allow the project to access the operating system on
the client station.

To install the Thin Client software:

1. Locate the Thin Client software installer in the program folder. Its default location on your computer is:

C:\Program Files (x86)\Schneider Electric\EcoStruxure Machine SCADA
Expert 2023\Redist\WebAddOn\ThinClient\ThinClientSetup.exe

2. Copy the Thin Client software installer to the computer or device on which you want to install the
software.
Assuming the computer or device has a network connection — which it should, if you plan to use it as
a project viewer — you can simply copy the installer across the network. Otherwise, copy the installer
to removable media (e.g., a USB flash drive) and then carry it to the computer or device.

3. On that computer or device, run the Thin Client software installer (ThinClientSetup.exe).
The first page of the installation wizard is displayed.

4. Click Next.
The next page of the wizard is displayed.

5. On the Customer Information page, type your name and your company name, and then click Next.
The next page of the wizard is displayed.

6. On the Choose Destination Location page, select the folder where the software should be installed, and then
click Next.
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By default, the software will be installed at:
C:\Program Files (x86)\Schneider Electric\Thin Client\<ID string>\

The next page of the wizard is displayed.

7. On the Select Features page, select the specific features and components that you want to install, and
then click Next.

Feature Description

Program Files The main program files for the thin clients. This
feature cannot be deselected.

Secure Viewer Creates shortcuts in the Start menu and on the
desktop. If you deselect this feature, the program
files will still be installed but the shortcuts will
not be created. You will need to locate the Secure
Viewer program (Viewer.exe) and then manually
run it.

PDF Printing Additional software that allows the project to save
run-time reports as PDF files.

Security System Device Driver An additional keyboard driver that enforces
project security during run time by controlling
user input.

The next page of the wizard is displayed.

8. On the Ready to Install the Program page, click Install.
The software is installed, and then when the installation is finished, the last page of the wizard is
displayed.

9. Click Finish to close the installation wizard.
Once the Thin Client software is installed, you may choose which type of thin client to use:

* If you choose to use the Secure Viewer as a standalone program, configuration is required before you
can run it. For more information, see Configure and run Secure Viewer on page 752.

The Thin Client software itself does not need to be licensed on any computer or device. The license for the
project runtime determines the number of thin clients that are allowed to connect to it at the same time.
For more information, see License Settings on page 46.

Install the Custom Widget Framework on a client station

If your project screens include custom widgets, you might need to install Custom Widget Framework on
some client stations to enable them to properly display the widgets.

This task applies only to stations on which you have already installed the Thin Client software — in other
words, stations that are using the Thin Client software to view your project screens.

Stations that are viewing your project through Mobile Access do not need to have Custom Widget
Framework installed, because custom widgets are HTML5-based screen objects that can be displayed
normally in the web browser.

Before you begin this task, you must have installed the full Studio software on at least one Windows
computer — typically, on your project development workstation — because doing so also unpacks the
Custom Widget Framework installer. (Custom Widget Framework is not included in the Thin Client
installer because it would greatly increase the file size of that installer, for a feature that not all projects
use.)

You must have Administrator privileges on a computer or device in order to install any software.
To install the Custom Widget Framework on a client station:

1. Locate the Custom Widget Framework installer (CustomWidgetFrameworkSetup.exe) in your Studio
program folder.
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If Studio was installed in its default location, the Custom Widget Framework installer should be
located at:

C:\Program Files (x86)\Schneider Electric\EcoStruxure Machine SCADA
Expert 2023\Redist\CustomWidgetFramework\CustomWidgetFrameworkSetup.exe

2. Copy the installer to the client station, either over the network or on a portable hard drive.

3. Run the installer. You might need to do this as a user with Administrator privileges: right-click the
installer, and then on the shortcut menu, click Run as Administrator.

4. Follow the installer's instructions. On the Choose Destination Location page of the installer, make sure
the Bin sub-folder in the Thin Client program folder is selected. If it is not, click Browse and then use
the file browser to locate and select the Bin sub-folder.
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Licensing

This chapter contains descriptions and instructions for implementing softkey and hardkey licensing for
EcoStruxure Machine SCADA Expert.
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License Settings

Every software license has the following settings:

Hardkey Settings >

Current Licenze

Serial Mumber: |123-321| Werzion:

Product Type: |.-’-'-.|:Ivann:eu:| Server Plus |

Execution Maode: |Engineering + Runtime | Thir Clierits:

Options: | Impart ‘wizard

Change Licenze...

Example of license settings

Serial Number
The unique serial number of the hardkey, if you are using hardkey licensing. For more
information, see Hardkey Licenses on page 49.

Version

The version of the software for which the license is valid. Please note this is the major
version only; updates, patches, and hot fixes are minor versions included in the major
version. For more information, see Product Versions on page 46.

Product Type

The maximum product type that can be run by the project runtime, if the execution mode
includes Runtime. The product type determines the maximum number of project tags that
can be used in a single project. For more information, see About target platforms, product
types, and target systems on page 105.

Execution Mode
Specifies one of the following options:
Engineering Only
You can develop a project and then run it for a limited period, for testing purposes only.
Runtime Only
You can run a project for an unlimited period, but you cannot develop or modify the project.
Engineering + Runtime
You can develop a project and then run it for an unlimited period.
For more information, see Execution modes on page 47.

Thin Clients

The maximum number of thin clients that can connect simultaneously to the project
runtime. For more information, see Thin Clients (including Mobile Access) on page 739.

One connection is included with every license; contact your software distributor to purchase
additional connections.

Options

Additional options and features, including a list of the third-party programs that can be
imported by the Import Wizard.

Product Versions

All editions of the project development and runtime software should have the same version number, which
uses the X.Y+SPWW syntax (e.g., EcoStruxure Machine SCADA Expert v23.1), where:
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X represents the Family version. The Family version changes only when major enhancements are
added to the product technologies and concepts.

Y represents the Sub-version: The Sub-version changes when minor enhancements and/or new
features are added to the product.

WW represents the Service Pack. The Service Pack version changes when you must install add-on
packages to accomplish the following:

e Upgrade files for the version previously installed
¢ Fix bugs in the product (showstoppers and no-workarounds)
¢ Provide minor enhancements before releasing the next version of the product

Each Service Pack release supersedes the previous Service Pack release. For example, SP2 includes all
the contents of SP1 and all newly upgraded files, bug fixes, and enhancements. SP3 includes all the
contents of SP2 and all new upgraded files, bug fixes, enhancements and so on.

Later versions of this software can run projects that were developed in earlier versions, but earlier

versions cannot run projects that were developed or modified in later versions. Opening and modifying a
project in a later version will upgrade the project to that version.

g Note: We issue each license for a specific Family version and Sub-version (X.Y), and the license
is only valid for that version (including Service Packs). The license is not valid for a newer Family
version or Sub-version of the product. Therefore, if you install a new version, you must also
upgrade your license to the version being installed. If you install a Service Pack only, you do not
need to upgrade your license.

Execution modes

Each software component supports the following execution modes:

Execution Mode EcoStruxure Machine SCADA Expert HMI Runtime
Evaluation Mode Supported (Studio + SCADA) Not supported
Demo Mode Supported (SCADA) Not supported
Licensed for Engineering Only Supported (Studio) Not supported
Licensed for Runtime Only Supported (SCADA) Supported

Licensed for Engineering + Runtime Supported (Studio + SCADA) Not supported

Evaluation Mode

Enables all of the software's development and runtime features for a limited time. The first
time it is installed, the software runs for 40 hours in Evaluation Mode. This evaluation
period includes any time you run a product module (engineering or runtime). You can use
this evaluation period continuously or not; for example, 10 hours a day for 4 days, or 5
hours a day for 8 days, or 10 hours a day for 3 days plus 5 hours a day for 2 days, and so
on.

After running for a total of 40 hours in the Evaluation Mode, the evaluation period ends
and the software automatically switches to Demo Mode until you apply a valid license. You
cannot reactivate Evaluation Mode, even if you reinstall the software on your computer.

Each major version has an evaluation period that is independent of every other major
version. For example, if an earlier version is running in Demo Mode because its evaluation
period has expired, and then you install the latest version on the same computer, the latest
version will begin its own 40-hour evaluation period and the earlier version will continue to
run in Demo Mode.

Demo Mode

Allows you to download projects to target stations and to run projects for testing or
demonstration purposes. You can start runtime tasks and use the remote debugging tools
(Watch, LogWin), but the project will stop automatically after two hours of continuous use.
After that period, you can run the project for another two hours. You can run the project as
many times as you want, but the fact that you will need to do so every two hours makes this
mode inappropriate for actual use.

You cannot create or modify project screens, worksheets, or settings while in Demo Mode.
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Licensed for Engineering Only

Enables the project development features for an unlimited time. This mode also allows

you to run projects for testing purposes. You can start runtime tasks and use the local
debugging tools (Watch, Output), but the project will stop automatically after 72 hours of
continuous use. After that period, you can run the project again for another 72 hours. You
can run the project as many times as you want, but the fact that you will need to do so every
72 hours makes this mode inappropriate for actual use.

Licensed for Runtime Only

Enables the runtime tasks and debugging tools (Watch, Output, LogWin) for an unlimited
time, but you cannot create or modify project screens, worksheets, or settings.

The menu options available in Runtime Only mode are the same as the options listed for
Demo Mode.

The Remote Management tool is always available, regardless of the mode, so that you can upload files
from or download files to target stations.

To see which mode you are currently in, go to the Help tab of the ribbon and then click About. The About
dialog box shows the execution mode, including the time remaining if you are in Evaluation Mode.
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Hardkey Licenses

A hardkey is an encapsulated chip that must be physically connected to the computer's parallel port
(LPT1) or USB interface.

The software license resides in the hardkey, and you cannot share this license simultaneously with more
than one other copy of software in the network. If you connect the hardkey to another computer, then you
effectively transfer the license to that computer.

Using the parallel port hardkey does not prevent you from connecting another device — such as a printer

— to the port. The hardkey should be electronically transparent to other devices connected to the parallel

port. You simply connect the hardkey to the computer and then connect the printer cable to the hardkey.

However, you may encounter problems if you install more than one hardkey (for different products) on the
same parallel port.

g Tip: Be careful when installing or removing a hardkey from the computer's parallel port. We
strongly recommend that you turn off the computer and disconnect it from the power supply
before installing or removing a hardkey.

On the other hand, while using the USB hardkey, the USB port cannot be shared with any other device.

Install a new hardkey license
Install a new hardkey license for the full software or the project runtime software.

Before you begin this task, make sure the appropriate software has been installed on your computer or
device. For more information, see Installation Guide on page 32.

To install a new hardkey license:

1. On the computer or device where you have installed the software, connect the hardkey to the
appropriate port (e.g., USB, SD or microSD).

2. Run the software.

If the software recognizes the hardkey, it will run normally without any alert messages.

If the software does not recognize the hardkey, try the following:

¢ For the full software, use the Protection Manager utility program (a.k.a. Register) to make sure the
software is set to check for a hardkey.

Upgrade an existing hardkey license

Upgrade an existing hardkey license for the full software or the project runtime software.

Prerequisites:

e Access to the full software installed on your project development workstation, or on a project runtime
target station. You need to use the Protection Manager utility program (a.k.a. Register) included with
that software in order to perform this task.

¢ Have already puchased a valid license or license upgrade. You may purchase it when you send in
the site code (see below), but doing so might increase your downtime. For more information, contact
your software distributor. You can update any license setting (e.g., product type, options), or you can
upgrade the software to a new version. The cost of the update/upgrade depends on the difference
between the current and new license settings.

¢ Administrator privileges on the computer in order to run Protection Manager.

To upgrade an existing hardkey license:

1. If the software is running, stop and save the open project, if applicable, then exit the software.
The Protection Manager cannot make changes if the software is running.

2. Run Protection Manager: from the Start menu, select , then select EcoStruxure Machine SCADA Expert
EcoStruxure Machine SCADA Expert 2023.1 Register .

The Protection Manager program window is displayed.
3. Select Hardkey if it is not already selected, and then click Check.

If you have a valid hardkey license installed — that is, if a valid hardkey is connected to the computer
— the Hardkey Settings dialog box is displayed with the settings on that hardkey.
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Hardkey Settings >

Current Licenze

Senal Mumber: [123-321| Wersion:

Product Type: |.-i'-.dvan|:eu:| Server Plus |

Execution Maode: |Engineering + Runtime | Thin Clients:

Options: | Import Wizard

Change License. ..

Otherwise, if you do not have a valid hardkey license installed, an alert message is displayed.
4. Click Change License.

The Change License dialog box is displayed with a unique site code that is generated from the hardkey
itself.

Change License - Hardkey >
Site Code: |D55.-’-'-. ECE3 2FF1 3ADY FI7E 0530 3F0D 5036 34 |
Site Keyw: | |

Corc

5. Send the site code to your software distributor.

Typically, you will copy the site code to your clipboard and then paste it into an email to your software
distributor. To copy it to your clipboard, select the Copy button to the right of the Site Code box.

6. When you receive the site key from your software distributor, type or paste it in the Site Key box, and
then select Authorize. Confirm when prompted.
The new license settings are written to the hardkey, and then a confirmation message is displayed.

If the new site key is not validated, an error message is displayed. If that happens, confirm that you
entered the site key correctly. If you entered it correctly and still get an error message, contact your
software distributor for further assistance.

Repair an SD or microSD card-style hardkey license

Use CodeMeter Control Center to repair an SD or microSD card-style hardkey license, after the card has
been reformatted and the license has become unusable.

Prerequisites:
¢ A Windows computer with an SD-compatible memory card reader;
¢ The full CodeMeter Runtime software installed on that computer; and

¢ An SD or microSD card-style hardkey that contains your Studio/SCADA or Embedded HMI license. (If
it is a microSD card, you might also need an adapter that allows you to insert it into the memory card
reader.)

Wibu-Systems provides the CodeMeter licensing solution that we use to manage hardkey licenses for
Studio/SCADA and Embedded HMI. Two of the form factors that CodeMeter offers are SD and microSD
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(a.k.a. uSD) memory cards, which are often better suited than USB flash drives for use in mobile and
embedded devices.

The license takes up a very small portion of the card's total storage space, so you may want to reformat
the card in order to use the remaining space for other things. When you do so, however, the reformatting
can make the card unrecognizable as a CodeMeter device and therefore make the hardkey license
unusable. If that happens, use CodeMeter Control Center to repair the card.

You must download and install the full CodeMeter Runtime software in order to perform this task,
because CodeMeter Control Center is not included in the limited version of CodeMeter Runtime that is
installed with the full EcoStruxure Machine SCADA Expert software. You can download the software from
the Wibu-Systems website at: www.wibu.com/downloads-user-software.html

You do not need to install the full CodeMeter Runtime software on the same computer where you
previously installed EcoStruxure Machine SCADA Expert; you may use another computer to perform

this task, so that it does not interfere with your project development and/or run time. If you do install

on the same computer, however, the full CodeMeter Runtime software will replace the limited version of
CodeMeter Runtime that was installed with EcoStruxure Machine SCADA Expert. Therefore, after you
install but before you perform this task, you should confirm that EcoStruxure Machine SCADA Expert can
still access whatever license it was using.

To repair an SD or microSD card-style hardkey license after the card has been reformatted:
1. Insert your hardkey into the computer's memory card reader.

2. Open the CodeMeter Control Center, and then in the program, check the License list.
If your hardkey appears in the list — that is, if you see either CmCard/SD or CmCard/uSD, according to the
type of card — it is already recognized as a CodeMeter device. You do not need to do anything more,
and you may skip the rest of this procedure. Otherwise, continue with the following steps.

3. On the Process menu, select Repair Hardware Configuration.
The Repair Hardware Configuration dialog box is displayed.

4. Select Scan Hardware.
The computer is scanned for all compatible volumes and devices. This scan might take several
minutes.
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5. When the scan is finished, select your hardkey from the list of devices, and then select Repair.
If the card is successfully repaired, a success message is displayed.

6. Select OK to close the success message.

7. On the View menu, select Refresh.
The License list is refreshed.

8. Check the License list again in order to confirm that your hardkey is recognized as a CodeMeter device.

When you are done, remember to eject the memory card in Windows before you physically remove it from
the card reader.
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Softkey Licenses

When you install the project development or runtime software, the program generates a unique site
code. You can send this site code to your software distributor, who will then generate a site key to match
your site code. You can then use the site key to install the license on your computer or target device, as
opposed to having the license stored on a hardkey.

g Tip: When you use a softkey, the license is recorded in the computer or device's permanent
memory. If the computer is damaged or lost, you will lose the license.

Install or upgrade a softkey license for a full software installation
Install or upgrade a softkey license for the full software installation on a Windows computer.
Prerequisites:

¢ Access to the full software installed on your project development workstation. You need to use the
Protection Manager utility program (a.k.a. Register) included with that software in order to perform this
task.

¢ Have already puchased a valid license or license upgrade. You may purchase it when you send in
the site code (see below), but doing so might increase your downtime. For more information, contact
your software distributor. You can update any license setting (e.g., product type, options), or you can
upgrade the software to a new version. The cost of the update/upgrade depends on the difference
between the current and new license settings.

¢ Administrator privileges on the computer in order to run Protection Manager.

These instructions apply both to installing a new softkey license and to upgrading an existing softkey
license; whatever license you apply will overwrite the existing settings.

To install or upgrade a softkey license:
1. If the software is running, stop and save the open project, if applicable, then exit the software.
The Protection Manager cannot make changes if the software is running.

2. Run Protection Manager: from the Start menu, select , then select EcoStruxure Machine SCADA Expert
EcoStruxure Machine SCADA Expert 2023.1 Register .

The Protection Manager program window is displayed.
3. Select Softkey if it is not already selected, and then click Check.

The Softkey Settings dialog box is displayed. If you have a valid softkey license installed, the dialog box
will show those settings. Otherwise, if you do not have a softkey, the status will be "License not found."

Softkey Settings et

Current Licenze

Status: |Li|:ense not found. |"-"ersiu:un: I:I

Product Type: |

|
Execution Mode: | | Thin Clients: I:I

Options: ~

Change Licenze...

Checking the softkey settings

4. Click Change License.
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The Change License dialog box is displayed.

Change License - Softkey >
Metwork, Adapter: o
Site Code: | |
Site Kew: | |
Changing the license

5. In the Network Adapter list, select the network adapter (a.k.a. NIC) that Protection Manager should use to
generate the unique site code.

This option is provided because the site code is generated from the network adapter's MAC address,
and in some cases — for example, if the computer is running in a virtual machine or if it is connected
to a VPN — the computer might have two or more network adapters that it can use. You should select
the network adapter that the computer will use under normal operating conditions. If you select
another network adapter and then it becomes unavailable for any reason, your softkey license will
become invalid. For more information about the listed network adapters, consult the documentation
for the computer and the other software installed.

When the network adapter is selected, the site code is generated and displayed.
6. Send the site code to your software distributor.

Typically, you will copy the site code to your clipboard and then paste it into an email to your software
distributor. To copy it to your clipboard, select the Copy button to the right of the Site Code box.

7. When you receive the site key from your software distributor, type or paste it in the Site Key box, and
then select Authorize. Confirm when prompted.
The new license settings are saved on the computer, and then a confirmation message is displayed.

If the new site key is not validated, an error message is displayed. If that happens, confirm that you
entered the site key correctly. If you entered it correctly and still get an error message, contact your
software distributor for further assistance.

Remotely install or upgrade a softkey license for HMI Runtime

Use the Remote Management tool to remotely install or upgrade the softkey license for the project runtime
software running on an embedded device.

Prerequisites:

e Access to the full software installed on your project development workstation.
* Remote Agent running on a project runtime target station.

¢ Both of the computers connected on the same network.

¢ Have already puchased a valid license or license upgrade. You may purchase it when you send in
the site code (see below), but doing so might increase your downtime. For more information, contact
your software distributor. You can update any license setting (e.g., product type, options), or you can
upgrade the software to a new version. The cost of the update/upgrade depends on the difference
between the current and new license settings.

g Tip: In some cases you can purchase pre-configured devices, with the project runtime software
and softkey licenses already installed. For more information, contact your software distributor.

This task applies both to installing a new softkey license and to upgrading an existing softkey license.
Whatever license you install will overwrite the current license settings.

To remotely install or upgrade a softkey license on an embedded device:

1. In the development software, on the Home tab of the ribbon, in the Remote Management group, select
Connect.

The Target tab of the Remote Management dialog box is displayed.
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Remote Management

Target Project Import Embedded License Remote Agent Users 4 B

Specify and connect to the target station to install the embedded runtime
.:U software and/or download the project

Target Station

Host: | Uze TLS

Connect

Connection Status

Shatus:

Platforim:

Funtime Files

Ok

2. In Target Station, in the Host text box, type the host name or IP address of your embedded device.

3. If connecting to a target station with a Remote Agent from a version of EcoStruxure Machine SCADA
Expert before v23.0, disable Use TLS. After upgrading the Remote Agent, enable Use TLS for future
operations.

4. When the Connect button becomes available, select it to connect to the target station.
The Status and Platform boxes show whether you have successfully connected.

5. After you have connected to the target station, select the Embedded License tab.

The Embedded License tab of the Remote Management dialog box is displayed, with the current license
settings (if any) and a generated site code for the target station.

6. Send the site code to your software distributor.

Typically, you will copy the site code to your clipboard and then paste it into an email to your software
distributor. To copy it to your clipboard, select the Copy button to the right of the Site Code box.

7. When you receive the site key from your software distributor, type or paste it in the Site Key box, and
then select Authorize. Confirm when prompted.
The new license settings are sent to the target station, and then a confirmation message is displayed.

If the new site key cannot be validated, an error message is displayed instead. If this happens, make
sure you typed the site key correctly. If you typed it correctly and still get an error message, contact your
software distributor.
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The Development Environment

EcoStruxure Machine SCADA Expert incorporates a modern, Ribbon-based Windows interface to provide

an integrated and user-friendly project development environment.

.
uick Access Toolbar ;
Q Title Bar
L >
=24 Xvr m@- Draw Tools AVEVA Edge - Screent - A x
File Home  View  Insert  Project Draw Help Style ¥
I':'I XK |_v » Run 't o B @ @ & Import Wizard @ b b Replace Q R.bb
(] Q m siop > © [ Convert Resolution uC @ Remove unused tags 7 / 1 on
Paste Runtime Connect Watch LogWin  Verity . Archive | Global _
ind/Replace ebug ¥ £1 Register Controls eset tags database
@, Find/Repl Tasks L¥ Debug = £ Register Control Replace B}, Resettags dtabase =
Clipboard Local Management 1 Remote Management & Tools & Tags
Project Explorer = no W scrment M
v & Project: PCDemo.APP
3 Screens
[ Screen Graup
3 Thin Clients

[ Project Symbols
BT Graphics Script

Mative Symbols

Of Industrial Graphics Symbols
[B Layout

Project Explorer

o

® Global | % Graphics | BiTasks & Comm < >
Watch ~ * = Qutput - 1 ox
Tagi/Expression | Yalue ‘ Quality ‘ Continuous
Watch Output
W 4 » H.DB1/DB2/DE3 /DB4 7 Locals / Stack Frame | 4 » M4 4 » b LogWin /4 XRef /Find Results ] »
Evaluation (38:59:26 hours left) NUM X 596, Y. 48 Tag count: 374

Status Bar -~

Page 56




The Development Environment

Title bar

The Title Bar located along the top of the project development environment displays the full name of the
Studio application followed by the name of the active screen or worksheet (if any).

Studio - main.scc

Example of Title Bar

The Title Bar also provides the following buttons (from left to right):

Minimize button: Click to minimize the development environment window to the Taskbar.
Restore Down / Maximize: Click to toggle the development environment window between two sizes:
* Restore Down button reduces the window to its original (default) size.

* Maximize button enlarges the window to fill your computer screen.

Close button: Click to save the database and then close the development environment. If you modified
any screens or worksheets, the application prompts you to save your work. This button's function is
similar to clicking Exit Application on the File menu.

Closing the project development environment does not close either the project runtime or the project
viewer, if they are running.
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Quick Access Toolbar

The Quick Access Toolbar is a customizable toolbar that contains a set of commands that are independent
of the ribbon tab that is currently displayed.

DE;V th.@l;

Example of Quick Access Toolbar

Move the Quick Access Toolbar

The Quick Access Toolbar can be located in one of two places:

e Upper-left corner, above the menu bar (default location); or

* Below the ribbon, where it can run the full length of the application window.

To move the Quick Access Toolbar to another location:

1. Click Customize Quick Access Toolbar = .
2. In the list, click Show Below Ribbon or Show Above Ribbon.

Add a command to the Quick Access Toolbar
To add a command to the Quick Access Toolbar directly from commands that are displayed on the ribbon:

1. On the ribbon, click the appropriate tab or group to display the command that you want to add to the
Quick Access Toolbar.

2. Right-click the command, and then click Add to Quick Access Toolbar on the shortcut menu.

To add and remove commands, or to reset the toolbar to its default, using the Customize dialog:

L. Click Customize Quick Access Toolbar 7 .

2. In the list, click More Commands. The Customize dialog is displayed.
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Customize

Chooze commands from:

Commands:
<Separators
X Close
X Close
Close all
X Exit
D Mew
E: COpen Project
Ey Open Project
Open Project File
EH Print
ECH Print
@ Print Preview
[.%, Print Setup

Project Settings
dohm on e -

Show Quick Access Toalbar below the Ribban

Keyboard shortcuts: Custamize...

Add e »

< < Remowve

D New

Ea Open Project
Save All

X Close

P Run

B stop

@ Context Sensitive

Fieset

Cancel

3. In the Choose commands from menu, select the appropriate Ribbon tab. The commands from that tab are

displayed in the Commands list.

4. In the Commands list, select the command that you want to add to the Quick Access Toolbar.

5. Click Add.

Only commands can be added to the Quick Access Toolbar. The contents of most lists, such as indent
and spacing values and individual styles, which also appear on the ribbon, cannot be added to the Quick

Access Toolbar.
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File menu

When you click the File tab of the ribbon, it opens a menu of standard Windows application commands

like New, Open, Save, Print, and Close.

New

The New command on the File menu is used to create a new worksheet file or project.

The New dialog (see the following figures) contains two tabs:

* File tab: Select this tab to create new worksheets or screens for an open project.

* Project tab: Select this tab to create a new project.

Instructions for creating new files and projects follow.

Creating a New File

To create a new worksheet or screen:

1. Click the File tab.

Project File

D Create new project worksheet file

[zl ABCIP Drrivet Wiotksheet |EEI KEYEN Driver workshest [
(=] ABTCP Driver Workshest & KOY O Driver Workshest =
[2xs] ADPRO Driver Wiorkzheet B9 MACHE Driver Wiorksheet
@ Alarm Workshest (X) Math Wiorksheet i)
|E8 BACKE Driver Workshest EE MATSU Driver \Worksheet oFc
[e] COEYE Driver Workshest B MELZE Driver Worksheet orc
B 0B workshest B MITSU Driver Workshest opc
[ DOMOR Driver Wirksheet B mobile Access =

B EATON Driver Worksheet TE@ MODEL Driver Wiorkshest B ]
(2] [E1 04 Driver Wiorksheet @ MODSEL Driver Workshest [ )
B 1aT huk Wiarksheet [Eee] WO TCP Dvivier Wiorkshest :"3

4

-

Catcel

New File tab

2. Select Display or a Worksheet type from the list.
3. Click OK.

The New dialog is closed and your selection is opened in the worksheet editor.

[

Note: When you add an I/O driver to the project, an associated option allows you to open a new
driver worksheet. You also can create new screens or worksheets by right-clicking on the folder
in the Project Explorer and selecting the Insert option from the shortcut menu.
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Creating a New Project

For detailed steps on creating a new project, see Creating a new project.

Open Project
The Open Project command on the File menu is used to open a saved project.

Selecting the command opens a standard Windows Open dialog, which you can use to locate and open the
project file (* . app).

Open *
&« v 4 <« projects » test? » ~ Q) 2 Search test?
Organize « Mew folder ==~ [H 0
Downloaded Ir ™ Marme Date rodified Type ~
e projects Hlarm 18-05-2023 10:56 File falder
test0l Config 11-07-2023 12:41 File falder
test2 Database 11-07-2023 12:1 File folder
‘ Dowloads DataPraotection 18-05-2023 10:56 File faolder
.b busic Hist 18-05-2023 10:56 File folder
. v < >
File narne: |*.app v| Praoject File (*.app) w

Open dialog

Trusting A Project That Has Been Modified By Another Windows User

When opening an existing project APP file that has been modified by another Windows user since the last
time you (the current Windows user) have opened it, you will see a dialog asking if you trust the project
and would like to open it anyway.

Qpen project X

This project has been modified since the last time yvou have opened it, Do you trust the
changes in Project2 ?

Open dialog for modified project

Click Yes to continue and open the project. This project will be set to be trusted for this Windows user,
and this dialog won't appear the next time this project is opened unless it has been modified by another
Windows user in the meantime.

Click No if you do not trust the project due to its being modfied by another Windows user. The project will
not open.

This trust feature can be enabled or disabled in an Options dialog that is accessed by selecting File >
Options.
Trusting a Project that is Configured as a Windows Service

If you are opening a project configured as a Windows service, a dialog will open to ask you to trust the
project to be run as a Windows service if either of these two conditions are true:

* The project has been modified by another Windows user since the last time you (the current Windows
user) have opened it. In this case, this dialog will open after you have already chosen to trust the
changes to the project as described above.
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* You have chosen not to trust the project to be run as a Windows service the last time you were asked
to do this.

% The project Project_service test is configured to run as a service. For the service to continue working, you
rust trust it. Do you want to do that now ?

Open dialog for modified Windows service project

Click Yes to continue and open the project. Clicking Yes will prompt Windows to open a User Account
Control dialog asking "Do you want to allow this app to make changes to your device?" Click Yes to agree
and continue. If you choose No in this Windows dialog, this project will not run as a Windows service, the
same as if you chose not to trust it to run as a Windows service.

After clicking Yes, this Windows service project will be set to be trusted for this Windows user, and this
dialog won't appear the next time this project is opened unless it has been modified by another Windows
user in the meantime. Also, the application will be enabled to run as a Windows service.

Click No if you do not trust the project due to its being modfied by another Windows user. The project will
still open, and you will be queried to trust the project to run as a Windows service the next time you open
this application. The project will not run as a Windows service until this selection has been changed to
Yes.

Open Project File

The Open Project File command on the File menu is used to open a saved worksheet file.

Selecting the command opens a standard Windows Open dialog, which you can use to locate and open the
worksheet file. The application can open many different file types, so use the File type combo-box to filter
the files.

File narme: w Screen Files (*.ser) w

[ |Screen Files (".scr)
Symibel Files (*.sym)
I‘En: reen Files (*.s5¢c)
Alarm Files (*.alr)
Trend Files (*.trd)
Recipe Files (“arcp)
Report Files (".rep)
Sched Files (*.sch)
Math Files (*.mat)
TCPConf Files (*.tcp)
QDEC Files (*.dbe
Worksheet DOE Files ".dcl) :
QPC Files (*.opc)

file tl‘l'll pes Dviver Files (".drv)
Main Drnver Sheet Files (".rdv)
‘S:rlpl: Filles [*.is)
DB Files (* i)
Trans Files (*.tm)
LA, Files (*.LIA)
Xi Files (*.30)
Opc Xml/DA Files (*.opx)
Mobale Access Files (".sma)

Available worksheet file types in the Open dialog

Save
The Save command on the File menu is used to save the active screen or worksheet.

The command becomes available only after you modify the worksheet in some way.
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Save As

The Save As command on the File menu is used to open a save the active screen or worksheet at another
location.

Save All

The Save All command on the File menu is used to save all open worksheet files.

The command becomes available only after you modify the a worksheet in some way.

Save All as HTML

The Save All as HTML command on the File menu is used to save all of your project's screens and screen
groups in HTML format.

After saving, the files can be found in the Web folder in the Project Explorer. For more information, see
Thin Clients (including Mobile Access) on page 739.

g Note: You must close all worksheets before you execute this command.

Save as HTML

The Save as HTML command on the File menu is used to save the active screen in HTML format.

After saving, the file can be found in the Web folder in the Project Explorer. For more information, see Thin
Clients (including Mobile Access) on page 739.

Save Screen Group as HMTL

The Save Screen Group as HTML command on the File menu is used to save a selected screen group in HTML
format.

After saving, the files can be found in the Web folder in the Project Explorer. For more information, see
Thin Clients (including Mobile Access) on page 739.

Close
The Close command on the File menu is used to close the active screen or worksheet.

When you select this command, you will be prompted to save your changes before closing.

Close All

The Close All command on the File menu is used to close all open screens and worksheets.

When you select this command, you will be prompted to save your changes before closing.

Recent Projects
The Recent Projects area of the File menu lists the most recently opened projects.

To open one of the listed projects, simply click it.

Print

The Print command on the File menu is used to print the active screen or worksheet.

Selecting the command opens a standard Windows Print dialog, which you can use to adjust the print
range and the number of copies.
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Options
The File menu Options command is used to select or deselect the Project Trust checking feature.

Selecting File > Options opens an Options dialog, which you can enable (select) or disable (deselect) Project
Trust checking. Project Trust checking is enabled by default. This is an IDE setting that is universal for all
Windows user accounts using this installation on this computer.

Options >

Ak if user trust application

Cancel

Options dialog to set Project Trust checking

If the Ask if user trust application option is selected/enabled (the default setting), every time a project is opened,
EcoStruxure Machine SCADA Expert will check whether or not the project has been modified by another
Windows user since the last time it was opened by the current Windows user. If the project has been
altered by another Windows user during that time, you will be asked to trust it in order to open it. If you
don't trust the changes, choosing not to trust the project will result in it not being opened in the IDE.

Additionally if the project has been configured as a Windows service that has either been modified by
another Windows user or has not yet been trusted to run as a Windows service, an additional dialog will
open to ask you to trust the project to run as a Windows service.

For more information on these dialogs and choices, see File > Open Project.

Deselecting the Ask if user trust application option will disable the Project Trust feature.
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Project Settings
The Project Settings command on the File menu opens the Project Settings dialog.

Selecting File > Project Settings closes the File menu and opens the Project Settings dialog. For more
information, see Configuring additional project settings on page 108.

Project Settings

Information Options  Viewer Communication Preferences q I

® Configure the project’s description, information, and notes

Project.  Clorojectstesttestz2 APP

Description: | |

Rewizion:
Company:
Authar:

Field Equipment:

Motes

Cancel

Project Settings dialog

Exit

The Exit command on the File menu is used to close all open screens and worksheets, save the project
database, and then exit the application.

When you select this command, you will be prompted to save your changes before closing.

g Note: Selecting this command is the same as clicking the Close button on the title bar.
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Ribbon

The new ribbon combines the numerous menus and toolbars from the previous versions of this software
into a single, user-friendly interface. Almost all application commands are now on the ribbon, organized

into tabs and groups according to general usage.

Home tab

The Home tab of the ribbon is used to manage your project within the development environment.

File Home View Insert Project Dra Help
4 |_ » Run 't L D @
3 b _ v
Ij ] O m stop » o
Paste Runtime Connect Watch LogWin
@& Find/Replace Tasks 1F Debug v ]
Clipboard Local Management Remote Management P
&~ Import Wizard b b, Replace Q,

Archive

3 Convert Resolution
Werify .
2+ Register Controls

Global

Tools I

Replace B} Resettags database

I"C % Remove unused tags (7

Tags

On the Home tab, the commands are organized into the following groups:

¢ Clipboard: cut, copy, paste, and find items in project screens and task worksheets.

* Local Management: Run and stop the project on the local station (i.e., where the development application
is installed), as well as manage the execution tasks. You can also run a project in Debug mode, for

debugging VBScript.

* Remote Management: Connect to a remote station so that you can download the project to it, and then

run, stop, and troubleshoot the project on that station.

¢ Tools: Miscellaneous tools to verify the project, import tags from other projects, convert screen

resolutions, and register ActiveX and .NET controls.

e Tags: Manipulate tags and tag properties in the project database.

View tab

The View tab of the ribbon is used to customize the look of the development environment itself.

File Home V'ﬂ Insert Project Diraw Help
v| Project Explorer |+l Grid Zoom 100%
D:J-‘j v Watch Window  |v| Status Bar
gi:iﬁ: v| Qutput Window Zoom Box
Show/Hide

Zoom

Ha Llanguage

=

A Font
Fitto Zoom . Windows...
Window Area v| Auto Size Row ©
Options Window

On the View tab, the commands are organized into the following groups:

* Show/Hide: Show and hide the different parts of the development environment, as well as restore the

default layout.

e Zoom: Zoom in and out of the screen editor.

e Options: Change the language and font used in the development environment.

*  Window: Arrange the windows in the development environment.
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DEVELOPMENT ENVIRONMENT LANGUAGE

Use the Language tool to switch the development environment to another language. This requires the
necessary language pack to be installed.

All of the text elements in the interface — including all window titles, button labels, and field names — will
be replaced with appropriate translations in the selected language.

By default, the development application is installed only with the English (United States) language
module. If you want to install another language, please contact Customer Support.

After you've installed the additional language, to switch the interface:

1. On the View tab of the ribbon, in the Options group, click Language. The Language dialog is displayed:

Language et

(@) Use current 'Regional Options'

() Use always: English (United States)

Cancel

2. Select the language mode:

* Use current 'Regional Options': The language of the project development environment will match whatever
you have selected as the Windows display language (Start > Settings > Time & Language > Language),
assuming that you have the necessary language pack(s) installed. If you change the Windows
display language, then the project development environment will automatically change to match.

¢ Use always: Manually select a language from the installed language packs. The development
environment will always be displayed in this language, regardless of the Windows system settings.

3. Click OK to apply the change.

g Note: This change applies only to the development environment. If you want to change the
language of a project, use the Translation Tool. For more information, see Project Localization on
page 667.

Insert tab

The Insert tab of the ribbon is used to insert new tags, screens, worksheets, and other components into
your project.

File Home View Insert Project Draw Help
@ Fa Translation 1 Screen {0 alarm [ Report EéScheduler OFE OPC Client EN
H Procedures File IEI Industrial Graphics Screen ~" Trend H Script ,Q Database/ERP v G TCR/IP Client =L
Tag Class _ ]
(G screen Group Z Recipe (X) Math [E] Add/Remave Driver
Global Graphics Task Worksheets Communication

On the Insert tab, the commands are organized into the following groups:

* Global: Insert a Tag, Class, Translation table, or Procedures File (VBscript or Python) into the project (see the
Global tab of the Project Explorer).

* Graphics: Insert a Screen or Screen Group (see also the Graphics tab of the Project Explorer), or an Industrial
Graphics Screen into the project.

o Task Worksheets: Insert Alarm worksheet, Trend worksheet, Recipe worksheet, Report worksheet, Script
worksheet (VBScript or Python), Math worksheet, Scheduler worksheet, or Database/ERP worksheet or Database
Connection into the project (see the Tasks tab of the Project Explorer).

e Communication: Insert a Main Driver Sheet, Standard Driver Sheet, OPC UA Client (OPC UA Connection, OPC Xml/DA
Client worksheet, OPC Xml/DA Connection, or OPC Client worksheet), or TCP/IP Client into the project or Add/
Remove Driver (see the Comm tab of the Project Explorer).
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Project tab

The Project tab of the ribbon is used to configure your project settings.

File Home View Insert Project Draw Help
w O @ O &3 & % @ 12 &0
13 = = ’y k ol =
Target System (AVEVA Information Options Communication Viewer Preferences E-Mail/FTP Service  Configure Log Thin Mobile
Edge 1.5K tags)w On Clients Access
Settings Pl Security System Web

On the Project tab, the commands are organized into the following groups:
» Settings: Configure the general project settings or set the project to run as a Windows service.
* Security System: Enable and configure the project security system.

e Web: Configure the project to accept connections from a variety of thin clients.

Draw tab

The Draw tab of the ribbon is used to draw objects in project screens.

OBvB xv-= Draw Tools Object Tools
File Home View Insert Project Drraw Format Help
:| E‘ [a] Ry Selection v = Properties r'. / Line O Rectangle
= &. Background Color v ¥ Disable Drag i1 Grid Settings v +d %A Open Polygon [0 Rounded Rectangle
Attributes Script Arrange
[ Layout b, Replace e~ Undo v $F Closed Polygon @ Ellipse
Screen Editing Shapes
- ] b4
~ Style °
T Text 0@ Pushbutton B Combo Box {8 Alarm/Event @ X' ActiveX Control v [ Command T & Resize
f Text Box Check Box List Box 7 Trend [&] Linked Picture @ Hyperlink [ Color 53}
Symbaols
=l Button @ Radio Button E| Smart Message M Grid Eg Custom Widget |y Bargraph @ Visibility/Position
Active Objects Data Objects Libraries Animations

The Draw tab is available only when you have a project screen open for editing.
On the Draw tab, the commands are organized into the following groups:

* Screen: Configure settings for the project screen itself, such as its attributes, script, and background
color or image.

* Editing: Select and edit objects in the project screen.

* Shapes: Draw static lines and shapes.

¢ Active Objects: Draw active objects, like buttons and check boxes.

* Data Objects: Draw objects that display historical data, like alarms, events, and trends.

* Libraries: Select from libraries of premade objects, such as symbols, ActiveX and .NET controls , external
image files, and HTML5-based custom widgets.

* Animations: Apply animations to other screen objects.

Format tab

The Format tab of the ribbon is used to format and arrange objects in a project screen.
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D =~ Xvr B Q- Draw Tools Object Tools

File Home View Insert Project Diraw Format Help

[ | — ¥ |575 = S width: | 118 S-S

m = 2] * =)= * | o . P

Jd = Y ¥ |45 g 01 Height: |46 1 LvEv
Bring to Send to Group Rotate Resize Ay B I U & _&v
frontw backw w v v =
Arrange Position Size Style Fonts F

The Format tab is available only when you have selected one or more objects in a project screen.

On the Format tab, the commands are organized into the following groups:

Arrange: Arrange objects in a project screen, including bring to front and send to back, group, align, and
rotate.

Position: Precisely adjust the position of a screen object in a project screen.
Size: Precisely adjust the size of a screen object.
Style: Change the fill and line color of a screen object.

Fonts: Change the caption font of a screen object.

Help tab
The Help tab of the ribbon provides additional help with using the software.

File Home View Insert Project DCiraw Format Help
A0 x B & B 00
@ D 5
Context Help Communication License  Product Release Support About
Sensitive Drivers Agreement Web Site Motes
Documentation Infarmation

On the Help tab, the commands are organized into the following groups:

Documentation: Access the documentation for the development application, including this help file /
technical reference and notes for the individual communication drivers.

Information: Access other information about EcoStruxure Machine SCADA Expert, including the license
agreement, product website, and release notes, as well as support details that make it easier for us to
assist you.
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Project Explorer

The Project Explorer organizes all of the screens, worksheets, and other items that comprise your project
and presents them in an expandable tree-view.

To open a folder and view its contents, either click the Expand icon » to the left of the folder or double-
click the folder itself.

To close a folder, click the Collapse icon 4 to the left of the folder.

If you right-click any item in the Project Explorer, then a shortcut menu will appear with contextual
commands for that item.

There are four main sections, or tabs, in the Project Explorer: Global, Graphics, Tasks, and Comm.

Global tab

The Global tab of the Project Explorer contains the project tags database, as well as other features that
apply to the entire project such as the security system, VBScript procedures, and Ul translation.

Project Explorer v B x

~ | Project: Testd.APP
v 5 Project Tags
B Datasheet View
£ Tag List {5
[ Classes
w 5 Shared database
B Datasheet View
£ Tag List (0
v 5 Systern Tags
B Datasheet View
L3 Tag List (&)
w (5 Securiby
2 Groups
& Users
v [5 Procedures
v 5 WBScript
F Main Procedures
v 5 Pythaon
F tain Pracedures
Event Logger
Ha Translation

@ Global | & Graphics |[BTasks B comm
Global tab of the Project Explorer

The folders on the Global tab are described in the following sections:
Project Tags

The project tags database contains all of the data tags that you create during project
development, such as screen tags (e.g., buttonl_state) or tags that read from / write to
connected devices.

Classes

Classes are compound tags that you can create to associate a set of values, rather than a
single value, with an object. For example, where you may normally create separate tags for a
tank's pressure, its temperature, and its fill level, you can instead create a "tank" class that
includes all three.

Shared Database
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The shared database contains tags that were created in another program and then imported
into or integrated with your project.

System Tags

System tags are predefined values such as the date, the time, the name of the current user,
and so on. You can use these values to develop supervisory functions and housekeeping
routines.

All system tags are read-only, which means you cannot add, edit, or remove these tags from
the database.

Security

If you choose to enable it, you can use the project security system to control who may log on
to your project and what they may do during runtime.

Procedures

e VBScript Global Procedures on page 1284 are VBScript functions and subroutines that
can be called by other VBScript scripts in your project.

* Python Global Procedures on page 1256 are Python functions, classes, and variables
that can be called by other Python scripts in your project.

Event Logger
The event logger saves run-time messages and task activity to an external database.
Translation

You can use the translation table to develop a multilingual user interface (MUI) for your
project.

Graphics tab

The Graphics tab of the Project Explorer contains all of the screens, screen groups, and symbols in your
project.

Project Explorer v B x

» B Project: PCDemo.APP
[ Screens
w 5 Screen Group
£ startup =G
~ [ Thin Clients
@& web
B Mobile Access
£ Project Symbaols
ET Graphics Script
[ Mative Syrmbols
¢ Industrial Graphics Symbals
[B Layout

@Glnhal S, Graphics Tasks Q Comm
Graphics tab of the Project Explorer

The folders on the Graphics tab are described in the following sections:

Screens

You create screens to provide a graphical interface for your project. Each screen can contain
many buttons, sliders, dials, indicators, graphs, and so on.

Screen Groups

You can combine individual screens into screen groups, so that they all open together at the
same time.

Thin Clients
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You can deploy your project as a web application to be accessed by thin clients such as
desktop web browsers, tablets, and smartphones. You can even deploy different versions of
your project with different levels of functionality for each type of client.

Project Symbols

This folder contains the Linked Symbols used in the project. Symbols copied from the native
Symbols library are automatically segregated into the same subfolders as in the native
Symbols library. Linked Symbols you create are also accessed through this folder; see Create
and edit project symbols on page 279 for more information.

Graphics Script

You can use this worksheet to define VBScript sub-routines that are called only when the
graphics module starts (i.e., when a client station connects to the server and displays the
graphical interface), while it is running, and when it ends.

Native Symbols

Double-click this icon to open the project Symbols library (native and user-created). See
Project Symbols above for more information.

Industrial Graphics Symbols

This folder is a library of the symbols that are created with the Industrial Graphics editor,
which works as a companion to the native graphics tools in Studio.

Layout

The layout editor displays all of the screens the are currently open for editing. You can use it
to visualize how the screens are arranged together and reuse screens in multiple layouts —
for example, to create a common navigation bar across your entire project.

Tasks tab

The Tasks tab of the Project Explorer organizes the worksheets that are processed as background tasks
(i.e., server-based maintenance tasks that are not directly related to screen operations or device I/0O)
during project runtime.

Project Explorer v B X

w | Project: clean_demo.APP
L3 Alarmns
£ Trend Logger
L3 Recipes
L Reports
L3 Math
v 5 Script
w 5 WBScript
T Startup Script
w 5 Pythan
I Startup Script
[ Scheduler
w [ Database/ERP
[ Connections
v 5 Internet of Things
[ &zure loT Hub Connections

@Glnbal cLGra;:uhir:s Tasks gc:::mm
Tasks tab of the Project Explorer

The folders on the Tasks tab are described in the following sections:

Alarms

You can use Alarm worksheets to define when alarms are trigged, how they are handled, and
what messages they generate.
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(You can then use the Alarm/Event Control screen object to display your alarms on screen,
but that is a separate procedure.)

Trend Logger

You can use Trend worksheets to select project tags to display as data trends and/or save as
historical data.

(You can then use the Trend Control screen object to actually display your trends on screen,
but that is a separate procedure.)

Recipes

You can use Recipe worksheets to select project tags that will load values from and/or save
values to an external file. These worksheets are typically used to execute process recipes,
but you can store any type of information such as passwords, operation logs, and so on.

(You can then call the Recipe function to actually run a configured Recipe worksheet, but
that is a separate procedure.)

Reports

You can use Report worksheets to design runtime reports that are either sent to a printer or
saved to disk.

(You can then call the Report function to actually run a configured Report worksheet, but
that is a separate procedure.)

Math

You can use Math worksheets to develop complex runtime logic using the built-in scripting
language.

Script
You can use script worksheets to develop complex runtime logic using:
e VBScript
¢ Python

Scheduler

You can use Scheduler worksheets to run commands at specified times, dates, or trigger
events.

Database/ERP

You can use Database worksheets to set up connections and exchange data with external
databases using the standard ADO.NET interface.

Internet of Things

You can use Internet of Things worksheets to set up connections and exchange information
with external databases that send and receive data over the internet. Currently, you can
connect to and interact with Azure IoT message queues.
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Comm tab

The Comm tab of the Project Explorer organizes the worksheets that control communication with remote
devices, using either direct communication drivers or other common protocols.

Project Explorer v B x

» [ Project: PCDemo.APP
w [ Drivers
v 5 COsYs
= MAAIN DRIWER SHEET
£ OPC DA Client {legacy)
w = OPCUA
[ Connections
C2 Redundancy Group
w B OPCHMLDA
[ Connections
[0 Redundancy Group
Lo TCRAR

@Glnbal S, Graphics Tasks g Comm
Comm tab of the Project Explorer

The folders on the Comm tab are described in the following sections:
Drivers

You can use Driver worksheets to communicate with PLCs and other hardware, using any
of the hundreds of direct communication drivers that are installed with the development
application.

OPC DA Client (legacy)

You can use OPC worksheets to communicate with OPC servers via the OPC Classic
protocol.

g Note: This item is disabled by default. See OPC DA Client (legacy) on page
606 for more information.

OPC UA

You can use OPC UA worksheets to communicate with OPC servers via the new OPC Unified
Architecture protocol.

OPC XML/DA

You can use OPC XML/DA worksheets to communicate with OPC servers via the new OPC
XML-DA protocol.

TCP/IP

You can use TCP/IP worksheets to configure communication between your own project and
other projects. The TCP/IP Client and TCP/IP Server modules enable two or more projects to
keep their databases synchronized using the TCP/IP protocol.
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Screen/Worksheet Editor

Use the powerful, object-oriented screen editor to create and edit a variety of screens and worksheets for
your projects. You can input information using your mouse and keyboard, output control data to your
processes, and automatically update screens based on data input from your processes.

I;|rna|'n.scc x HSCRIPTDDD‘I [Language: VBScript] E;&BCIF‘DD‘I.DR\pr j

BUHD" ............................. v

Screen/Worksheet Editor

Other screen editor features include:

e Simple point-and-click, drag-and-drop interface

* Grouping objects to preserve the construction steps of individual objects

¢ Editing objects without having to ungroup internal object components or groups
¢ Handling bitmap objects and background bitmaps

e Status line support in project windows and dialogs
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Watch window

The Watch window is a debugging tool that lets you: watch and force values to project tags; execute and
test functions; and execute and test math expressions.

Watch v & x
Tag/Expression Value | Quality | Continuous ~
Second 33 GOOD
Minute 7 G0O0D
Hour 13 GOOD
Sqri(25) 5 GOOD 1
|sTaskRunning("Startup Script”) 1] GOOD
| 1 ¥

4 4 » » ~DB1-DE2 DE3/ DB4 A Locals 4 Stack Frame / Tasks Frame

Example of the Watch window

The Watch window contains the following elements:

For each item that you want to watch during project run time:

* Tag/Expression: Specify a project tag, system tag, or expression that you want to watch.

e Value: Displays the value returned by the tag/expression.

e Quality: Displays the quality (GOOD or BAD) of the value returned by the tag/expression.

* Continuous: Select this option to have the project continuously evaluate the tag/expression.

DB tabs: You can use these tabs to organize the items you are watching, so that you do not need to
scroll through one long list of items.

Locals, Stack Frame, and Tasks Frame tabs: These tabs are used to debug VBScript.

Scroll bars: Use to view areas of the Watch window that are obscured from view because of the window
size or the size of the current sheet.

The Watch window is dockable, which means you can drag it to another position in the project
development environment.
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Output window

Use the Output window to view additional information about your project. By default, the window is
located in the bottom-right corner of the project development environment.

Output v & X

14 4 ¢ ¥l LogWin / XRef £ Find Results 4 3

Output window

The Output window has three tabs:

The LogWin tab displays the log messages that are generated by your project. You can select exactly
which types of messages are displayed, but generally speaking, the log includes run-time messages
from the tags database, the communication drivers, the background tasks, the project security
system, and so on, as well as certain "housekeeping" messages generated by the project development
environment itself. You can use these messages to test and debug your project.

The XRef tab displays the results of using the Cross Reference command to find where a specific tag is
used in your project. The results include the file path and name of the worksheet in which the tag
is used, as well as the column and row in the worksheet. So, if something changes in the tag and
produces unexpected or unsuccessful results, you can locate all instances of the tag for debugging
purposes.

The Find Results tab displays the results of using the Global Find command.

The Output window cannot display the log for a project running on a remote computer. It also cannot print
or save log messages. If you want to do either of those things, use the LogWin command instead.

The Output window is dockable, which means you can drag it to another position in the project
development environment.
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Status bar

The Status Bar located along the bottom of the development environment provides information about the
active screen (if any) and the state of the application.

Engineering = Runtime ML X: 1248, Y. 657 Tag count: O

Example of Status Bar

The Status Bar fields (from left to right) are described in the following table:

Field Description

Execution Mode The current execution mode of the application.

CAP Indicates whether the keyboard Caps Lock is on (black) or off (grey).

NUM Indicates whether the keyboard Num Lock is on (black) or off (grey).

SCRL Indicates whether the keyboard Scroll Lock is on (black) or off (grey).
Object ID The ID number of a selected screen object.

Cursor Position The location of the cursor on the active screen or worksheet. If it's a screen,

then the position of the mouse cursor is given as X,Y coordinates, where X is
the number of pixels from the left edge of the screen and Y is the number of
pixels from the top edge of the screen. If it's a worksheet, then the position of
the text cursor is given as Line and Column.

Object Size The size (in pixels) of a selected screen object, where W is the width and H is
the height.
No DRAG Indicates whether dragging is disabled (No DRAG) or enabled (empty) in the

active screen.

Tag Count The total number of tags used so far in the project.
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Standard Interfaces

These are user interfaces and references common to many project elements.

Object Properties dialog box

The Object Properties dialog box shows the configurable properties of a screen object or animation. Each
type of object has its own object-specific properties, but all types have a few properties in common.
Accessing the dialog box

To access the Object Properties dialog box for a screen object, do one of the following:

* Select the screen object, and then on the Draw tab of the ribbon, in the Editing group, click Properties;

* Right-click the screen object, and then click Properties on the shortcut menu; or

* Double-click the screen object.

The dialog box in detail
All Object Properties dialog boxes contain the following elements:
R (Pin)

Click this button to "pin" the dialog box, so that it remains open and active when you select
other objects in the screen editor. For more information, see Focusing the Object Properties
Window on page 98.

Replace
Click this button to open the Replace dialog box, which you can use to replace strings, tags,
or properties in the selected object. For more information, see Replacing project tags in a
document or screen object on page 94.

Hint

Type a hint or tooltip that will be displayed during run time, when the user hovers the
mouse cursor over the object. This can be used to provide quick-help to the user.

The text in the Hint box is also temporarily written to the system tag Hint, so that you can
trigger actions based on the value of this tag when the mouse cursor is moved over a specific
object.

Groups of objects and linked objects can have hints, in addition to the hints for each
grouped object. All of these hints will be active, but the individual grouped objects' hints
will have priority over the hints for the group of objects or the linked object. The hint for the
group of objects or the linked object will appear in parts of the screen occupied by the group
of objects, but not occupied by one of the grouped objects.

To show hints/tooltips during run time, the Enable Tooltip option must be selected in the
project settings. You can enable/disable this feature separately for full project viewers (on
the Project tab of the ribbon, in the Settings group, click Viewer) and for thin clients (on the
Project tab of the ribbon, in the Web group, click Web).

Button - (Object Selector)
Use this list at the top-right corner of the dialog box to select the specific object or animation
in a group of objects that you want to configure. When you select another object, the dialog
box immediately changes to show the properties of that object.

Color Interface

You can edit the color of a component with the Color interface.

1. & v

Select a fill control, such as the ribbon Draw tab Screen group Background Color control or a

Color control LI in a dialog.
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2. Select the desired color from the Theme Colors or Standard Colors displayed in the pop-up box:

& v
Theme Colors

(N EEENEN

Standard Colors
HE EEEER
Fill Effects...
Edit Custom Colars 4

The selected color will be applied to the component that you are editing.

3. Open Edit Custom Colors menu and select Add or Import if you want to apply a different color. Chossing Add
will open a Colors dialog, displaying standard colors from the operating system.

Colors ot

Standard  Cystom
Caolors:

Cancel

A Select. |

Mew

O w ‘ Current
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4. Select the Custom tab to edit the HSL (Hue, Sat, Lum) or RGB (Red, Green, Blue) codes of any of the 143
standard colors, creating a custom color.

Colors pod

Standard Custom

Caolors:

1 Cancel

Mew
Hue: IE = Red: @ =
Saturation: E = Green: |225 5
Luminence: @ = Blue: @ =
Current

Choosing Import will prompt you to open a custom color text file through a standard Open dialog.
5. Select OK to close the dialog and apply the selected color to the component that is being edited.

6. Depending on the component that you are editing, the Fill Effects option is available from the pop-up
interface (see step 2 above). Click this option to apply gradient colors with different styles and variants.
The Fill Effects dialog will open.

Fill Effects >

Colors I 0k |
O Y [—

Cancel

Styles Wariants
(®) Horizontal

() ertical

() Diagonal up
() Diagonal down
() From cormer
() From center
() Conical

() Conical corner

Sample:

F

7. Select two colors in the Start and End fields, select the Style, and click on the chosen Variant. Finally,
click OK to apply the fill effect to the component which is being edited.

Although Fill Effects is a useful tool for enhancing the look and feel of your screens, the operating system
takes a longer time to fill an object with fill effects than with plain colors. You should develop criteria for
using the feature without decreasing the performance of the system.

Using the Color animation, you can modify the color of a static object during runtime. When configuring
this animation with Type = By Color, you can set the color that will be applied in the object during
runtime, by the color code. The following table provides the code values as well as the RGB values for the
most commonly used colors:
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RGB Code Code Value

R (Red) G (Green) B (Blue)
Black 0 0 0 0
Dark Red 128 0 0 128
Red 255 0 0 255
Pink 255 0 255 16711935
Rose 255 153 204 13408767
Brown 153 51 0 13209
Orange 255 102 0 26367
Light Orange 255 153 0 39423
Gold 255 204 0 52479
Tan 255 204 153 10079487
Olive Green 51 51 0 13107
Dark Yellow 128 128 0 32896
Lime 153 204 0 52377
Yellow 255 255 0 65535
Light Yellow 255 255 153 10092543
Dark Green 0 51 0 13056
Green 0 128 0 32768
Sea Green 51 153 102 6723891
Bright Green 0 255 0 65280
Light Green 204 255 204 13434828
Dark Teal 0 51 102 7877376
Teal 0 128 128 8421376
Aqua 51 204 204 13421619
Turquoise 0 255 255 16776960
Light Turquoise 204 255 255 16777164
Dark Blue 0 0 128 8388608
Blue 0 0 255 16711680
Light Blue 51 102 255 16737843
Sky Blue 0 204 255 16737843
Pale Blue 153 204 255 16764057
Indigo 51 51 153 10040115
Blue-Gray 102 102 153 10053222
Violet 128 0 128 8388736
Plum 153 51 102 6697881
Lavender 204 153 255 16751052
Gray-80% 51 51 51 3355443
Gray-50% 128 128 128 8421504
Gray-40% 150 150 150 9868950
Gray-25% 192 192 192 12632256
White 255 255 255 16777215
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g Tip: The RGBColor and RGBComponent functions can be used to manipulate color codes during
runtime.

g Note: The number of colors available when developing the project depends on the color settings
configured on the operating system of the development station. The number of colors available
when running the project depends on the color settings configured on the operating system of
the runtime station.

Fonts

EcoStruxure Machine SCADA Expert supports any UNICODE font available on the operating system
where EcoStruxure Machine SCADA Expert is running. Therefore, it is possible to configure interfaces
using characters for languages that do not use the standard western characters, such as Japases,
Chinese, Arabic, Cyrillic, etc.

The font used on the development environment (Worksheets, Dialogs, etc.) is the default font installed by
the operating system and dependent on the language of the operating system. To select a different font for
development, click Font on the View tab of the ribbon.

g Tip: You can change the font style of several objects simultaneously by selecting them all (press

the Shift key down as you click each one) and then using the Fonts tool on the Format tab of the
ribbon.

When editing the objects that display text during runtime, you can set the font that will display the text

by clicking on the Fonts button in the Object Properties window. The Font button launches the standard
Fonts dialog:

Font 4
Font Font Style Size
Ariall Bold 10
% Arial # | Narrow Bold ~ | ([ ~
Arial Black N Bold Itali 11
T Arial Narrow 12
T Arial Rounded MT o : 14
T Arial Unicode MS Bold Italic 16
% Bahnschrift Black 18
Bahnschrift Light . 20
T Rahnerchrift GamiRa ¥ | |Diack Oblique | |,, v
Effects Sample
Strikeout
L] Strikeou AaBbYyZz
[] Underline
Color Script

[ - [V -

Show more fonts

QK Cancel

You can set the font name, style, size, effects and script.

The icon displayed to the left of the font name indicates the font technology.
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Icon

Technology

TrueType

Remarks

Outline

OpenType

TrueType and OpenType fonts are outline fonts that are rendered from line and curve
commands. OpenType is an extension of TrueType. Both can be scaled and rotated. Both look
good in all sizes and on all output devices supported by Windows.

Windows provides a selection of OpenType fonts, including Arial, Courier New, Lucida Console,
Times New Roman, Symbol, and Wingdings.

Type 1, by Adobe Systems, Inc., is an outline font that is designed to work with PostScript
printers. The outlines can be scaled and rotated. With OpenType technology, Windows fully
supports Type 1 fonts.

N/A

Vector

Vector fonts are supported because a number of programs still depend on them.

Vector fonts are rendered from a mathematical model. They are used primarily with plotters.
Windows supports three vector fonts: Modern, Roman and Script.

N/A

Raster

Raster fonts are supported because a number of programs still depend on them.

Raster fonts are stored in files as bitmap images and are composed of a series of dots whether
they are displayed on the screen and on paper.

It is strongly recommended that you use only TrueType or OpenType fonts. Fonts designed with other
technologies (e.g., Courier) cannot be scaled properly and could cause issues during runtime.

Note: When you design screens, the fonts you use are the ones available in the operating

(&
system of your development station. The fonts on the runtime station, however, may look
different (e.g., different size in pixels), even if all settings are the same on both stations.
Therefore, it is important to test the graphic interfaces (screens) on the actual runtime platform
during the development of the project. You should not wait until after the whole project has
been developed, or it may become necessary to re-design the screens so the text objects display
properly on the runtime platform.
ASCII Character Table
Character Set (0 - 127)
Code Char Code Char Code Char Code Char

1] 32 [space] G4 & 96 )

i 3 ! BS A 57 a

2 34 " BE B L] b

3 3 # B7 c L] c

g 3 5 ] D 100 d

5 37 % ] E 101 e

B 3 L 70 F 102 f

7 3 ' 71 G 103 q

] - 40 [ 72 H 104 h

] - EA] ) 73 | 105 i

10 = 42 * 74 J 106 ]

11 3 + 75 K 107 k

12 44 76 L 108 |

13 = 45 77 M 109 m

14 45 . 78 M 110 n

15 0 a7 7 79 0 K] o

16 0 48 0 ] P 112 3

17 0 45 i Bl a 13 q

18 0 ] 2 B2 R 14 ;

19 51 3 K] s 115 5

20 52 g B4 T 16 t

21 ] 5 55 ] 17 u

22 0 &4 B ] W 118 v

73 0 ] 7 57 W 119 W

24 0 56 ] ] X 120 %

25 0 57 ] L] ¥ 21 y

% 0 ] : 50 z 122 z

7 ] ; 51 [ 123 ]

] 0 B0 < 52 ) 124 |

L] 0 Bl = EE] ] 125 ]

30 - B2 = 54 " 126 ~

3 B3 ? 55 127 0
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Character Set (128 — 255)

Code Char Code Char Code Char Code Char
128 € 160 [space] 192 A 224 El
129 [i] 161 i 193 A 225 E
130 ] 162 ¢ 194 A 225 E
131 Ji 163 £ 195 A 227 E
132 . 164 # 196 A 225 El
133 165 ¥ 197 A 229 E
134 T 166 ] 198 £ 230 )
135 I 167 & 199 o] 23 C
136 i 168 i 200 E 232 &
137 %o 169 201 E 233 é
138 5 170 é 202 E 234 8
139 [ 171 « 203 E 235 &
140 CE 172 B 204 | 236 i
14 [i] 173 205 | 237 i
142 z 174 ® 205 | 235 i
143 [i] 175 ~ 207 | 238 i
144 [i] 176 i 208 B 240 5]
145 ' 177 + 209 i 241 fi
146 ' 178 2 210 8] 242 [
147 ! 179 g 211 [8] 243 i
148 ! 180 § 212 [8] 244 [i
149 : 181 y 213 [8] 245 [i
150 - 182 1 214 8] 245 [i
151 — 183 : 215 = 247 +
152 i 184 216 [] 245 §
153 ™ 185 ! 217 i) 248 il
154 H 186 e 218 4] 250 i
155 s 187 » 218 1] 251 i
156 Jia) 188 Y 220 1] 252 i
157 [i] 189 Y 221 b 253 i
158 H 190 A 222 2] 254 b
159 ¥ 191 i 223 [0 255

Note:

e Values 8, 9, 10, and 13 convert to backspace, tab, linefeed, and carriage return characters,
respectively. They have no graphical representation, but depending on the project, they may
affect the visual display of text.

e 0 means it is not supported on the current platform.
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Performing Common Tasks

These are tasks commonly used in any project.

Accessing Projects and Files
These instructions assume you have already created a new project.
Opening Projects

To open a project, in the File menu, select Open Project. This displays the Open dialog, which lists all existing
folders. You can use the Open dialog to navigate to and open a project.

Open X
<« v <« projects > testd » v O S Search test?
Organize * MNew folder ==« [H 0
~
Downlaaded Ir Marne Date modified Type ]
v L projects Alarrm 18-05-2023 10:56 File folder
test(l Config 11-07-2023 12:M File folder
testd Database 1-07-2023 12:40 File folder
J Downloads DataProtection 18-05-2023 1356 File folder
J'-‘ Music Hst 18-053-2023 10:56 File folder &
o v < >
File name: |*app v| Project File (*.app) ~
Open dialog
Opening Files

To open a specific screen or worksheet file, in the File menu, select Open. This displays the Open dialog (as
shown in the preceding section), which lists all existing folders. You can narrow the search using the the
menu beside the File name text box to select a particular type of file, such as a screen or a worksheet file.
Highlight the desired file name from the list and use the Open button to open it.

Closing Projects

* Choose File > Save to save any active screens or worksheets. The Save option becomes enabled (active)
after you modify the active file.

g Note: You can also use the Save All button on the Quick Access Toolbar to save all unsaved
files, or type Ctrl+sS to save the open, active screen/worksheet.

* Choose File > Save As to save active screens or worksheets, and to specify a (new) name and location for
the file.

e Select the Save As HTML option to save the active display in HTML format.

*  You can also choose Save All on the File menu to save all open screens or worksheets. The Save All option
becomes enabled (active) after you modify the active file.

g Note: Using File > Save All is the same as using the Save All button Quick Access Toolbar.

¢ Select the File > Save All As HTML option to save all project screens in HTML format. You have to close all
documents before executing this command.

¢ Choose File > Save Screen Group As HTML to save the screen group in HTML format, making them available
to the remote Thin Client through a Web browser.
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Closing Files

* On the File menu, click Close to close the active screen or worksheet. You will be prompted to save all
unsaved changes.

g~ Note: Using File > Close is the same as clicking the Close button on the title bar.

* You can also choose File > Close All. Selecting the Close All option closes all open screens or worksheets.
You will be prompted to save all unsaved changes.

Using Common Dialog Buttons

The following table describes buttons that frequently appear in dialogs and windows:

Common Dialog Buttons

Button Purpose

OK Execute and saves all changes, also closing the dialog or window.

Apply Executes and savea all changes, but leaves the dialog or window open. This button enables you to see the effects or
confirmation of your changes before closing the dialog/window.

Cancel Closes the dialog or window immediately, discarding changes.

Open Opens a file. Generally, this button is associated with a combo-box or list pane. You use the combo-box or list pane to select a
file and then use the Open button to open the file.

Close Closes the open file, screen, dialog, and so forth.

Browse Opens a Browse dialog to search for a file or folder to open.

Back Returns to the previous screen in a sequence of screens.

Next Progresses to the next screen in a sequence of screens.

Replace Opens a Replace dialog, which enables you to change tags or strings associated with a selected screen object.

Remove Removes a selected (highlighted) object from a list or a screen.

Convert your project's display resolution

Use the Convert Resolution tool to convert your project's display resolution to a different size. All of the
existing project screens will be resized proportionally.

Before you begin this task, you should manually back up your entire project. It is not absolutely
necessary to do so, because the existing project screens will be automatically backed up before they are
resized, but if you are not satisfied with the results of the conversion, it might be easier to start over from
your backup than it would be to restore the screens.

You selected your project's display resolution when you created the project. The display resolution is
used as the default size for new project screens. For more information, see Creating a new project on page
103.

You can also check your project's display resolution in the project settings. For more information, see
Options tab on page 110.

¢ Note: If you want to change your project's display resolution but not resize the existing project
screens, you should not use this feature. Instead, you should manually edit your project file in
order to change the setting itself: close your project, exit Studio, open your project file (<project
name>.app) in a text editor, and then edit the following property:

[Info]
AppResolution=<width in pixels> <height in pixels>

When you convert your project's display resolution, all of the existing project screens will also be resized
proportionally. For example, if you convert from 1280x800 to 640x480, all of the screens — not just those
that are 1280x800 — will be resized to 50% of their original height and 60% of their original width.

By default, the screen objects in those screens will also be resized and repositioned according to the same
proportions, but that means the resized objects might be distorted somewhat. For example, squares might
become rectangles and circles might become ellipses, depending on what the new proportions are. As
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such, you have the option to keep the original aspect ratio for each object; it will still be resized, but not
necessarily by the same proportions as the entire screen.

The screen objects are repositioned according to their center points, rather than according to any of their
corners. This can affect how the objects are distributed in the resized screen. For example, if you have
several objects that are top-aligned (i.e., aligned so that their top edges all have the same Y position) but of
different heights, they will be vertically distributed in the resized screen.

Keep in mind that you can group several screen objects together so that the entire group is resized/
repositioned as a single object. Symbols are considered groups for this purpose.

To convert your project's display resolution and resize the existing project screens:
1. Close all open screens and worksheets.

2. On the Home tab of the ribbon, in the Tools group, click Convert Resolution.
The Convert Resolution dialog box is displayed.

Convert Resolution oo
Fram To ; '
Rezolution: R ezalution:
Custam o Cuztam - Cloze
Witk "Width:
|54n | |1azn |
Height: Height:
|4BD | |1nan |
[ ] keep original aspect ratio for each object
Screen:

Convert Resolution dialog box

3. In the From area, specify the display resolution that you want to convert from: either select the
resolution from the list, or type the width and height (in pixels).
By default, the From resolution is your project's current display resolution, but you can specify another
resolution if you want a different proportion for resizing screens.

4. In the To area, specify the display resolution that you want to convert to: either select the resolution
from the list, or type the width and height (in pixels).
By default, the To resolution is the same as the display resolution of the computer on which you are
running Studio and editing your project.

5. If you do not want to resize the screen objects in the existing project screens, select Keep original aspect
ratio for each object.

6. Click Convert.
The display resolution is converted and the project screens are resized. The progress is displayed at the
bottom of the dialog box.

7. Click Close to exit the dialog box.

Be aware that using this feature might disrupt the layout of some screens but not others, depending on
how those screens are designed, so you should review all of the resized screens when you are done.

The existing project screens were automatically backed up before they were resized. You can find the
backups in your project folder at <project name>\Screen\Backup. To restore them, exit Studio and then
copy the backups to <project name>\Screen, so that they replace the resized screens.
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Using Shortcut Menus

If you right-click on any component in the Project Explorer, a menu displays with options related to that
component. For example, the following shortcut menu enables you to Open the Project Tags database, Insert
(create) a new tag, or Refresh the current view of the database:

Project Explorer v B ox

» [E Project: Tutorial. APP
~v 5 Praiert Tans

@ COpen
= Insert Tag...
=l

3 sh Refresh

[ Sy Remove Unused Tags...
[ Security

B3 Procedures

Event Logger

Fa Translation

@GI-JbaI S Graphics Tasks Q Comm

Right-Click to Open a Shortcut Menu

Using Select All

To select all objects on the active screen, or press CTRL+A.

Cutting, Copying, Pasting Objects

To delete a selected item from a screen and store it on the Windows clipboard (replacing any previously
selected objects stored on the clipboard), either click Cut on the Home tab of the ribbon or press CTRL+X.

To copy a selected item without deleting it and store it on the Windows clipboard, either click Copy on the
Home tab of the ribbon or press CTRL+C.

To paste the contents of the Windows clipboard (cut or copied objects) onto the active screen, either click
Paste on the Home tab of the ribbon or press CTRL#V. You can paste a cut or copied object multiple times.

To undo the last action performed (and up to 20 actions taken prior to the last action), either click the Undo
tool on the Quick Access Toolbar or press CTRL+Z.

¢~ Note: These functions can also be added to the Quick Access Toolbar on page 58.

Find text in the current document or entire project

Use the Find/Replace command to find some specified text either in the current document or in your entire
project.

For this task, a document is any one of the several screens and worksheets that make up your project.
If you want to search the tags database, use the filter tools in the Project Tags Datasheet View. For more
information, see Sort or filter the rows in a worksheet on page 196.

When you create a new project, a search database is also created for it. This database contains an index
of every document in your project — that is, every project screen, script worksheet, task worksheet, tags
datasheet, and so on — and it allows you to quickly find all occurrences of the specified text. Each time
you edit and save a document, the search database is also updated.

To find text in documents:

1. If you want to find text in a single document, make sure that document is open in the Screen/
Worksheet Editor. If more than one document is open, click the tab of the document you want in order
to bring it to the front.

It is now the "current document".

2. On the ribbon, go to the Home tab, and then in the Clipboard group, select Find/Replace.
The Find/Replace dialog box is displayed.

3. In the Find/Replace dialog box, go to the Find tab.
The Find tab of the dialog box is displayed.
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Find/Replace

Find Document Replace 4 I

Find text in the current document or project

Fired Wit
Look In:

Current Document -

Find A1

Whenever you use the Find/Replace command, it synchronizes the search database with the current state
of the project. That synchronization is shown as a progress bar in the dialog box, immediately after
the dialog box is displayed. The synchronization should be finished quickly, but in some cases — for
example, if you are using the command for the first time in a large, existing project — it will take more
time. You can proceed with finding text before the synchronization is finished, but if you do, the results
might be inaccurate or incomplete.

4. In the Find What box, type or select the text that you want to find.

Previous texts are saved in the list. To see the list, click the down arrow on the right.

S. In the Look In box, select either Current Document or Entire Project.
If there is no current document (as determined in Step 1), Entire Project will be selected by default.
6. To find the first occurence of the specified text in the current document, select Find Next.

(This works only for script and task worksheets, not for project screens.)

If the text is found, it is highlighted in the document. Select Find Next again to find the next occurence, if
there is one. When it reaches the end of the document, it starts over from the beginning.

If the text is not found, a message is displayed to notify you of that.

7. To find all occurences of the specified text, either in the current document or in your entire project,
select Find All.

If the text is found, the results are displayed in the Find Results tab of the Output window, in the
development environment.

Output

Tasks = Alarms = ALARMO0Z{Column 1, Row 1) Industries_\Water Pressure

Tasks = Alarms = ALARMO0Z(Column 1, Row 2): Industries_\Water Pressure

Tasks » Script > SCRIPT0001({Column 0, Row 245} Sindustries_Water Pressure = 100 * SRand()

Graphics = Screens > INDUSTRIEES_WATER({Object 1, Trend Points - Tag/Field - Row 1) Industries_\Water Pressure
Occurrences of "Industries_VWater. Pressure™ 4

474 k¥ Log. XRef. Find Results <

Example of results for Find All
Each line of the results represents a separate occurrence of the specified text, and it comprises the
following information:
¢ The location of the document, in the Project Explorer, that contains the specified text;

* The location of the specified text in that document (e.g., the screen object and object property, the
column and row in a worksheet); and
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¢ The specified text itself, given in context (e.g., how the specified text is used as a variable in a line of
VBScript).

If the specified text is found in a document that is password-protected, only the location of the
document is displayed in the results. The other information is not available. The specified text can be
found even in a password-protected document because the document was indexed when it was saved.

8. To go to an occurrence of the specified text, do one of the following:
¢ Double-click that line in the results; or
* Right-click that line in the results, and then select Open file on the shortcut menu.

The corresponding document is opened in the Screen/Worksheet Editor, in the development
environment, and the occurrence is highlighted.

Replace text in the current document
Use the Find/Replace command to find and replace some specified text in the current document.

For this task, a document is any one of the several screens and worksheets that make up your project.
If you want to search the tags database, use the filter tools in the Project Tags Datasheet View. For more
information, see Sort or filter the rows in a worksheet on page 196.

There is no option to replace all occurences of the specified text in your entire project, because it cannot
be undone.

When you create a new project, a search database is also created for it. This database contains an index
of every document in your project — that is, every project screen, script worksheet, task worksheet, tags
datasheet, and so on — and it allows you to quickly find all occurrences of the specified text. Each time

you edit and save a document, the search database is also updated.

To replace text in the current document:

1. Make sure the document that you want to search is open in the Screen/Worksheet Editor. If more than

one document is open, click the tab of the document you want in order to bring it to the front.
It is now the "current document".

2. On the ribbon, go to the Home tab, and then in the Clipboard group, select Find/Replace.
The Find/Replace dialog box is displayed.

3. In the Find/Replace dialog box, select the Document Replace tab.
The Document Replace tab of the dialog box is displayed.

Find/Replace

Find Document Replace 4 I+

b Replace text in the current document
Y

Firct Wyhat:
| o

Replace With:

Replace Al

Whenever you use the Find/Replace command, it synchronizes the search database with the current state

of the project. That synchronization is shown as a progress bar in the dialog box, immediately after
the dialog box is displayed. The synchronization should be finished quickly, but in some cases — for
example, if you are using the command for the first time in a large, existing project — it will take more
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time. You can proceed with finding text before the synchronization is finished, but if you do, the results
might be inaccurate or incomplete.

4. In the Find What box, type or select the text that you want to find.
Previous texts are saved in the list. To see the list, click the down arrow on the right.

S. In the Replace With box, type or select the text that will replace the found text.
Previous texts are saved in the list. To see the list, click the down arrow on the right.

6. To find and replace the specified text one occurence at a time, do the following.
(This works only for script and task worksheets, not for project screens.)

a) Select Find Next.
If the text is found, it is highlighted in the document. If the text is not found, a message is displayed
to notify you of that.

b) To replace the highlighted text, select Replace.
The text is replaced, and then the next occurence (if any) is highlighted.

c) To skip the highlighted text and find the next, select Find Next.
When it reaches the end of the document, it starts over from the beginning.

7. To find and replace all occurences of the specified text, select Replace All.
If the text is found, it is replaced and then the results are displayed in the Find Results tab of the Output
window, in the development environment. If the text is not found, a message is displayed to notify you
of that.

To save your changes, save and close the document as you normally would.

Using the Tag Properties Toolbar

The Tag Properties toolbar provides a text box and several buttons (shortcuts) that enable you to create,
locate, and access different tags, functions, and tag properties.

b b. Replace Q
uC

Global
Replace B} Resettags database

B Remove unused tags

Tags

Tag Properties Toolbar
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Using the Object Finder

Use the Object Finder button a to open the Object Finder dialog, which lists all Tags and Functions
currently configured for the project.

Object Finder ®
Selection:
Cancel
Tags I arne Dezcription -
B S PrajEet g ) Ack all slarms o
ni ?iolem an Ack&ly Ack the message displayed by tag "alarm”
t:ﬂ Prj elger ] &arm Most priority unacknowledge alarm
ea
o~ ) .
& String Analoghalue_ Sirulation analog tag
nn - =
1 Class Beep Bn.aep state, 1=0N 0=0FF
= AN BeepOff Disable alarm beep
n BlinkFast Fast blink trigger
n Blinkslow Sloan blink trigger
2% CrispDisplay Crisp status-bar output value
&) Crizplnput Crisp status-bar input value
) CrispCutput Crisp status-bar output value
&) [ate date: mm-dd-yyyy
2% Day day (0 - 31)
+2° DayOfiear day of the wear (0 - 365) -
1 A >
Source Status

Object Finder Dialog
* To select an existing tag/function, double-click on the tag/function name, and then click OK to close
the dialog. The selected name displays in the Tagname text box.
* To select a specific array index, click the Index button after specifying the array tag name.
* To select a specific member name, click the Member button after specifying the class tag name.
* To create a new tag, click the New button.
When the New Tag dialog displays, enter the following information, then click OK to close the dialog:
¢ Name
e Array Size
¢ Type (Boolean, Integer, Real, String, Class:Control, Class:msgonline, or Class:Alr)
* Description

* Scope (local or server)
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Using the X-ref Option

i
Use the Cross Reference button = Cross Reference to search all project screens and worksheets for the tag

noted in the Tagname text box. This function writes a log, detailing all the occurrences of the tag, to the XRef
tab in the Output window. For example, the results of searching for a BlinkFast tag are as follows:

Output o

- RecipeData.rcp (Header: Verify all fields)

- RecipeData.rcp (Body - Row: 1, Column: 1}
- Features_Recipes.scc (ID: 3)

- Features_Recipes.scc (ID: 4)

- Features_Recipes.scc (ID; 5}

- Features_Recipes.scc (ID; §)

- Features_Recipes.scc (ID: 7}

- Features_Recipes.scc (ID: )

- Features_Recipes.scc (ID: 9)

Conburan Diomimom, e (M A0

4|4 » M| Log| XRef . Find Results < >

XRef Results

Using the Global Tags Replace Option

When you select the Global Tags Replace button from the Tag Properties toolbar, the Global Replace dialog
displays:

Global Replace Tags

Fram To
o2F Mylnteger 5% Mlylriteger
7 hdyReal 7 bdyReal
] hyString ) MyString

Cancel

Global Replace Dialog

From the Global Replace dialog, you can replace any tag(s) from all documents (screens and worksheets) of
the whole project. You can edit both the From and the To column.

When replacing composed tags (array size > 0 and/or Type = Class), you can configure a specific
array position (for example, TagA[1]) or class member (for example, TagB.MemberX) or both (for example,
TagC[3] .MemberY). If you configure only the Main Tag Name (for example, TagC) in the From column, all
tags from this main tag will be modified for the tag configured in the To column.

If an invalid replacement is configured (for example, replace the Main Tag tag from a class type tag for
a simple tag (not a class tag), the OK button will be disabled. When the OK button is pressed, the tags

configured on the Global Replace dialog will be replaced in the order that they were configured on the

dialog interface.

g Note: Close all documents (screens and worksheets) before executing this command.

When changing the tag name on the Tags Database worksheet, you will be prompted whether to replace
this tag through the whole project.

The Replace option will be created in the Edit menu. By using this option, the Global Replace dialog is
prompted, however, the changes are applied only to the current screen or worksheet in focus.

Replacing project tags in a document or screen object

To replace all occurences of a tag in the current document, do one of the following:
* On the Home tab of the ribbon, in the Tags group, select Replace; or

* On the Draw tab of the ribbon, in the Editing group, select Replace.
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To replace all occurences of a tag in a screen object, double-click the object to open its Object Properties
dialog and then select Replace.

All of these methods will open the Replace dialog, which is descibed below.

You can replace one or more tags by clicking the Whole Tag Name tab. Current tags used are displayed. The
original tag names are shown in the From column on the left, and you can enter your new tag names in the
To column on the right.

Replace

Tags only -

Skring Yalue | Whole Tag Mame

Fram Ta
mn hdption n hQptiond
nn hidption? an hQption?
mn hOptiond n hOption3
nn mAyBoolean nn tAyBoolean

Feplace by partz Cancel

Whole Tag Name tab

Note that this does not rename or delete any tag — it only replaces the tags used in the object with other
tags from the database.

You can also replace one or more strings (button captions, descriptive text) by selecting the String Value tab.

=
Replace

Tagz only -

Skring Yalue | wWhole Tag Mame

Frorm To
Dptian Option
Dption? Optian?
Dptiond Optiond
Text Text

Replace by partz Cancel

String Value tab
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When you are done, select OK.

Testing Screens

Test Screen mode allows you to preview a screen as it will appear in a running project while still working
in the development environment. While in Test Screen mode, you can continue to alter the screen and see
the graphics and animations as they will appear in the running project, but not all project functionality
will work.

g~ Note: You can use the ribbon Home tab Local Management tools to test the whole project on the
development machine.

You can toggle the Test Screen mode on and off by right-clicking in an open screen and selecting Test Screen
on the shortcut menu.

------------ [ paste Ctri=

L Select All Ctri=A
[Toption1 Test Screen
CJoption2 Tab Order

[1option3 Insert Linked Symbol...

Grid Settings
"""""" G2 Screen Attributes

::::::::::::EI' Screen Script
L é, Background color

............ X Close Ctrl+F4

S ... .. ...... ¥ Disable Drag Ctrl=D

Verify the project
Verify your project in order to perform various housekeeping tasks on the project database.

More specifically, verifying your project validates all screens and worksheets, recompiles expressions
and scripts, checks for missing tags and broken tag references, updates screens that have been saved as
HTML, and removes unnecessary files.

To avoid doing these tasks during project run time, which can decrease runtime performance and possibly
even cause the project to freeze, we recommend that you verify your project whenever you have done one
of the following:

¢ Update or upgrade a project from a previous version of Studio;
e Make major changes to the project, such as adding or removing several screens or worksheets; or

¢ Prepare to download the project to a target station.

- Note: Verifying a project does not download it to the target station. Use the Remote Management
commands to download the project.

¢ Note: Before verifying the project, you can reduce the time required for the verification process
by Removing unused tags from the project database on page 201.

To verify your project:

1. On the Home tab of the ribbon, in the Tools group, choose Verify.
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2.

3.

The Verify Project dialog box is displayed. If Tag Integration on page 226 is used in the project, there
will be additional options in this dialog.

=

Verify Project

Remove temporary project files

Femove blank lines in project databaze

Statusz
Set pazzword for all files. . Werify Cloze
Verifying a project (without tag integration)

Verify Project >

[] Remove tempaorary project files
[ Remave blank lines in project database
[] Automatically add tag integration uzed tags

[ Remaove device configurations for nonesistent devices

Statuz:

Set pazsword for all files. . Werify

Verifying a project (with tag integration)

To remove temporary files that were created during project development — for example, TXT, MAC, and
TAG files — and decrease the size of your project folder, enable Remove temporary project files.

To remove all blank lines (rows) that were manually inserted into worksheets, enable Remove blank lines in
project database.

In previous versions of Studio, some project developers organized the contents of their worksheets by
grouping related lines together and then inserting blank lines between the groups. It is not useful to do
that anymore, however, since you can now sort and filter the rows of a worksheet.

. (Tag integration only) To re-import integrated tags that are used screens and worksheets but have not

been added to the Shared Database folder, enable Automatically add tag integration used tags.

This is sometimes necessary when you have copied screens from another project, or if refreshing the
tag integration sources has broken some tag references. Make sure the prefixes on the used tags match
the names of their respective sources.

g Note: This option might not work if the used tags are multi-dimensional arrays or other
complex data structures that had to be renamed to comply with tag syntax. You may need to
manually add these tags.

(Tag integration only) To remove tag integration sources that can no longer be found, enable Remove
device configurations for nonexistent devices.
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Similar to Automatically add tag integration used tags above, this is sometimes necessary if refreshing the tag
integration source(s) has caused a source to become lost.

6. To implement password protection on all of your project files at the same time, use Set password for all files
and then type your desired password.

For more information, see Password-protecting files on page 665.
7. Use Verify to make these changes.

The project is verified and the results are displayed in the Output window, in the development
environment. If a tag is used in a screen or worksheet but is not defined in the tags database, that will be
included in the verification results.

Running Projects

To run your project -- specifically, to start the runtime modules specified as Automatic in the Runtime
Tasks dialog -- use Run in the Local Management group or Remote Management group of the ribbon Home
tab.

g Note: Check which target system (local or remote) is configured before you run your project.

¢ When you start the Viewer module, it opens the screen(s) currently being edited.

¢ If you do not specify any Automatic tasks, the Viewer, Background Task, and Core Runtime tasks will
launch automatically when you use Run.

e Ifyou are not currently editing screens in the development environment, the Viewer module opens the
screen specified in the Startup screen screen field of the Project Settings dialog Viewer tab.

To stop your project -- specifically, to stop all runtime modules -- use the appropriate Stop button.

Restoring Defaults

To restore the development environment to its default layout (after resizing or moving windows), click
Restore Default on the View tab of the ribbon. You will need to close and reopen the development application
for the changes to stick.

Saving Your Work

Use the File > Save or Ctr1+S to save any active screens or worksheets. You can also use the Save button
after adding it to the Quick Access Toolbar.

Use File > Save All or the Save All button on the Quick Access Toolbat to save all open screens or worksheets.

- Note:
* The Save function becomes available only when you modify the active file.

* The Save All function becomes available only when you modify a screen or worksheet.

Printing Screens and Worksheets

The screens and worksheets that make up your project are essentially documents like those you have
worked with in other office applications, and they can be printed in the same way.

This task assumes that you have set up at least one printer for your computer, and that you know how to
use the standard Print dialog in Windows.

To print a screen or worksheet:

1. Open the screen or worksheet for editing, and then make sure it is the active tab in the Screen/
Worksheet Editor.

2. Go to File, and the select Print.
3. Use the Print dialog to configure the settings and then print the document.

Focusing the Object Properties Window

When you double-click any object (or group of objects) in the Screen Editor, the Object Properties window
is launched, allowing you to configure the selected object's settings. The content of this dialog window
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varies according to the specific object/animation that is being edited. However, there is always a pin
button in the left upper corner of this dialog window:

Object Properties

b4 Feplace... Hirit: Group of Symbols -

Group of Symbols
Founded Rectangle

Check Box

Check Biox
Group of Spmbals, Check Box

Select a component to edit properties.

Object Properties Dialog

The pin button looks like this, % , when it is released, and like this, , when it is pressed.

When the pin button is released, the focus is passed to the object on the screen as soon as that object is
selected. Therefore, we recommend you keep this button released when you want to manipulate (copy,
paste, cut or delete) the objects. Although the Object Properties window is on the top, the keyboard
commands (Ctrl+C, Ctrl+V, Ctrl+X or Del) are sent directly to the objects.

When the pin button is pressed the focus is kept on the Object Properties window, even when you click the
objects on the screen. We recommend you keep this button pressed when you want to modify the settings
of the objects. You can click an object and type the new property value directly in the Object Properties
window (it is not necessary to click on the window to bring focus to it). Also, when the pin button is
pressed, the Object Properties window does not automatically close when you click on the screen.

Page 99



The Development Environment

Keyboard shortcuts

There are standard keyboard shortcuts for many commands in the project development environment, and
you can further customize the keyboard shortcuts to suit your needs.

File

The following table lists the standard keyboard shortcuts for the File tab of the ribbon in the project
development environment.

Shortcut Command Description

Ctrl+N New Create a new document or project.

Ctrl+O Open Project File Open an existing project file.

Ctrl+S Save Save the active document.

Ctrl+F4 Close Close the active document.

Ctrl+P Print Select a printer, number of copies, and other
printing options before printing.

Home

The following table lists the standard keyboard shortcuts for the Home tab of the ribbon in the project
development environment.

Shortcut Command Description

Ctrl+V Paste Paste the contents of the Clipboard.

Ctrl+X Cut Cut the selection and put it on the Clipboard.

Ctrl+C Copy Copy the selection and put it on the Clipboard.

Ctrl+F Find/Replace Find/Replace text in the project.

F5 Run Start all of the run-time tasks for the selected
project.

Shift+F5 Stop Stop all of the run-time tasks for the selected
project.

Ctrl+F5 Debug Start the runtime in Debug mode.

Ctrl+F5 Continue Continue the VBScript execution when stopped in
Debug mode.

Ctrl+Scroll Lock Break Break the VBScript execution.

View

The following table lists the standard keyboard shortcuts for the View tab of the ribbon in the project
development environment.

Shortcut Command Description
Alt+0 Project Explorer Show or hide the Project Explorer.
Alt+2 Watch Window Show or hide the Watch window.
Alt+1 Output Window Show or hide the Output window.
Ctrl+G Grid Show or hide the grid in the Screen Editor.
F4 Zoom Box Show or hide the Zoom Box.
Draw

The following table lists the standard keyboard shortcuts for the Draw tab of the ribbon in the project
development environment. (The Draw tab is available only when you have a screen open for editing.)

Shortcut Command Description

Ctrl+A Select All Select all objects in the screen.
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Shortcut Command Description

Ctrl+D Disable Drag Disable the ability to drag objects in the screen.

Alt+Enter Properties Edit the Object Properties for the selected
object(s).

Ctrl+Z Undo Undo the last action.

Ctrl+Num + Bring Forward Bring the selected object(s) forward in the screen.

Ctrl+Num - Send Backward Send the selected object(s) backward in the
screen.

Debug

The following table lists the standard keyboard shortcuts for the Debug tab of the ribbon in the project
development environment. (The Debug tab is available only when you have a script open for editing.)

Shortcut Command Description

F5 Run Start all of the run-time tasks for the selected
project.

Shift+F5 Stop Stop all of the run-time tasks for the selected
project.

F9 Break Point Set/reset a break point in the script.

Ctrl+F5 Continue Continue the VBScript execution when stopped in
Debug mode.

Ctrl+Scroll Lock Break Break the VBScript execution.

F11 Step Into Advance one step in the script, regardless of what
the step may be — in other words, step into a
function.

Shift+F10 Step Over Advance one step in the main script only — in
other words, step over a function.

Shift+F11 Step Out Step out of the current function and return to the
main script.

Help

The following table lists the standard keyboard shortcuts for the Help tab of the ribbon in the project
development environment.

Shortcut Command Description

Shift+F1 Context Sensitive Open the help topic for the next command that
you click.

F1 Help Open the help manual.

Customizing the keyboard shortcuts

You can use the Customize Keyboard dialog box to change the standard keyboard shortcuts and also add
new keyboard shortcuts to commands that do not have them. If you do this, however, be careful not to
create new keyboard shortcuts that conflict with other, existing keyboard shortcuts in Windows.

To access the Customize Keyboard dialog box, click the Customize Quick Access Toolbar menu (in the top left
corner of the project development environment) and then select More Commands.

For more information, see Quick Access Toolbar on page 58.
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Project Overview

This is an overview of project settings and new project creation.
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Creating a new project

This task describes how to create a new EcoStruxure Machine SCADA Expert project, including how to
select the product type and default screen resolution.

1. Select New on the File, menu.

The New dialog is displayed.

2. Select the Project tab if it is not already selected.

3.

5.

Mew

Project  File 4 I+

|E’ Create new Project with the specified settings

Project name:
Project

Location:

CHiprojectst Broveze

Configuration file:
ChprojectsProjectProject app

Target platform®: (&I -
Product type*

4 4

Unlimited far ywindows

*Select Windows target platform for Windowes Server or Deskiop projects.
Select Embedded target platform for Windowves Embedded or loT Yiew (Linus) projects.

*ou can modify the target platform and product type after creating the project by using the Project takb.

aF. Cancel

New Project tab

In the Project name box, type the name of your project.
Keep the following guidelines in mind:

*  You must follow the usual Windows naming conventions, particularly regarding the use of special
characters; and

¢ Do not use spaces in the name if you want to access your project from a Thin Client, because URLs
cannot include spaces.

Click Browse to the right of the Location box, and then navigate to the folder where you want to save your
project.

g Tip: By default, projects are saved in your Documents folder at C:\Users\<user
name>\Documents\EcoStruxure Machine SCADA Expert 2023 Projects\. To change this
default location for future projects, edit the Default project path setting in the project settings. For
more information, see Preferences tab.

In the Target platform list, select the type of platform that will host your project runtime.

Selecting a platform will filter the list of available product types to show only those types that work
on the selected platform. It is not absolutely necessary to select a target platform — if you leave the
selection as (All), then all product types are shown — but it helps you to make the decision.

Page 103



Project Overview

6. In the Product type list, select the product type for your project.

The product type determines the number of tags your project will support, among other things:

Target systems for EcoStruxure Machine SCADA Expert projects

Target Platform Runtime Edition(s) Product Type Number of Tags
Windows SCADA EcoStruxure Machine SCADA Expert Supervision 64,000
EcoStruxure Machine SCADA Expert Line Management 32,000
Plus
EcoStruxure Machine SCADA Expert Line Management 4,000
EcoStruxure Machine SCADA Expert Machine Control 1,500
Embedded HMI Runtime EcoStruxure Machine SCADA Expert Line Management 4,000
EcoStruxure Machine SCADA Expert Machine Control 1,500
EcoStruxure Machine SCADA Expert Basic 500

For more information, see About target platforms, product types, and target systems on page 105.

o Tip: You can change the product type later, after you have created the project, by using the
Target System command on the Project tab of the ribbon.

7. Select OK.
The New dialog is closed, and the Project Wizard dialog is displayed.
Project Wizard .
Drizplay
Riealution: Wwidth: Height:
Custamn - 1520 1020
Project Wizard dialog

8. In the Resolution list, select the default resolution for your project screens. If you select Custom, specify
the width and height (in pixels).

In most cases, the default resolution should match the display size of the computer or device that
will host the project runtime. Alternatively, if you plan to run your project on a "headless" station
(a computer or device without an attached display) and then use thin clients to access the project
screens, the default resolution should match the display size of those clients.

g Tip: You can change the resolution of individual project screens later, after you have created
the project, by editing the screen attributes. You can also change the resolution of all project
screens — effectively selecting a new default resolution — by using the Convert Resolution
command on the Home tab of the ribbon.

9. SelectOK.
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The Project Wizard dialog is closed, the project is created in the development environment, and the
Security System Configuration Wizard is displayed.

. =
Overview

Stepl/e B

Thiz wizard will help pou to configure the new S ecunty Systen.

These are the curent secunty zettings: | zers; Eroups:

Securnty Syztem iz enabled. Guest Guest
[Local tMode]

[Lozal Mode]: GOOD

| Do niot aukomaticaly show thiz wizard nest time you open S ecurity.

Security System Configuration Wizard

10.Use the Security System Configuration Wizard to set a Main Password for your project.

The security system is enabled by default for all new projects. You can disable it later, but we
recommend that you do not; even if you do not create any users or groups beyond the default Guest
user, simply having it enabled and a Main Password set will prevent other people from making their

own changes to it. For more information, see Using the Security System Configuration Wizard on page
627.

When you finish the Security System Configuration Wizard, your new project is ready for development.

About target platforms, product types, and target systems

A project's target platform, product type, and target system determine important things about the project,
such as how many tags the project will support and which features can be used during run time.

Target platform

The target platform is the computer and operating system on which the project will run. It is generally
either "Windows" or "Embedded":

Windows
A computer that runs one of the following operating systems:
¢  Windows:
e Windows 11
¢ Windows 10, version 1909 or later (including LTSC/LTSB versions)
* Windows Server:
¢ Windows Server 2022
¢ Windows Server 2019
¢ Windows Server 2016
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The computer needs to have the full EcoStruxure Machine SCADA Expert software installed,
even if it will not be used to develop projects, because the full software includes the project
runtime. The computer also needs to have an appropriate runtime license key.

All project features are available when Windows is selected as the target platform.
Embedded

A device that runs one of the following operating systems:

e Linux

The device needs to have the appropriate runtime software installed:

e HMI Runtime for Linux

The device also needs to have an appropriate runtime license key.

When Embedded is selected as the target platform, certain project features are not available:

* OPC HDA Server task.

¢ OPC XML/DA Client task and worksheets.

¢ Minor graphic features such as support for image formats other than BMP or JPG and fill
effects for shapes other than rectangle.

e Miscellaneous other built-in functions, as described in the documentation for the Built-in
Scripting Language.

For more information about these limitations, see About the software components on page
33.

In most cases, if you want to host your project runtime on a Windows Embedded device
and you do not plan to develop projects on that device, you should install Embedded HMI
on the device and then select Embedded as the target platform. Embedded HMI has lower
system requirements than the full software, and it can be installed and managed remotely.
Conversely, if you want to use any of the features that are not available when Embedded is
selected as the target platform, you need to install the full software on the device and then
select Windows as the target platform.

There is not a separate option for HMI Runtime; when you select Embedded as the target
platform, your project will be configured to run in both Embedded HMI and in HMI Runtime.
However, there are more limitations on projects running in HMI Runtime than there on
projects running in Embedded HMI, so you should be aware of the differences before you
start to develop your project. For more information, see Supported features in HMI Runtime
on page 719.

Product type

The product type determines how many tags you can use in the project (including tags shared or imported
from other systems). Given the available system resources, Windows computers can typically support far
more tags than embedded devices.

The computer or device that will host your project runtime needs to have a license key that matches or
exceeds the selected product type. To verify the license key, run Protection Manager (Start > EcoStruxure
Machine SCADA Expert2023.1 > EcoStruxure Machine SCADA Expert2023.1 Register) on that computer or device. Although
you can change both the product type and license key later, we recommend that you verify the license key
and then select the correct product type now so that you do not waste time developing a project that uses
more tags than you are licensed for. For more information, see Licensing on page 45.

Target system

The target platform and product type together determine the target system. You select the target system
when you create a new project, and you can also change it later by using the Target System command (on
the Project tab of the ribbon).

Target systems for EcoStruxure Machine SCADA Expert projects

Target Platform Runtime Edition(s) Product Type Number of Tags
Windows SCADA EcoStruxure Machine SCADA Expert Supervision 64,000
EcoStruxure Machine SCADA Expert Line Management Plus 32,000
EcoStruxure Machine SCADA Expert Line Management 4,000
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Target Platform Runtime Edition(s) Product Type Number of Tags
EcoStruxure Machine SCADA Expert Machine Control 1,500
Embedded HMI Runtime EcoStruxure Machine SCADA Expert Line Management 4,000
EcoStruxure Machine SCADA Expert Machine Control 1,500
EcoStruxure Machine SCADA Expert Basic 500

Keep in mind that selecting a target system in the project development environment only serves as a guide
during development. It automatically limits the number of project tags and hides unsupported features, so
that you do not inadvertently develop a project you will not be able to run. The real limits are determined
by the runtime license key that is installed on each computer or device.

Also, if you plan to run your project on multiple computers and devices with different license keys, we
recommend that you develop for the lowest common target system.

Changing the target system of an existing project
Use the Target System command to change the target system of an existing project.

1. On the Project tab of the ribbon, in the Settings group, click Target System.
A list of available target systems is displayed, grouped under the Windows and Embedded target
platforms.

2. In the list, select the new target system for the project.
The target system determines how many tags you can use in your project, among other things. For
more information, see About target platforms, product types, and target systems on page 105.
Your project is converted to the selected target system.

If you changed from the Windows target platform to the Embedded target platform, some project features will
no longer be available. Those features are automatically hidden in the project development environment in
order to prevent you from developing a project that you cannot run on the selected target system.
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Configuring additional project settings

Select Project Settings to open the Project Settings dialog, which controls settings that affect the overall
project.

Project Settings

Information Options Viewer Communication Preferences 14 B

® Configure the project’s description, information, and notes

Project:  Clgrojectsitesttest APP

Crescription: | |

Rewizion:
Company:
Authar:

Field Equipment:

Maotes

Cancel

Project Settings dialog
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Information tab

Project Settings

Information Options Viewer Communication Preferences 1 B

® Configure the project’s description, information, and notes

Project:  Clorojects'test2test? APP

Description: | |

Rewizion:
Company:
Authar:

Field Equipment:

Motes:

Cancel

Project Settings: Identification tab

Use the following parameters to identify the project (for documentation purposes only).

* Description

¢ Revision
e Company
¢ Author

¢ Field Equipment

* Notes
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Options tab

Use this tab to specify parameters relating to your project in general.

Project Settings X

Information Options  Viewer Communication Preferences 1 I

EE[ Configure the default database, alarm/event settings, and target system

Target system

Windows Local Interface - Resolution: 19201080
Local Interface for Windows (1500 tags)

Alarm History and Events

History Format: Custom Fields

Proprietary A Alarm: | 0
History Life Ti days):
istory Life Time (days) Event O
1
Default Database... Performance Control... Data Protection...
QK Cancel

Project Settings: Options tab

A description of these parameters follows:
* Target system: Use the combo box to specify the target system for the current project. The target system
sets the project restrictions (such as number of tags supported) and must match your license. The

description of the main license restrictions for each target system is displayed below the combo-box
where you chose it.

¢ Note: If you specify a Target System level that does not match the actual license level on the
target system, then your project might not run properly.

* Resolution: Displays your project's screen resolution.

Alarm History and Events: Type a value into the History Life Time (days) field to specify how long to keep
alarm and event history files. After the specified number of days, the project automatically deletes
existing alarm/event history files that are older than the period specified. If you type zero in this
field, the project does not delete any history files automatically. In such a case, you should create an
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external procedure to clean the old history files; otherwise, the free disk space in the computer will
eventually be depleted.

History Format: Select the format of the Alarm/History event, as follows:

Format Description

Proprietary Saves the history data in the A1 a rm sub-folder of your project folder (by default) in text files using the proprietary
format.

Database Saves the history data in the SQL Relational Database specified by the user, using the built-in ADO interface.

Binary Saves the history data in the A1 a rm sub-folder of your project folder (by default) in binary files using the proprietary
format.

For more information, see Saving your alarm history / event log to an external database on page
111.

Custom Fields: Specify up to 10 custom fields for alarms and events, respectively, that will be saved in
the history. For alarms, the custom fields are automatically added to the Alarm worksheet body. For
events, the custom fields are available as parameters of the function SendEvent.

If your project is running when you change these settings, you must stop the project and then run
it again for the changes to take effect.

g Note: This feature is not supported in projects that are configured to run on the
Embedded target platform. For more information, see About target platforms, product
types, and target systems on page 105.

* Default Database: Allows you to configure a Default Database, which can be shared by different tasks and
objects. For more information, see Configuring a Default Database for All Task History on page 113.

e Performance Control: Allows you to configure how memory is allocated for screen graphics during runtime.
For more information, see Configure the performance control settings on page 118.

SAVING YOUR ALARM HISTORY / EVENT LOG TO AN EXTERNAL DATABASE

By default, your project's alarm history and event log are saved to proprietary-format text files in your
project's Alarms folder. However, you can change your project settings to save them to an external SQL
database instead.

"

Note: If your project was created with an earlier version of this software and then upgraded to
the latest version, you should consider starting over with new database tables.

In the latest version of this software, new database tables are automatically indexed by event
time in order to improve run-time performance. Existing database tables cannot be indexed
in this way, so if you can afford to discard that data, you should update your database
configuration to create new tables.

If you do this, you must also manually edit your project file (<project name>.APP) to correct the
following setting:

[Alarm]
AddEventTimeColumn=1

This setting exists in order to maintain backward compatibility, and it defaults to O for projects
that were upgraded.

1. On the Project tab of the ribbon, in the Settings group, click Options.
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The Project Settings dialog is displayed.

Project Settings =

Information Options Viewer Communication Preferences 4 F

E& Configure the default database, alarm/event settings, and target system

Target system

Windows Local Interface - Re=zolution: 1920x1030

Local Interface for Windows (1500 tags}

Alarm History and Events

Hiztory Format: Custom Fields
Proprietary - Alarm: | 0
History Life Ti days):
istory Life Time (days) Event O
1
Default Database... Performance Control... Data Protection...
QK Cancel

Project Settings: Options

. In the Alarm History and Events area, in the History Life Time box, type the number of days of history that you

want to save.

As the history exceeds the specified number of days, it will be automatically deleted in a first-in, first-
out manner. If no number is specified — that is, if it is left blank or set to O — then history will never
be deleted. There is no limit to how much history you can save, but the more you save, the more disk
space it will take.

3. From the History Format list, select Database.

4. To configure a single, default database to be used for both the alarm history and the event log (as well

as all other runtime tasks), in the Default Database area, click Configure.
The Default Database Configuration dialog is displayed. Use the dialog to configure the database
connection. For more information, see Configuring a default database for all task history.

. To configure a separate database for either your event log or your alarm history, click Event Database or

Alarm Database, respectively.
In either case, a Database Configuration dialog is displayed. Use the dialog to configure the database
connection. For more information, see Database Configuration.

. Click OK.
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CONFIGURING A DEFAULT DATABASE FOR ALL TASK HISTORY

You can configure a Default Database that will save the historical data from all Tasks in a project. After
you do, when you create a new Task worksheet, you can choose either to use the Default Database or to
configure a new database for that specific worksheet.

To configure the connection settings for the Default Database:

1. On the Project tab of the ribbon, in the Settings group, click Options. The Project Settings dialog is
displayed with the Options tab open.

2. Open the Default Database Configuration dialog using the Default Database button.

Default Database Configuration

Settingz

Databaze: e

Primary

Connection string; |{S_I,lsSewer.EnnnectiDnString} |

Pt

| zer name: | |

Pazgwiord: | |

R et [nterval: 120 Secs. Advanced...
Cancel

Default Database Configuration dialog

Please refer to Database Configuration dialog for information about the fields in this window.

DATABASE CONFIGURATION

The Database Configuration dialog allows you to configure the necessary settings to link to an external

database file.

Database Configuration
Settingz
Databaze: | Primary w

[]Uze project default

Connection string; | |

it

|lzer name: |

Paszwiord:

Retry Interval: 120 Secs. Advanced...

Table
I1ze default name

PCOEMO

[ ] Automatically create

Fefrezh

Run-Time

Statuz: | |

Caricel

Database Configuration dialog
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Database combo-box: Allows you to select either Primary or Secondary. With Primary, all settings
displayed in the Database Configuration window apply to the Primary Database interface. Otherwise,
they apply to the Secondary Database interface. You can configure the Secondary database in the
following modes in the Type list that appears when Secondary is selected:

e Disabled: In this mode, data is saved in the Primary Database only. If the Primary Database is
unavailable for any reason, the data is not saved anywhere else. This option may cause loss of data
if the Primary Database is not available.

* Redundant: In this mode, data is saved in both Primary and Secondary Databases. If one of these
databases is unavailable, data is still saved in the database that is available. When the database
that was unavailable becomes available again, both databases are synchronized automatically.

* Store and Forward: In this mode, data is saved in the Primary Database only. If the Primary
Database becomes unavailable, data is saved in the Secondary Database. When the Primary
Database becomes available again, the data is moved from the Secondary Database into the
Primary Database.

g Note: The Primary and Secondary can be different types of databases. However, they must
have the same fields.

Using the Secondary Database, you can increase the reliability of the system and use the Secondary
Database as a backup when the Primary Database is not available. This architecture is particularly
useful when the Primary Database is located in the remote station. In this case, you can configure

a Secondary Database in the local station to save data temporarily if the Primary Database is not
available (during a network failure, for instance).

Use project default checkbox: When this option is checked, the settings configured in the Default Database
are used for the task that is being configured (Connection string, User name, Password, Retry Interval, and
Advanced settings). When this option is not checked, you can configure these settings individually to the
current task.

Connection string field: This field defines the database for write and read values, as well as the main
parameters used when connecting to the database. Instead of writing the Connection string manually,
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you can press the browse button (...) and select the database type from the Data Link Properties window.
This field accepts String expressions on page 937.

EF| Data Link Properties >

Provider Connection Advanced Al

Select the data you want to connect to:

QOLE DB Provider(s)

Microsoft Jet 4.0 OLE DB Provider

Microsoft Cffice 12.0 Access Database Engine OLE DB Provide
Microsoft OLE DB Provider for Analysis Services 11.0
Microsoft OLE DB Provider for Analysis Services 12.0
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SAL Server

Microsoft OLE DB Simple Provider

M5DataShape

OLE DB Provider for Microsaoft Directory Services
SQAL Server Mative Client 11.0

< >

QK Cancel Help

Data Link Properties dialog

g Note: The list of Database Providers shown in the Data Link Properties window depends on
the providers actually installed and available in the computer. Consult the operating system
documentation (or the database documentation) for further information regarding the settings
of the Provider for the database that you are using.

e User name field: User name used to connect to the database. The user name configured in this field must
match the user name configured in the database. This field accepts String expressions on page 937
(tag only).

e Password field: Password used to connect to the database. The password configured in this field must
match the password configured in the database. This field accepts String expressions on page 937
(tag only).

g Note: The Connection string, User name, and Password boxes accept String expressions on page
937. However, tag values are not encrypted when they are sent between the project runtime
server and connected thin clients. Therefore, to ensure that your database credentials cannot
be intercepted or compromised, you can configure only server tags (tags that have Scope set to
Server; for more information, see Choosing the Tag Scope on page 162) in these boxes. The
tags will be evaluated on the server only, and no tag values will be sent between the server
and client.

e Retry Interval field: If the project is unable to connect to the database for any reason, it retries
automatically to connect to the database after the number of seconds configured in this field have
passed.
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Advanced button: After pressing this button, you have access to customize some settings. For most
projects, the default value of these settings do not need to be modified and should be kept.

Time Stamp
Time Lone; tillizeconds;
urc s | | Default e

[ atabaze Gateway

Hogt: 127.0.0.1 Port: 3997
Dizable Primary Keysz Dizable SOL wanables
Dizable Delimiters Enable Secure Channel

Cancel

Database Configuration: Advanced dialog

Time Zone combo box:

¢ Local Time + Time Difference: Save the local time on the computer, plus the difference (bias) between
the local time zone and Coordinated Universal Time (UTC).

* Local Time: Save the local time only with no bias. This is not recommended.

e UTC: Save the UTC time only. This is the default, and it is strongly recommended for most
situations.

Milliseconds combo box: You can configure how the milliseconds will be saved when saving the date
in the database. Each database saves the date in different formats; for example, some databases do
not support milliseconds in a Date field. The following options are available:

e Default: Uses the format pre-defined for the current database. The databases previously tested
are automatically configured with the most suitable option. When selecting Default, the settings
pre-configured for the current database type are used. If you are using a database that has not
been previously configured, the Default option attempts to save the milliseconds in a separate
field.

g Tip: The default option for each database is configured in the StADOSvr. ini file,
stored in the \Bin\DatabaseGateway sub-folder. See Studio Database Gateway on
page 819 for information about how to configure the StADOSvr.ini file.

* Disable: Does not save the milliseconds at all when saving the date in the database.
* Enable: Saves the milliseconds in the same field where the date is saved.

* Separate Column: Saves the milliseconds in a separated column. In this case, the date is saved
in one field (without the milliseconds precision) and the number of milliseconds is saved in a
different column. This option is indicated where you want to save timestamps with the precision
of milliseconds but the database that you are using does not support milliseconds for the Date
fields.

Database Gateway: Enter the Host Name/IP Address where the Database Gateway will be running.
The TCP Port number can also be specified, but if you are not using the default, you will have to
configure the Database Gateway with the same TCP Port. See Studio Database Gateway on page
819 for information about how to configure the advanced settings for the ADO Gateway.

Disable Primary Keys: Enable this option if you are connecting to a database that does not use primary
keys (such as Microsoft Excel).

g Note: This option will not affect a table that already exists, either because it was already
created in the database or because it was already created by the project. Recreate the
table if you want to change this option.
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g Note: This option can be used with databases that use primary keys. For example, a
table in Microsoft SQL Server Management Studio automatically uses the "timestamp"
and "timestamp_ms" primary keys. If Disable Primary Keys is enabled, these column won't be
treated as primary keys and they will accept duplicate values.

* Disable Delimiters: Select this troubleshooting option to disable the delimiters that are used to format
communications with the database. Delimiters can cause problems when a Trend Control or Grid
builds a query that includes aggregates such as Min and Max.

* Disable SQL variables: Select this troubleshooting option to disable SQL variables, such as @Valuel
and ?, that are often used in SQL statements and queries. Some specific database providers do not
support these variables.

g Note: If you select this option, you might need to specify the language or culture that
should be used to format values in SQL statements. For more information, see "Advanced
Settings" in Studio Database Gateway on page 819.

¢ Enable Secure Channel: Choose whether or not use secure mTLS protocols for this TCP/IP connection.
To do this, select (enable) or deselect (disable) the Enable Secure Channel check box. This is part of a
three-part process, and all three parts must be correctly configured. To configure the other two
parts, see:

e Secure Channel Communication on page 831

¢ Enabling the TCP/IP Secure Channel option in the Studio Database Gateway

Table Pane

This area allows you to configure the settings of the Table where the data will be saved. All tasks can
share the same database. However, each task (Alarm, Events, Trend worksheets) must be linked to its
own Table. This field is not checked for invalid configurations on this field, so verify that the configuration
is suitable for the database that you are using.

e Use default name checkbox: When this option is checked (default), data are saved and/or retrieved in the
Table with the default name written in the Name field.

* Automatically create checkbox: When this option is checked (default), a table with the name written in the
Name field is created automatically. If this option is not checked, the table is not created automatically.
Therefore, it will not be able to save data in the database, unless you have configured a table with the
name configured in the Name field manually in the database.

* Name: Specifies the name of the Table from the database where the history data will be saved. This field
accepts String expressions on page 937 (tag only).

g Tip: To specify a sheet in a Microsoft Excel spreadsheet file, use the following syntax:

[ sheetname$]

* Refresh button: If the database configured is currently available, you can press the Refresh button to
populate the Name combo-box with the name of the tables currently available in the database. In this
way, you can select the table where the history data should be saved instead of writing the Table name
manually in the Name field.

Run-Time Pane

This area allows you set runtime values. The following fields are available:

e Status (output) checkbox: The tag in this field will receive one of the following values:

Value Description

0 Disconnected from the database. The database is not available; your configuration is incorrect or it is an illegal operation.
1 The database is connected successfully.
2 The database is being synchronized.

* Reload (output): Specify a reload tag if you are using curly brackets in any of the configuration fields.
When you want to reconnect to the database using the updated values on your tags, set the tag on this
field to 1. After trying to perform an action in the database, the will be reset tag back to O when it is
finished.
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See also:

Configuring a Default Database for All Task History.

CONFIGURE THE PERFORMANCE CONTROL SETTINGS

Configure the performance control settings to determine how memory is allocated for screen graphics
during run time.

The project runtime client software has been improved to keep screen graphics (e.g., objects, images,
fonts) in memory rather than load them from the hard drive each time a screen is opened. This makes
opening and switching screens much faster, which in turn improves the overall run-time performance.

Devices that run the client software often have limited memory, however, so it is necessary to change the
method of memory allocation as the memory becomes full.

Shared Memory cleared

Free memory greater than
Dynamic Limit

Disabled " " Critical

No memory Remove all
allocation TLITE objects unused objects
from memory

Enable allocation Free memory less than Free memory less than
+ run project Dynamic Limit Critical Limit

Memory allocation states

When memory allocation is enabled (which it is by default in new projects) and your project is run, all
unused objects are kept in memory so that project screens can be reopened or redrawn quickly. This
method or state of memory allocation is called Always.

As the memory fills with objects, however, the amount of free memory decreases and may eventually
reach the Dynamic Limit (i.e., the value configured in the Before starting dynamic allocation setting). When this
happens, unused objects may be kept in memory but are removed if the space is needed for other objects
that are actually being used. This method or state of memory allocation is called Dynamic.

As the memory continues to fill with objects — typically because the client has many project screens open
and therefore many objects being used — the amount of free memory decreases until it finally reaches
the Critical Limit (i.e., the value configured in the Before disabling allocation setting). When this happens, all
unused objects are removed from memory and memory allocation is disabled until you restart the project.
This method or state of memory allocation is called Critical.

g Tip: Icon files (*.ICO) cannot be kept in memory. If you use many icon files in your project —
particularly in Button objects — consider replacing them with new files in another format such
as GIF, JPG, or PNG.

Performance control has default settings that should work for most projects running on most clients,
but if you have problems, you can adjust the settings for your project or even disable memory allocation
altogether.

To configure the performance control settings:

1. On the Project tab of the ribbon, in the Settings group, click Options.
The Project Settings dialog box is displayed, with the Options tab selected.

2. In the Options tab, in the Performance Control area, click Configure.
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The Performance Control dialog box is displayed.

Performance Control b4

| Enable memary allocation Set Default

Minimum free memary limits

Before starting dynamic allocation: 5000 KBytes
Before disabling allocation: 1000 K. Bytes
QK Cancel

Performance Control dialog box
3. To completely disable memory allocation, clear Enable memory allocation.

4. To adjust the limit at which memory allocation will change from Always to Dynamic, type a new value
in the Before starting dynamic allocation box.

5. To adjust the limit at which memory allocation will change from Dynamic to Critical, type a new value
in the Before disabling allocation box.

6. To restore the default settings, click Set Default.

You can monitor memory allocation during run time by calling the function GetPerformanceMetric.

ENABLE DATA PROTECTION TO ENCRYPT SENSITIVE INFORMATION

Enable Data Protection in order to encrypt sensitive information such as the user names and passwords
that you use to connect to databases and remote servers.

Before you begin this task, you should note the user names, passwords, and database connection strings
that you have already configured in your project. You should also consider backing up your entire project,
but that is not absolutely necessary.

There are many places in your project where you configure settings that can be encrypted by Data
Protection. These places include but are not limited to:

¢ In the Email and FTP settings;

* In the project security system, to connect to a LDAP server;

¢ In a Trend worksheet, to connect to a Historian database;

¢ In an OPC UA Client worksheet, to connect to an OPC UA server;

¢ In an OPC XML/DA Client worksheet, to connect to an OPC XML/DA server;
* In the settings to run your project as a Windows service; and

¢ In many other worksheets and screen objects that use the Studio Database Gateway to connect to
external databases. For more information, see Database Configuration on page 113.

By default, these settings always have some basic protection that is hardcoded into EcoStruxure Machine
SCADA Expert, so they cannot be easily intercepted over the network. The settings are not fully encrypted,
however, so they might be vulnerable to serious attacks.

You can enable Data Protection in your project settings in order to fully encrypt these settings. The
encryption is done using Microsoft's Data Protection API (DPAPI), which is built into Windows, and it
is keyed to the computer where Data Protection is enabled. The settings will still be displayed in plain
text whenever you edit your project on the same computer, but they will be encrypted for all other
development and run-time purposes. For a complete description of DPAPI, go to: msdn.microsoft.com/
library/ms995355

It is a simple procedure to enable Data Protection, but actually doing so will deeply affect your project
and change how it can be used on other computers. First, all user names, passwords, and database
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connection strings that you have previously configured will become invalid when you enable Data
Protection. You will need to configure these settings again after Data Protection is enabled.

B " Default Database Configuration X 8" Default Database Configuration >
Settings Settings
Database: | Primary w Databaze: | Primary w
Connection string: | Provider=Microsoft Jet OLEDB 4.0 Dat | | . Connection sting: | <INVALID_DATA_PROTECTION: |
User name: |.-’-‘«dmin | User name: |<|NV.-’-‘«LID_D.-’-‘«T.-’-‘«_F'F!DTEETIDN> |
Password: | ssssssee | et | sessssssssssssessssesssed|
Retry Interval; Secs. Advanced... Retry Interval; Secs. Advanced...

Cancel Cancel

Previously configured settings before (left) and after (right) Data Protection is enabled

Second, because the encryption is keyed to the computer on which Data Protection is enabled, you will
be prompted for your project's Data Protection password when you open the project on another computer
for the first time. (This includes when you use the Remote Management tool to download the project to a
target device. For more information, see Download your project to the target device on page 714.)

Data Protection

Data Protection is enabled. Please provide the Data Protection
password for this project.

Password: ||

Cancel

Prompted for your password on another computer

Third, you must also enable Data Protection in the Studio Database Gateway that will manage your
project's database connections, so that the gateway can communicate securely with the project runtime
server during run time. For more information about how to do that, see Studio Database Gateway.

To enable Data Protection in your project settings:

1. On the Project tab of the ribbon, in the Settings group, click Options.
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The Project Settings dialog box is displayed with the Options tab selected.

Project Settings b8
Information Options Viewer Communication Preferences q [
E& Configure the default database, alarm/event settings, and target system
Target system
Windows Local Interface - Reszolution: 1920x1030
Local Interface for Windows (1500 tags)
Alarm History and Events
History Format: Custom Fields
Proprietary hd Alarm: | O
History Life Ti days).
istory Life Time (days) Event O
1
Default Databaze. .. Performance Control... Data Protection...
QK Cancel
Project Settings: Options dialog box
2. Click Data Protection.

The Data Protection dialog box is displayed.

Data Protection
Enable

QK Cancel

Data Protection dialog box
3. Select the Enable check box.

The Password and Confirm Password boxes become active.
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4. In the Password box, type your desired Data Protection password, and then in the Confirm Password box,
type it again.
A strong password should be at least 8 characters long and include at least 1 special character, 2
alphabetic characters, and 2 numeric characters. If your password does not meet these criteria, it will
be accepted but a warning message will be displayed.

5. Click OK.

Data Protection is now enabled. You can disable it at any time simply by clearing the Enable check box; the
Data Protection password is not required to do so. However, doing so will have different results depending
on when you do it.

When you enable Data Protection, all previously configured user names, passwords, and connection
strings become invalid. If you immediately disable Data Protection without making any other changes,
the previously configured settings will be restored. Otherwise, you must configure the settings with new
values.

In contrast, if you disable Data Protection after you have configured the settings with new values, the
settings will remain encrypted and therefore unusable during run time. You will need to either configure
the settings again with new values OR re-enable Data Protection with the same password, before you try
to run your project.

If you ever change the Data Protection password in your project settings, you must also update the
password on the target device(s) to which you download the project, as well as in the Studio Database
Gateway.

g Note: Information that has been encrypted with DPAPI cannot be decrypted without your
Data Protection password. If you lose your password, neither Microsoft nor our own Technical
Support representatives can recover the information for you. You will need to reconfigure all of
the affected project settings.
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Viewer tab

Use the Viewer tab of the project settings to configure the project viewer and change certain run-time
behaviors.

Project Settings

Information Options  Viewer Communication Preferences q I

@ Configure the Viewer's settings, menus, virtual keyboard, and auto screen scaling

| Yirtual Kesvhoard:

flenu
Default, Keypad -
| =howy Hirt:
Startup screen: | main sco . | Enakale WML Y fields

o | Emable multi-line text input
w| Showe 7777 when quality is not GO00

Hide Taskbar Built-in Dialogs Auta -
| Dizahle Palm Rejection +| Mouze Cursor
Execute only topmost object
COMMEnds

Enable focus on buttons,
commands and texts objects

Use popup input for text objects

w| Save pictures in separate files

Uze zcr extension for zcreen files

Multi Touch Settings...

Cancel

Project Settings: Viewer tab

Titlebar

Select this option and type a new name into the field provided to specify or change the
default titlebar text for the Viewer window.

Minimize Box, Maximize Box, Close Box

Select or clear these options to show (enable) or hide (disable) these buttons on the Viewer
window.

Start Maximized
Select this option to maximize the Viewer window automatically when you run your project.
Menu
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Select this option and then click Options to specify which menu options are available at run
time. When the Runtime menu options dialog displays (as follows), click the checkboxes to
show (enable) or hide (disable) these menu options.

Runtime menu options X

| File: v Security v Tools
| Open | LogOn w| Database Spy
| Close w| LogOff | LogWWin
| Print | Infa
| Print Setup
+| Exit
oK Cancel

Resize Border
Select this option to allow the user to resize the Viewer window during run time.

Status Line

Select this option to display the Status Line in the runtime project.
Startup screen

Click the combo box and select the screen (.scc or .scr file) or screen group (.sg file) that you
want to display automatically when a thin client accesses your project.

g Note: Another way to specify a screen or screen group as the startup screen
is to right-click on it in the Project Explorer and then choose Set as startup from
the shortcut menu.

g Note: When the first native screen is saved in a project, that screen will be
set as the default startup screen.

Show ???? when quality is not GOOD

Some screen objects (e.g., Text Box) can be configured to directly display tag values. Select
this option to have an object display question marks (????) instead of the tag value when its
quality is not GOOD (i.e., BAD).

Hide Taskbar
Select this option to hide the Windows taskbar by default.
Disable Palm Rejection

Select this option to disable Palm Rejection during project run time. Palm Rejection is a
feature on Windows touchscreen devices that detects and rejects accidental touches from
the operator's palm. However, it can somewhat slow the touchscreen's responsiveness, so
disabling it can improve the performance of the project runtime.

Palm Rejection is not available on anything other than Windows touchscreen devices, so
selecting this option will have no effect in projects running on other target platforms.

Enable ToolTips
Select this option to see Windows ToolTips when running your project. You can configure
tooltips in the Hint field of the Object Properties dialog of each object.

Save pictures in separate files

When this option is selected, images that you paste into a screen are automatically
converted to Linked Picture objects and then saved as separate bitmap (.bmp) image files
in your project folder at <project name>\Web\Resources. You can then reuse the images
without increasing the size of your project, because every instance of the image will link to
the same file. That should improve run-time performance.
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When this option is cleared, images that you paste into a screen are kept as Bitmap objects
and embedded in the screen file. Each instance of an image will be embedded, so if you use
the same image more than once, it may greatly increase the size of the screen file.

g Note: The effect of this option is permanent: once a pasted image is
converted to a Linked Picture object, clearing the option will not convert the
image back to a Bitmap object.

The Resources sub-folder is automatically maintained by the development application, and it
is used only for the bitmap images that are pasted and converted. You should not put other
image files in it, because they may be moved or deleted. Instead, put other images that you
want to link to in the Web sub-folder.

Auto Screen Scaling

Select this option to automatically scale project screens to fit the displays on client stations,
even dynamically when a user resizes the viewer window. This is done by calculating the
ratio between the project's full display resolution and the client station's actual display size
and then multiplying both the screen size and the screen position by that ratio. Screens are
only downscaled to fit smaller displays; they are not upscaled to fit larger displays.

This option applies only to the local Viewer module and the remote Secure Viewer. It does
not apply to the other types of project clients, which have their own Auto Screen Scaling options
in their respective settings.

This option is cleared by default because downscaling screens can sometimes make them
unusable (e.g., buttons too small to be pressed, gauges too small to be read). If the screens
are kept at full scale, a user can at least scroll and pan to see an entire screen.

Active area indication

Click (enable) the Show Object Edge and Change Mouse Cursor checkboxes in this area to modify
the object edge and the mouse cursor when moving the cursor over any object where the
Command animation has been applied.

Virtual Keyboard

When this option is selected, the Virtual Keyboard (VK) is enabled for your project. The
Virtual Keyboard allows the user to enter data (text or numeric values) during run time
using the client station's touchscreen instead of a physical keyboard or keypad. For
example, a Text object with the Text Data Link animation applied and the Input Enabled option
selected.

You can establish a default configuration for the Virtual Keyboard:

Default

Select the default keyboard type to be used in your project, when no keyboard type is
specified by the calling object or function.

Show Hint

When this option is selected, a hint is displayed in the title bar of the Virtual Keyboard
window. For a specific object, you can configure the hint in the object properties. Otherwise,
type a string value in the Show Hint box to serve as a defaut hint for all keyboards in your
project.

Enable Min/Max Fields

When this option is selected and the Keypad type of keyboard is used, the minimum and
maximum values allowed for the associated project tag will be displayed at the bottom of the
keyboard. For some screen objects, you can configure those values in the object properties.
Otherwise, the Min and Max properties of the associated project tag are used by default.

g Note: The Min and Max fields are displayed only on the Keypad type of
keyboard, and only when the associated project tag is of Integer or Real
type. If Min is greater than Max, user input will be disabled. If Min/Max
configured on the object properties differs from Min/Max configured in
the tag properties, the project runtime will attempt to scale the user input
accordingly.

Enable multi-line text input
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When this option is selected, the AlphaNumeric type of keyboard can be used to enter multi-
line text, with "new line" control characters (i.e., CR+LF) between lines, in screen objects that
accept multi-line text input.

Built-in Dialogs

Select or type the scale at which the built-in dialogs (i.e., Logon, E-Sign, and Virtual
Keyboard) should be displayed during run time. This will make it easier to see and use the
dialogs on project runtime clients with small, high-resolution displays. You can specify a
scale between 100% (native resolution) and 400%, or you can select Auto which means the
client will automatically select the best scale for the display.

Mouse Cursor
Select this option to show the mouse cursor in the runtime project.
Execute only topmost object commands

This option controls how your project behaves when the user clicks in an area where two or
more screen objects overlap. If this option is checked, only the commands on the topmost
object will be executed. If this option is not checked, the commands on all of the overlapping
objects will be executed.

g Note: The topmost object is the one with the highest ID number. (The ID
number of an object is displayed in the status bar at the bottom of the
development environment.) You can use the Move to Back / Move to Front and
Move Backward / Move Forward tools to change the order in which objects are
stacked.

Enable focus on buttons, commands and text objects

This option is selected by default. When it is selected, clicking on on a command button or
text input during run time will put focus on that object, as shown in the illustration below:

Value 2: 0
Focus on text input (left), no focus on text input (right)

After that, the end-user can press Tab to tab through all such objects in the screen or they
can press Enter to activate the currently focused object (i.e., click on a command button,
enter text in a text input), similar to a normal Windows application. This is useful if the
client station has a physical keyboard and the end-user needs to quickly work through
many such objects, because it saves time that would otherwise be spent repeatedly
switching between the keyboard and the mouse or touchscreen.

To force the end-user to always use the mouse or touchscreen to activate screen objects,
clear this option.

Use popup input for text objects

Select this option to display a small popup for text inputs, as shown in the illustration
below:

This is an alternative to typing directly into the text object (which can seem like editing
the screen itself and therefore be confusing to some end-users) and to displaying a Virtual
Keyboard for input (which requires using the mouse or touchscreen).

i Note:
If the Virtual Keyboard option (above) is selected, it will override this option.

Also, if the Enable focus on buttons, commands and text objects option (above) is
cleared, this option is automatically selected. This is to ensure there is some
on-screen indication of which text input is currently active.

Use .scr extension for screen files
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When this option is selected, screen files are saved with the .scr extension in your project
folder. When this option is cleared, screen files are saved with the .scc extension.

The .scr extension has been deprecated because some anti-virus programs block it, and
that can cause problems during project run time. The .scc extension supersedes the .scr
extension, and it should be allowed by most if not all anti-virus programs.

This option was implemented in order to maintain backward compatibility with existing
projects. In projects that are created with the latest version of this software, this option is
cleared by default. In projects that were created with earlier versions of this software and
then upgraded to the latest version, this option might be selected by default.

If you do not have issues during project run time, you do not need to do anything. If you do
have issues, however, you can try selecting or clearing this option, as needed. When you do,
all of the existing screen files in your project folder will be saved again with the preferred
extension. Also, if you manually add a screen file to your project folder — for example, by
copying it from another project folder — that file will be saved with the preferred extension
the next time you either verify your project or open the screen for editing.

Multi-Touch Settings

Configure the default Multi-Touch settings for all screens in your project. For more
information, see About the Multi-Touch settings for project screens on page 347.
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Communication tab

Use the Communication tab of the Project Settings dialog box to configure the communication settings for
your project.

Project Settings x

Information Options Viewer Communication Preferences 1 B

¢ Configure tag integration, the OPC UA Server, and the data server's settings to
\L2J)) optimize performance

Data Server Preloading tags from server
Encrypted Port: ,:_ 534 ~ Enabled Timeout when executing on remote:
3000 ms
. ot |
Port: | 123 ol Timeout when executing on local:
Send Period (ms) 100 et —=
Enable kinary control Preload all tags
Self-Signed Certificate Information Driver and OPC: Send every state .
Remote Servers Certificates
Tag Integration Execution Environment
SIiE Timeout (ms): 30000
Add...

Enable File Compression

OPC UA Server

Endpeoint URL: opc.tcp:! | [ModeMName] - 4310

Stack trace lewel: | Error - Security

Cancel

Data Server

Configure the communication settings for your project's data server (i.e., the TCP/IP Server Runtime task),
which exchanges data with thin clients and other projects during run time.

Encrypted Port

The port number for encrypted communication. (Communication is encrytped via TLS/
SSL.) This port is enabled by default in order to make your project more secure. The default
port number is 51234, but you can change it as long as you remember to update the
corresponding settings in your thin clients and network firewalls.

Port

The port number for standard, unencrypted communication. This port is disabled by default
in order to encourage you to use encrypted communication (see Encrypted Port above). You can
enable both Encrypted Port and Port and then configure each client station to connect to either
one or the other, depending on its particular needs. The default port number is 1234, but
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you can change it as long as you remember to update the corresponding settings in your
thin clients and network firewalls.

Send Period (ms)

The period (in milliseconds) between two consecutive messages sent from the data server

to client stations. The default period is 100 ms. A shorter period (i.e., a lower number) will
increase run-time performance but also increase network traffic. Conversely, a longer period
(i.e., a higher number) will decrease run-time performance but also decrease network traffic.

Enable binary control

Binary control encrypts communication between the data server and client stations by
converting messages to binary data using a proprietary method, before the messages
are sent to client stations. Enabling binary control can significantly decrease run-time
performance.

¢ Note: Binary control is a legacy feature. It has been deprecated in favor
of TLS/SSL (see Encrypted Port above), and it remains in the software only to
support existing projects.

Self-Signed Certificate Information

Opens the Self-Signed Certificate Information tool, which you can use to edit the certificate
your project presents to other clients and servers that are using the Encrytped Channel
feature to communicate. For more information, see Edit your project's self-signed certificate
on page 130.

Remote Servers Certificates

Opens the Certificate Store Management tool, which you can use to manage your project's
certificate store. For more information, see Managing your project's certificate store on page
132.

Preloading tags from server

To improve performance, the viewer preloads all of the Server tags (i.e., tags with Server scope) that are
used in a project screen before it displays that screen. Configure the timeout settings for both remote and
local viewers.

Timeout when executing on remote

Specifies the time (in milliseconds) that a Thin Client running on a remote station will wait
to load the tags. If the timeout expires before the tags are loaded, the viewer will display the
project screen even though it is not yet synchronized.

Timeout when executing on local

Specifies the time (in milliseconds) that the Viewer program running on the local station
(i.e., on the computer that hosts the project runtime) will wait to load the tags. If the timeout
expires before the tags are loaded, the viewer will display the project screen even though it is
not yet synchronized.

Preload all tags

When this option is selected, the viewer will subscribe to and preload all of the Server tags
that are defined for the entire project, not just the tags that are used in the project screen
to be displayed. The same timeouts apply, so they might need to be adjusted to allow for the
increased load.

Driver and OPC

Select the method used by all communication drivers and OPC Client worksheets configured in the
current project when writing values to the remote PLC/device.

Send every state

When the communication task is configured to write values upon a change of tag value,
all changes in the tag value are buffered in a queue and sent to the device when the
communication task (Driver or OPC) is executed.
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i Note:

There is a limit on the size of the buffer for tag value changes, to prevent
accumulated changes from decreasing run-time performance. If the buffer
size is exceeded, then only the most recent changes are kept until the next
time the task is executed and the changes are sent. Also, a warning message
is logged in the dump file.

To adjust the buffer size, manually edit the following setting in your project
file (<project name>.APP):

[Options]
DriverAndOpcBufferSize=5

Send last state

When the communication task is configured to write values upon a change of tag value, only
the current (last) value of the tag is sent to the device when the communication task (Driver
or OPC) is executed. When this method is selected, if the tag changed value more than once
while the communication task was not being executed, the transient values of the tag are
not sent to the device. This is the desired behavior for most projects.

Tag Integration

Use these settings to integrate tags from remote devices into your project's tags database. For more
information, see Tag Integration on page 226.

Execution Environment

Configure the communication settings for the Remote Management tool, which sends your project files to
a target system.

Timeout (ms)

Specifies the time (in milliseconds) that the project will wait to communicate with the target
system.

Enable File Compression

Select this option to compress the system and project files before sending them to the
target system. This may reduce the download time if you have a slow connection between
your server and the target system. (If you have a fast connection, however, then selecting
this option may actually decrease performance because each compressed file must be
decompressed on the target system before the next file is sent. Select this option only if
you have an extremely slow connection, such as dial-up.) File compression is disabled by
default.

OPC UA Server

Configure the communication settings for the OPC UA Server module, which can make your project
tags database available to OPC UA clients on your network. For more information, see Configure the
communication settings for OPC UA Server on page 613.

EDIT YOUR PROJECT'S SELF-SIGNED CERTIFICATE

Use the Self-Signed Certificate Information tool to edit the certificate your project presents to other clients
and servers that are using the Encrytped Channel feature to communicate.

g Note: This topic describes only the certificate for the Encrypted Channel feature. There is
a similar but separate certificate for the OPC UA Server feature. For more information, see
Configure the communication settings for OPC UA Server on page 613.

With regards to the Encrypted Channel feature, your project is considered a client if any of the following is
true:

¢ Your project includes a TCP/IP Client worksheet configured to exchange data with another project, and
the Enable Encrypted Channel option is selected in that worksheet's security settings;
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Your project's security system is set to Distributed - Client mode, and the Encrypted Channel option is selected
in that mode's server settings; or

You use the Watch and/or LogWin tools to monitor a project running on a remote computer, and you
select the Encrypted Channel option when you make the connection.

Your project is considered a server if the Encrypted Port option is selected in the Communication tab of the
project settings.

A project can be both a client and a server, depending on how it is configured and how other projects
connect to it, and it presents the same certificate for both types of connections. A self-signed certificate is
signed by the software itself, as opposed to being signed by a Certificate Authority (CA).

To edit your project's self-signed certificate:

1.

On the Project tab of the ribbon, in the Settings group, click Communication.
The Communication tab of the Project Settings dialog box is displayed.

Under Data Server, click Self-Signed Certificate Information.

The Server Self-Signed Certificate Information dialog box is displayed.

Self-5igned Certificate Information

Common Name: Machine:
[5erverMame] [ModeMame]
Organization: Years Valid For:

Organization 5

Organization Lnit:
Uriit

Location name:
LocationMame

State/Province:
Delete server certfficate

Country(2 letters):
us QK Cancel

In the Common Name box, enter the common name of the data server itself.

The default is [ServerName]. This is a special string that includes [NodeName] (see Machine below), and
it evaluates as the following:

StudioDataServer(@ [NodeName]

In the Organization, Organization Unit, Location Name, State/Province, and Country boxes, enter the appropriate
information for your project.
In the Machine box, enter the name of the machine that hosts the data server.

The default is [NodeName]. This is a special string that automatically gets the name of the computer or
device that hosts the project runtime.

. In the Years Valid For box, enter the number of years for which the certificate will be valid, starting from

the date it is issued.

The default number of years is 5. When a certificate expires, you must delete it and then issue a new
one.

Click Delete server certificate.

This is to make sure the existing certificate (if any) is deleted from the project files, so that a new
certificate can be issued with the updated information.
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8. Click OK to close the Server Self-Signed Certificate Information dialog box.

The project runtime automatically issues the data server certificate when the project is run and the TCP/
IP Server Runtime task is started. At that time, the project runtime gets the name and address of the
computer or device that hosts it, and then it uses that information to issue the certificate. As such, if
you test your project on your local computer, a certificate will be issued using the name and address of
that computer. You should delete the certificate — by clicking Delete server certificate — before you copy your
project to another computer or download it to a project runtime.

When the certificate is issued, the certificate files are saved in your project's certificate store at:

<project name>\Config\certstore\own\studio_dataserver.der
<project name>\Config\certstore\own\studio_dataserver.pem

The .der file is the certificate itself, and the .pem file is the associated key. Both files must be present for
the certificate to be valid.

You can double-click the .der file in Windows in order to examine the certificate information. You will see
the Subject field of the certificate contains the value that you entered for Common Name above.

You will also see the Subject Alternative Name field of the certificate contains all of the valid names and
addresses of the computer or device that hosts the project runtime. When a client tries to connect to the
server, it compares the actual name or address of the server's host against the Subject Alternative Name field
of the server's certificate. If the name or address cannot be validated, the connection fails. This is done
to confirm that the server's certificate was issued on the server's host, rather than copied from another
computer or device.

You can replace a self-signed certificate with a CA-signed certificate, as long as the certificate files have
the correct file names and locations. If they do not, the project runtime will not be able to find and use
them. Acquiring a CA-signed certificate and then using it to sign other certificates is beyond the scope of
this documentation, however.

MANAGING YOUR PROJECT'S CERTIFICATE STORE

Use the Certificate Store Management program to manage your project's certificate store. Certificates are
exchanged between clients and servers that are using the Encrytped Channel feature to communicate.

g Note: This topic describes only the certificate store for the Encrypted Channel feature. There is
a similar but separate certificate store for the OPC UA Server feature. For more information, see
How to manage OPC UA Server during project run time on page 620.

With regards to the Encrypted Channel feature, your project is considered a client if any of the following is
true:

*  Your project includes a TCP/IP Client worksheet configured to exchange data with another project, and
the Enable Encrypted Channel option is selected in that worksheet's security settings; or

* Your project's security system is set to Distributed - Client mode, and the Encrypted Channel option is selected
in that mode's server settings.

¢ You use the Watch and/or LogWin tools to monitor a project running on a remote computer, and you
select the Encrypted Channel option when you make the connection.

Your project is considered a server if the Encrypted Port option is selected in the Communication tab of the
project settings.

A project can be both a client and a server, depending on how it is configured and how other projects
connect to it, and it has a single certificate store for both types of certificates.

When a client attempts to connect to and communicate with a server, they will present their certificates to
each other. Your project will automatically trust or reject a certificate depending on whether you selected
the Automatically trust server certificate option for a given feature, and the certificate files are saved in the
appropriate folders in your project's certificate store at:

<project name>\Config\certstore\rejected\
<project name>\Config\certstore\trusted\

This software includes a small utility program called Certificate Store Management
(CertStoreManager .exe), which helps you to view certificates and move them between folders in the
certificate store. If you have the full EcoStruxure Machine SCADA Expert software installed, you can open
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the program by clicking Remote Servers Certificates in the Communication tab of your project settings. The
program will automatically open the certificate store for the current project:

j-'Ej Certificate Store Management - X

C:\Users\PublicDocuments \Project \Configcertstore

Trusted Rejected

=

<
Issued To: | |
Ciient URI: | |

Add MNew Cerificate Remove

Certificate Store Management program

Trusted, Rejected
These lists display the respective contents of the trusted and rejected folders in your
project's certificate store. To move a certificate from one list to the other, select it and then
click > or < as needed.

Issued To, Client URI
Certificate information extracted from the selected certificate. This information cannot be
edited.

Add New Certificate
Click to add a new certificate to the Trusted list. You will be asked to locate and open the
certificate file. You should be familiar with certificate file names and extensions, as defined
by the X.509 standard, so that you can locate the correct file. The file will be copied to the
trusted folder in your project's certificate store.

Remove
Click to remove the selected certificate; the certificate file will be deleted from your project's
certificate store, regardless of which list/folder it is in. Be aware that removing a certificate
does not prevent a client or server from presenting the same certificate again in the future. If
you want to reject the certificate, move it to the Rejected list.

g Tip: It is often useful to add certificates to your project's certificate store while you are still
developing your project, so that they can be downloaded with the rest of the project files.

If the EcoStruxure Machine SCADA Expert software is licensed for Runtime only — that is, if it is installed
on another computer and running only as the SCADA runtime edition for Windows — you might not be
able to access the project settings in order to open the Certificate Store Management program. In this
case, you can manually run the program by locating it in the program folder and then double-clicking it.
The program file should be located at:

C:\Program Files (x86)\Schneider Electric\EcoStruxure Machine SCADA Expert 2023\Bin
\CertStoreManager.exe
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When you open the Certificate Store Management program in this way, it will first ask you to locate and
open your project file (<project name>.app). Otherwise, the program behaves the same as if you opened
it from the project settings.

If your project is running in HMI Runtime on a POSIX-compliant operating system (e.g., Linux), you
cannot use the Certificate Store Management program. You must manually move the certificate files
between folders in the project's certificate store.

Regardless of how you move the certificate files, you should restart the TCP/IP Server Runtime task and/
or the TCP/IP Client Runtime task after you make any changes. This is to make sure rejected clients

and servers that were previously trusted are properly disconnected. You do not need to restart the entire
project, thanks to the project runtime server's task-based architecture.

Preferences tab

Use this tab to configure your preferences for developing a project in the project development
environment.

Project Settings

Information Options  Viewer Communication Preferences q

(] Configure the project’'s preferences, quality feedback services settings, and default
r:“# project path

Warning messages

| Dizplay warning meszage before downloading zoreen to the target sustem
| Dlizplay confirmation mezzage when renaming project tags

| Dizplay confirmation meszage when changing the zcreen pozition and zize
| Dizplay warning meszage after zaving symbals

+| Display warning message when replacing cells using driver broveser

Guality Feedback Zervice

w| Generate a log file when an unexpected error happens
Generate dump files when an unexpected errar happens

Enahble log of memary

Enakle detailed dumg files
Rezet Tags Databasze when starting project
Enforce Web functionality equivalence in local project screens

L AutD reload project on Viewwerieb Clierts when it iz changed

Dizakle high guality wwhen resizing bitmaps to improve performance

Default praject path:

Chstudio_Projectz Browse...

Cancel

Project Settings: Preferences tab
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Warning Messages

Display warning message before downloading screen to the target system

When this option is selected, if you make changes to a screen while the project development
environment is actively connected to a target system (via Remote Management), you will be

prompted to confirm that you want to download the updated screen to the target system. If
this option is cleared, the screen will be downloaded automatically.

Display confirmation message when renaming project tags

When this option is selected, if you rename a tag in the Project Tags datasheet, you will
be prompted to replace the old tag name with the new tag name in all of the screens and
worksheets in your project. It is similar to using the Global Replace tool.

Display confirmation message when changing the screen position and size

When this option is selected, if you use the Layout tool to change the position and size of
a project screen (i.e., Width, Height, Top, Left in the screen attributes), you will be prompted to
confirm those changes.

Display warning message after saving symbols

When this option is selected, a warning message is shown after saving symbols.

Display warning message when replacing cells using driver browser

When this option is selected and you have used tag integration to get tags from a remote
device, a warning message will be displayed whenever you replace a local tag in a screen or
worksheet with a tag selected from the remote device.

Quality Feedback Service

This section allows you to configure your project to generate log files and/or dump files that can be used
to diagnose hardware and software problems, such as memory leaks and unexpected errors. These files
are saved in the Dump sub-folder of the running project at: <project name>\Web\Dump

Generate a log file when an unexpected error happens

When this option is selected, the runtime modules append the Log File (\Web\Dump

\Dump . txt) whenever an internal exception (error) occurs. These exceptions may not
necessarily crash the runtime modules, but they can affect the stability of the system and
should be investigated.

The Log File is continually appended until it reaches its maximum size of 2MB. After it
reaches its maximum size, the existing file is deleted and a new file is created.

Generate a dump file when an unexpected error happens

When this option is selected, the runtime modules generate a new Dump File (* . dmp) with
useful information about the conditions of the error. This is a binary file that can only be
read by your support representative.

Dump Files are named WinXXX.dmp — where XXX is an identifying number (in hexadecimal
format) automatically generated by the system — in order to prevent an existing file from
being overwritten when an new error occurs. Therefore, if more than one error occurs, you
will find multiple Dump Files in the directory. The Log File indicates the name of the Dump
File associated with each error.

Enable log of memory

When this option is selected, the runtime modules append the Log File every 15 minutes
with information about the current memory allocation. (The first log entry is written out
15 minutes after the runtime module is started.) This information can be used to identify
memory leaks.

Enable detailed dump files

When this option is selected, the generated Dump Files will contain more detailed
information than they normally do. Please note that these files take much more hard drive
space, so you should select this option only when you are working with your support
representative to troubleshoot a specific issue.

Even if none of these Quality Feedback options are selected, a post-mortem Dump File (WinDump . dmp)
will always be generated when the runtime module is terminated by a fatal error. However, for debugging
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purposes, it is strongly recommend that you enable all options in this section and then send the Log File
and all Dump Files to your support representative.

Other Preferences

Reset Tags Database when starting project

When this option is selected, the project tags are automatically reset to their startup values
whenever you run your project. For more information, see Reset Tags Database.

Enforce Web functionality equivalence in local project screens

When this option is selected, the project development environment will warn you when

you try to use features or functions that behave differently depending on whether you

view project screens locally (i.e., on the same computer that hosts the project runtime) or
remotely. This ensures that your project screens always behave the same regardless of
where they are viewed. For example, when this option is selected, the Open function cannot
be called in VBScript Global Procedures on page 1284, VBScript scripts (script groups) on
page 1297, or other background tasks.

This option is cleared by default in order to maintain compatibility with previous versions
of EcoStruxure Machine SCADA Expert. If you do not need to maintain compatibility, you
should select this option.

Auto reload project on Viewer/Web Clients when it is changed

When this option is selected, project viewers on client stations will periodically check the
project runtime server to see if they have the latest version of the project. If they do not, they
will automatically reload the project from the server.

This option is not supported in a project running as a Windows service, because that project
runs in its own thread separate from the project development environment. After you make
your changes to the project, you must first restart the Windows service to include the
changes and then restart the project viewers to reload the project from the server.

Disable high quality when resizing bitmaps to improve performance

When this option is selected, bitmaps in project screens are resized at lower quality.
Normally, when bitmaps are displayed at anything other than actual size, they must be
resampled to maintain high quality, and if this resampling must be done frequently and/or
for many bitmaps in the same screen, it might decrease run-time performance.

Default project path

This is the location where new projects are saved by default when you create them. When
you install the full EcoStruxure Machine SCADA Expert software, the default project path is
automatically set to:

C:\Users\<user name>\Documents\EcoStruxure Machine SCADA Expert 2023
Projects\

You can subsequently change the default project path to any location on your computer or
network.
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Configuring your project's default email settings

Some features, such as alarms and certain functions, are able to send email to designated recipients. To
use these features, you must configure your project's email settings.

The email settings can be configured at any point during runtime by calling the CnfEmail function.
However, you can also configure default settings that are automatically used when the project is first
run and then restored as needed during runtime, overwriting any changes made by calling the CnfEmail
function.

1. On the Project tab of the ribbon, click Email/FTP.
The E-mail and FTP configuration dialog is displayed.

2. If necessary, click the E-Mail Settings tab.

E-Mail and FTP configuration =

E-Mail Settings FTP Settings 91 b

E Simple Mail Transfer Protocol Configuration

Outgoing hail Server Infarmation (SMTP)

E-mmail (From]: | |

SErvEr:
Port ;557 =z Defaults
Timeout (secs): 0O
Outegoing Mail Server Autherntication (SMTR)
W by zerver requires authentication
=zer Matme

Pazsword

Enakle POP-hefore-SMTF

Connection Encryption: Mone -

Furtime

| Fun the configuration when starting runtime

Statusz Felaad :

Test...

Cancel

3. In the E-mail (From) box, type your email address.

4. In the Server and Port boxes, type the server address and port number for your outgoing mail server.
The default Port for SMTP is 587, but this may be different depending on your server and network
configuration. Please consult your email provider.

5. If your outgoing mail server requires authentication, select My server requires authentication Then type your
credentials in the User Name and Password boxes.
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Most outgoing mail servers require authentication, to prevent spamming and other problems from
unknown users.

6. If you have selected My server requires authentication and that authentication must also be encrypted, select
an option from the Connection Encryption drop down list.

Connection Encryption: Mone -

Mone
Furtime TLE
_ . . . ... STARTTIL=

The options are:
¢ None - The connection will not be encrypted. The default port is 587.
e TLS - The connection will be encrypted automatically. The default port is 465.

STARTTLS - The connection will start as unencrypted SMTP and will upgrade to encrypted if the
SMTP server supports this. The default port is 587.

7. If your outgoing mail server supports login POP-before-SMTP authentication method, select Enable POP-
before-SMTP. Then click the POP3 Settingsbutton and fill in the POP3 Settings dialog.

POP3 Settings x

Inzaming kail Serer Infarmation [FOF3]

Server | | |

Paort: 110 Idze Default

Account |nfarmatian

# |Jze the zame zettingz as my SMTP server

Log on uzing:

] Cancel

8. In the Status box, type the name of a tag (Integer type) that will receive status codes when the project
sends email.

9. In the Reload box, type a tag/expression. When the value of this tag/expression changes, the project
will reload these default email settings.

10.To test your email configuration, click the Test... button.

11.Click OK to save your configuration and close the dialog.
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Configuring your project's default FTP settings

Some features and functions are able to transfer files between computers using FTP. These features and
functions require you to configure your project's FTP settings.

The FTP settings can be configured at any point during runtime by calling the CnfFTP function. However,
you can also configure default settings that are automatically used when the project is first run and then
restored as needed during runtime, overwriting any changes made by calling the CnfFTP function.

1. On the Project tab of the ribbon, in the Web group, click Email/FTP.
The Email/FTP Configuration dialog is displayed.

2. Click the FTP tab.

E-Mail and FTP configuration =

E-Mail Settings FTP Settings 91 B

‘S.E File Transfer Protocol Configuration

Acocount Information
Uzer Mame

Pazsword

Hosting Zerver Infarmation (FTR)

Server:
Port: 21 IJze Defaults
FTP Mode & Sotive Paszsive

Furitime

| Fun the configuration when stading runtime

Status Reload :

Test...

k. Cancel

3. In the User Name and Password boxes, type your credentials for the FTP server.

4. In the Server and Port boxes, type the server address and port number.
The default port for FTP is 21, but it depends on your server and network configuration. Please consult
your server administrator.

5. Select Active or Passive mode, depending on the server's configuration.

Passive FTP mode can be used to bypass some network firewalls. Again, please consult your server
administrator.
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6. In the Status box, type the name of a tag (Integer type) that will receive status codes when the project
transfers a file.

7. In the Reload box, type a tag/expression. When the value of this tag/expression changes, the project
will reload these default FTP settings.

8. Click OK to save your configuration and close the dialog.
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Runtime Tasks

Use the Runtime Tasks dialog box to configure which Runtime Tasks and runtime modules must be
automatically started when the project is run, as well as to manually start and stop tasks during project

run time.

The tab lists the available tasks for the current project. Each task's status and startup mode (Manual or
Automatic) is also displayed.

Runtime Tasks

Runtime Tasks

I—Ef?: Configure and monitor runtime tasks, such as Background Tasks and Viewer

Furtime Tazk

Background Tazk

[&] Communication Driver
(®) Core Rurtime

B Datahaze/ERP

E Mokile Access

OPC OPC DA Client [Legacy)
OFL OPC DA Server

OPC DPC LA, Client

OFL OPC LA Server

B TeRaP Client

= TCRAP Server

B0 iewver

Status

Startup

Automatic
Automatic
Avtomatic
Marusal
hanual
hanual
hanual
Marusal
hanual
hanual
Avtarmatic
Avtomatic

Runtime Tasks dialog box

For more information about these tasks and how they interact, see Internal structure and data flow on

page 22.

Tasks that are configured as Manual must be manually started and stopped. Tasks that are configured as

Automatic are automatically started when the project is run.

To start or stop a specific task, select that task in the list and then click Start or Stop on the right. You
can also use the StartTask, EndTask, and IsTaskRunning functions to programmatically start and stop

tasks.

To change the startup mode of a specific task:
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1. Select the task in the list, and then click Startup on the right. The Startup dialog box is displayed.
2. Select Manual or Automatic as needed.
3. Click OK.

The following table shows which tasks are available on each target platform:

Task Windows HMI Runtime
Background Task Yes Yes
Communication Driver Yes Yes
Core Runtime Yes Yes
Database/ERP Yes No
LogWin Yes No
Mobile Access Yes Yes
OPC DA Client (legacy) Yes No
OPC DA Server Yes No
OPC HDA Server Yes No
OPC UA Client Yes Yes
OPC UA Server Yes Yes
OPC XML/DA Client Yes No
TCPI/IP Client Yes No
TCP/IP Server Yes No
Viewer Yes No
Watch Yes No

For more information about runtime editions, see About the software components on page 33. For more
information about target platforms, see About target platforms, product types, and target systems on page
105.
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Run a project as a Windows service

Your project can be configured to run under Windows services.

Microsoft Windows services, formerly known as NT services, allow you to create long-running programs
that run in their own Windows sessions. These sessions can be automatically started when the computer
starts up, can be paused and restarted, and do not show any user interface. These features make services
ideal for use on a server or whenever you need long-running functionality that does not interfere with
other users who are working on the same computer. You can also run services in the security context of a
specific user account that is different from the logged-on user or the default computer account. For more
information about services, please refer to the Microsoft Developer Network (MSDN) Library.

Why would you want to run your project under Windows services?

* To ensure that your project always runs with whatever system privileges it needs, regardless of the
privileges of the user that is currently logged on to Windows;

* To prevent the user from interfering with your project while it is running; or

¢ To let your project keep running when there is no user logged on at all.

Create and configure the Windows service

g Note: To perform these actions, you must be logged on as a user with Administrator privileges
and you should know how to use the Computer Management console. (To access the console,
right-click the Computer icon, and then click Manage on the shortcut menu.)

There are two ways to create and configure the Windows service for your project: you can use the Service
Configuration tool in the EcoStruxure Machine SCADA Expert development environment, or you can use
the command-line utility that is installed with the software.

Service Configuration Tool

You can configure and run a new service from within the development environment by clicking Service on
the Project tab of the ribbon. This opens the Service Configuration dialog box:

% Service Configuration >

General Information
Application: || |
|zer: | |

Passward: | |

Startup Type
() Automatic (® Manual () Disabled

Action
Service Status: Service not found.

Apphy Close

Service Configuration dialog box

Application

The location of the project file (<project name>.app) that the service will load and run
when it is started. This must be a complete file path. Use the browse button (...) to find and
select the project file on your computer.
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User

The Windows user account under which the service will run. This is an optional setting; if it
is not used, then the service will run under Local System.

¢ Note: Try to avoid running the service under Local System. That account has
too much privilege to the file system and too little privilege to run the OPC
Client and Server modules properly. The best alternative is to create a user
solely to run EcoStruxure Machine SCADA Expert and configure its privileges
to fit the needs of your project. For more about this, see "Configuring User
Privileges" below.

Password

The password for the specified user account. This is an optional setting; it is not needed if
no user is specified or if the specified user does not have a password.

Startup Type
How the Windows service will start. The following options are available:
* Automatic: The service will start automatically when the computer starts up.

* Manual: The service can be started manually in the Computer Management console or by
clicking Start, as described below.

* Disabled: The service will be created and then disabled. It cannot run until a user with
Administrator privileges enables it in the Computer Management console.

Action pane

Start or stop the service. Please note that these buttons are not enabled until the service is
actually created.

Creating a New Service
To create a new service:

1. Next to the Project box, click ... to open a standard Windows file browser. Use the browser to find and
select your project file.

2. In the User and Password boxes, type the username and password (if any) for the Windows user account
under which the service will run.

3. Select a Startup Type.
4. Click Apply. The service is created with the specified settings.

After the service has been created, it will appear in the Services console (This PC > Control Panel > System and
Security > Administrative Tools > Services) under the name "EcoStruxure Machine SCADA Expert". You can use
that console to quickly stop and restart the service, if you do not want to run the EcoStruxure Machine
SCADA Expert development application.

Command-line Utility

You can also configure the service by using the command-line utility, StdSveInst.exe. It offers a few
more options than the Service Configuration tool described above — such as specifying a name and
description for the service — and it can be used without running the EcoStruxure Machine SCADA
Expert development application. The utility is located in the Bin folder of the program directory. To

run the utility, open a command prompt, navigate to the Bin folder (C:\Program Files (x86)\Schneider
Electric\EcoStruxure Machine SCADA Expert 2023\Bin), and then enter the command with the desired
parameters.

The utility has the following command syntax:
StdSvcInst { -create -app filepath -startup { auto | manual | disabled } -

user username -password password —-name displayname -descr description | -start | -
stop | -delete }

-create

Creates the Windows service.

-app filepath
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Specifies which project file (<project name>.app) the service will load and run when it is
started. (This is the same as the Project box in the Service Configuration dialog.) You must
include the complete file path, and it must be enclosed in quotes.

This parameter is required when you create a new service.

-startup { auto | manual | disabled }
Specifies how the service will start. (This is the same as the Startup Type in the Service
Configuration box.) This parameter is optional; if it is not used, then the default behavior for
a new service is manual.

-user username
Specifies the Window user account under which the service will run. (This is the same as the
User box in the Service Configuration dialog.) This parameter is optional; if it is not used, then
the service will run under Local System.

-password password
Specifies the password for the given user account. (This is the same as the Password box in
the Service Configuration dialog described above.) This parameter is optional; it is not needed
if no user is specified or if the specified user does not have a password.

-name displayname
Defines the service name that is displayed in the Computer Management console. The name
must be enclosed in quotes. This parameter is optional; the default name is "Studio".

-descr description

Defines the service description that is displayed in the Computer Management console. The
description must be enclosed in quotes. This parameter is optional.

-start
Starts the service. This is the same as starting the service using the Computer Management
console or by clicking Start in the Service Configuration dialog.

-stop
Stops the service. This is the same as stopping the service using the Computer Management
console or by clicking Stop in the Service Configuration dialog.

-delete

Deletes the service.
Example: Creating the Service

In this example, we want to create a new Windows service with the following options:

EcoStruxure Machine SCADA C:\Users\<user name>\Documents\EcoStruxure Machine SCADA Expert
Expert Project File 2023 Projects\<project name>\<project name>.app

Startup Mode Automatic

User EcoStruxure Machine SCADA Expert

Password EcoStruxure Machine SCADA Expert

Service Name "EcoStruxure Machine SCADA Expert"

Service Description "Starts EcoStruxure Machine SCADA Expert project"

Note that the system must already have a user account named "EcoStruxure Machine SCADA Expert"
with password "EcoStruxure Machine SCADA Expert".

So, to create the service with the desired options:
1. Make sure you are logged on as a user with Administrator privileges.

2. Open a command prompt (Start > Windows System > Command Prompt).
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3. Navigate to the Bin folder:

cd "C:\Program Files (x86)\Schneider Electric\EcoStruxure Machine SCADA
Expert 2023\Bin"

4. Enter the command:

StdSvcInst —-create —-app "C:\Users\<user name>\Documents\EcoStruxure Machine

SCADA Expert 2023 Projects\<project name>\<project name>.app" -startup auto -
user EcoStruxure Machine SCADA Expert -password EcoStruxure Machine SCADA Expert
-name "EcoStruxure Machine SCADA Expert" -descr "Starts EcoStruxure Machine SCADA
Expert project”

If the procedure is successful, then the system will display the message Service created. Otherwise, it
will display an error message.
Example: Changing the Project File

After you create the service, you may want to change the project file that it runs. You can do this by using
the -app parameter:

1. Make sure you are logged on as a user with Administrator privileges.
Stop the service if it is running.
Open a command prompt.

Navigate to the Bin folder.

Lk W

Enter the command — for example, to set MyProject as the project file:

StdSvcInst —app "C:\Users\<user name>\Documents\EcoStruxure Machine SCADA
Expert 2023 Projects\MyProject\MyProject.app"
Example: Deleting the Service
To delete the service:
1. Make sure you are logged on as a user with Administrator privileges.
Stop the service if it is running.
Open a command prompt.

Navigate to the Bin folder.

S

Enter the command:

StdSvcInst —delete

Configure user privileges

The service will run under the privileges of the user account specified in the User field of the Service
Configuration tool (or by the -user parameter of the command-line utility). If EcoStruxure Machine SCADA
Expert needs some system resource to which that account does not have privileges, it will fail. Therefore,
you must configure the account to have the necessary privileges.

g Note: The following actions can be performed only by a user with Administrator privileges.

Enabling the User Account to Log On as a Service

Before anything else, the specified user account must be enabled to log on to the computer as a service.
To enable the account:

1. Open the Local Security Settings console (This PC > Control Panel > System and Security > Administrative Tools >
Local Security Policy).

2. In the console window, select the User Rights Assignment folder (Security Settings > Local Policies > User Rights
Assignment).

3. In the list of policies, double-click Log on as a service.

The Log on as a service dialog box is displayed.
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4. Click Add User or Group.
The Select Users or Groups dialog is displayed.
5. Type the name of the user account under which you want the service to run.
6. Click OK.
Giving the User Account Full Control Over the Project Folder

For your project to run properly, the specified user account must have full control over the project folder
and all of the files in it. To give the account those privileges:

1. In Windows Explorer, locate your project folder (i.e., the folder that contains the file <project
name>.APP).

2. Right-click the folder, and then click Properties on the shortcut menu.
3. In the properties sheet, click the Security tab, and then click Edit.

4. In the Permissions dialog box, click Add, and then add the user account that you specified when you
created the service.

S. Select the user that you added, and then in the list of permissions, set Full Control to Allow.

6. Click OK to apply your changes and close the dialog, and then click OK again to close the properties
sheet.

Allowing the User Account to Run the OPC Client/Server Module

As mentioned previously, normal users have too few privileges to properly run the OPC Client/Server
module. Therefore, you must configure the user account to have those privileges:

1. Open the Component Services console (This PC > Control Panel > System and Security > Administrative Tools >
Component Services).

2. In the console window, select the DCOM Config folder (Console Root > Component Services > Computers > My
Computer > DCOM Config).

3. In the DCOM Config pane, right-click OPC DA Server, and then click Properties on the shortcut menu.
4. In the properties sheet, click the Ildentity tab.

S. Select This user and then complete the fields with the same username and password that you specified
when you created the service.

6. Click OK to apply your changes and close the properties sheet.

7. Close the Component Services console.

Troubleshooting

When you run your project as a Windows service, it has no user interface. Therefore, if an error occurs,
it will only be logged as a Windows application event. You can check the messages by using the Event
Viewer console (This PC > Control Panel > System and Security > Administrative Tools > Event Viewer).

Closing a project that is configured as a service

In order to enhance project security, you will be queried on closing to confirm you trust this project that is
configured to run as a Windows service.

~ ,  The project Project_service test has been updated and it is configured to run as a service. For the service to
continue working, you must trust it. Do you want to do that now 7

Trust Project Configured as a Windows Service dialog

Confirm that you trust the project to run as a Windows service by choosing Yes.

If you choose No, the project will still close, but it will not run as Windows service the next time is it run.
The Windows Event Viewer will show an error, as shown below. In order to run it, open the project and
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confirm that you trust it to run as Windows service. For more information on opening a project that is
confiured to run as a service, see Open Project on page 61.

] EventViewsr - O X
File  Action  Wiew  Help
Ll AN]
| R ERE Application Murmber o ? Actions
& Custom Yiews .
- i Windows Logs Lewel Date and Time Source EventID Task Ca.. *| | Applica.. & ©
{=] Application |Error 2 03 icati 0 Mone = Opu
@ Security (i)Information 22-03-2022 082837 Security-SPP 16384 Mone ~ ¥ Cr.
& Setup Event 0, Application x Irm...
5] System
Q Forwarded B General  Details Cl...
=) Applications anc A T Filt..
[ Subscriptions The description for Event ID 0 from source Spplication cannot be found, Either the cor ERE
that raises this event iz not installed on ywour local cormputer or the installation is corru
can install or repair the combonent on the local computer, % Fift..s
]
3 > L—l Sau,
< > At v

Windows Event Viewer showing Windows service error

o Tip: If the project is running as a Windows service at the time the changes are made and saved
in the IDE, those changes will not be updated until the project is stopped, the changes are
saved, the project is trusted to run as a Windows service, and the service is restarted.
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Es and the Tag Database

This is the reference for tags and the tag database.
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About Tags and the Project Database

Tags are a core component of any project. Simply put, project tags are variables used to receive and store
data obtained from communication with plant floor devices, from the results of calculations and functions,
and from user input. In turn, tags can be used to display information on screens (and Web pages), to
manipulate screen objects, and to control runtime tasks.

But tags are more than simple variables. The project runtime includes a real-time database manager that
provides a number of sophisticated functions such as time-stamping of any value change, checking tag
values against runtime minimum and maximum values, comparing tag values to alarming limits, and so
on. A project tag has both a value and various properties that can be accessed, some at development and
others only at runtime.

Project Explorer v B X

~ |[E Project: Test4d.APP
w 5 Project Tags
B Datasheet View
£ Tag List {5)
L3 Classes
v [5 Shared database
B Datasheet View
£ Tag List (O
v 5 Systermn Tags
B Datasheet View
£ Tag List (46)
v 5 Security
2N Groups
& Users
w = Procedures
v [ YBScript
F tain Pracedures
w B Python
F Main Procedures
Event Logger
Fn Translation

@ Global | S Graphics [# Tasks B Comm

All tags are organized into one of the following categories, which are represented by folders on the Global
tab of the Project Explorer:

* Project Tags are tags that you create during project development. Places where project tags are used
include:

e Screen tags

e Tags that read from/write to field equipment

¢ Control tags

e Auxiliary tags used to perform mathematical calculations

¢ Shared Database tags are created in a PLC program and then imported into the tags database through
the Tag Integration feature.

For example you might create tags in CoDeSys and then import them into your project so that it can
directly read/write data on a CoDeSys device.

You cannot modify the properties of shared tags within your project. Instead, modify those tags in the
original PLC program and then re-import them into the tags database.
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¢ System Tags are predefined tags with predetermined functions that are used for supervisory tasks
during project run time. For example,

¢ Date tags hold the current date in string format
¢ Time tags hold the current time in string format

Most system tags are read-only, which means you cannot add, edit, or remove these tags from the
database.

To see a list of the system tags, select the Global tab in the Project Explorer, open the System Tags folder,
and open the Tag List subfolder.

After creating a tag, you can use it anywhere within the project, and you can use the same tag for more
than one object or attribute.
Project Tags Folder

The Project Tags folder contains all tags created and customized by the user. You can create project tags
for displays, to read from and write to field equipment, for control, to perform mathematical calculations,
and so forth.

To update a list of project tags, right-click on the Project Tags folder (or Datasheet View icon |%) and select
the Refresh option.

Important: Before deleting a tag, we strongly recommend using the Object Finder tool Q (on the
Home tab of the ribbon) to verify that you are not using the tag in another part of the project
(screens, math sheets, so forth). If you delete a tag from the project database that is being used
in another part of the project, you will cause a compiling error and the project will function
poorly.

To create a new tag, right-click on the Project Tags folder, the Tag List sub-folder, or Datasheet View icon and
select Insert Tag from the shortcut menu. You also can click Tag on the Insert tab of the ribbon.

The New Tag dialog displays, as shown in the following figure:

*
Mew Tag
M arne: Indesx
Array: i}
Type: Integer
Descrption:  Tag Index Mumber
Seope: Local -
New Tag dialog

Use this dialog to specify the following parameters:

Name field: Type a name for the new tag. The first character must be a letter and you can use up to 255
characters in the name.

Array Size field: Type a value to specify the size of the tag. Any size greater than O implies that the tag is
an array.

Type combo-box: Select a standard tag type from the list (Boolean, Integer, Real, or String). You also can
define new types as structures formed by the classes.

Description text box: Type a tag description for documentation purposes.
Scope combo-box: Click to select one of the following options:

e Server (default): The tag is maintained on the project server, and it is shared by all connected thin
clients. A change to the tag value affects the entire project.

¢ Local: A virtual copy of the tag is maintained separately on each local station (server + clients), and
a change to the tag value affects only the station on which the change was made.
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These options have no affect on projects that do not have Web capabilities. If you select a Scope option for
a project with Web capabilities, then any object property using the Local tag will not work properly over
the Web.

g Note: You must create unique tag names. You cannot create a tag that uses the name of an
existing tag.

You can view or edit the properties of a tag from either of the following dialoges:

* Tag Property dialog: Click Properties on the Home tab of the ribbon when the tag name displays in
the Tag name field or double-click on the tag name in the Tag List subfolder located in the Project Tags
folder.

Project Tags dialog: Click the Datasheet View E| icon in the Project Tags folder.

The Project Tags datasheet includes columns for many of the tag properties.

@ Project Tags X

MName |ra\,r Si;l Type | Diescription Scope LIA External Availability
Q Filter text QR v | Q Filter text Qo v g v
‘I_w'ﬁ Lewel 3 Integer ¥ | Lewel ofthe tank Server ¥ Disahled A
T*’-"Index 0 | Integer ¥ Tag Index Mumber | Local ¥ Dizabled
3 N wiyBoolean 0 | Boaolean A Server ¥ Disahled A
T*’-{’ hylnteger 0 | Integer v Server % Disahled v
T\-’nnﬂ\;Real 0 |Real v Server ¥ | Disabled v
T 5] Ty String 0 | Btring v Sermer % Disahled v
= ] Integer v Server ¥ Disabled
* Integer A Server ¥ Disahled A
- Integer v Server % Disahled v
* Integer A Server ¥ Disahled
- Integer v Server % Disahled v
Project Tags datasheet

Use this dialog to create, modify, or delete tags or tag properties. You can right-click on a tag property
and use standard Windows commands to cut (Ctrl+X), copy (Ctrl+C), or paste (Ctrl+V), any tag and its
properties. You can also undo (Ctrl+Z) the last modification to a field.

g Tip: You can sort the data in the Project Tags sheet and/or insert/remove additional columns
to/from the sheet by right-clicking on it and choosing the applicable option from the shortcut
menul.

SET TAG PROPERTIES USING THE PROJECT TAGS DATASHEET
Use the Project Tags datasheet to set the properties of project tags.

The datasheet is essentially a spreadsheet that lists all of the tags (not including shared and system tags)
that are in your project database, as well as certain properties of those tags. You can change which tag
properties are included in the spreadsheet by showing or hiding additional columns, and you can set the
properties of specific tags by entering new values in the appropriate cells.

g Note: You cannot use the Project Tags datasheet during run time. If you need to edit the tags
database during run time, use the Tags Database functions.

To use the Project Tags datasheet to set tag properties:
1. At the bottom of the Project Explorer window, click Global.
The Global tab is displayed.
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Project Explorer

v |E Project: Testd.APP
v 5 Project Tags
B Datasheet View
[ Tag List {5}
C3 Classes
~ [5 Shared database
B Datasheet View
[ Tag List (O
v 5 System Tags
B Datasheet View
[ Tag List {46
v 5 Security
2 Groups
& Users
~ 5 Procedures
~ 5 WBScript
[T Main Procedures
v 5 Pythan
[T Main Procedures
Ewent Logger
Fa Translation

@ Global | S Graphics Tasks

+ I

Q Camm

2. Expand the Project Tags folder, and then in the folder, double-click Datasheet View.

The Project Tags datasheet is opened in the screen/worksheet editor.

% Project Tags X

Mame
Q Filter text

+f Level

-y

2 ¥ Index

3 M wwBoolean

+° Wyinteger
< MyReal

(5 E ystring

|ray5i;| Type
QF | @mn

v | Q Filter text
Integer
Integer
Boalean v
Integer

Real

o o o o O W

String

Integer

Integer

W

W

W

W

Integer v
W

Inteqer v
W

Integer

Cescription

¥ Level ofthe tank

¥ Tag Index Mumhber

Scope

Q min
Server
Local
Server
Server
Server
Server
Server
Server
Server
Server

Server

£ €| €| €| €| €| €| €| €| €| €| £

LA External Availability

Q an
Dizakled
Disabled
Dizahled
Disabled
Disahled
Disabled
Disabled
Dizakled
Disabled
Dizahled
Disabled

£ €| €| €| €| €| €| €| €| €| €| £

3. To show/hide additional columns for other tag properties, right-click anywhere in the datasheet, and
then on the shortcut menu, click the desired properties:

Name (cannot be hidden)
Size (shown by default)
Type (shown by default)

Description (shown by default)

Scope (shown by default)
More Columns > Startup
More Columns > Min

More Columns > Max

More Columns > Unit

More Columns > Retentive Value
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e More Columns > Retentive Parameters

* More Columns > Dead Band

¢ More Columns > Smoothing

*  More Columns > UA External Availability (shown by default)

Each row of the datasheet represents a project tag, and each column of the datasheet represents a
property of that tag.

4. To set a tag property, enter the new value in the appropriate cell. Repeat as needed.

Some properties do not apply to all data types, so for more information about the applicable properties,
see:

* Properties of Integer and Real tags on page 177
¢ Properties of Boolean tags on page 181
e Properties of String tags on page 184

5. When you are done, save and close the datasheet.

EXTENDING THE PROJECT TAGS DATASHEET
The Project Tags worksheet can be extended up to 65,488 rows, if necessary.

The datasheet is normally limited to a maximum of 32,721 rows. (This is separate from the maximum
size of the project database as a whole, as well as the runtime limit that is set when you select a target
platform for a new project.)

To extend the worksheet, edit your project file (<project name>.app) to include the following entry:
[Options]
EnableExtendedTagCount=1

Doing so, however, brings the following restrictions:

* Project tags in rows 32,722 through 65,488 of the worksheet cannot be used as array indices in
expressions. That is, in an expression like Abs (numArray[indexTag]), indexTag cannot be in that
range of rows. (This restriction does not apply to the VBScript interface.)

* In a Class worksheet, only the first 32 class members can have alarms. For all class members after the
first 32, alarms will not work.

Generally speaking, extending the Project Tags datasheet stretches the capabilities of this software and
should be done only when it is absolutely necessary. It is better to design your project to conserve tags.

About classes

Class tags are compound tags that permit a high-degree of encapsulation within the Tags database.
Where basic tags receive a single value, classes are designed to receive multiple values.

You can create a class-type tag by grouping basic or array tags, which then become the class members.
The maximum number of members for any class depends on the product specification.

You specify class-type tags in one of two formats:

e For a simple class tag the syntax is TagName . ClassMemberName. (Where the period is used as a
separator.)

For example, if you wanted to monitor several different conditions (such as temperature, level and
pressure) in a tank, you might create a class tag as follows:

¢ Tank.Temperature
¢ Tank.Level
e Tank.Pressure

¢ For creating a complex class tag (using an array tag) the syntax is
ArrayTagName[ArrayIndex] .ClassMemberName. (Where again, the period is used as a separator.)

If you wanted to monitor the temperature, level, and pressure conditions in multiple tanks, you might
create a class tag as follows:

¢ Tank[tk].Temperature
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e Tank[tk].Level
e Tank[tk].Pressure

Where tk is an array index, representing the tank number.

Classes Folder

The Classes folder contains all of the project classes and their respective members. Classes are compound
tags consisting of user-defined data-type structures or tag types (Integer, Real, Boolean, and String).
Classes allow for high-level encapsulation in the project database. A class-type tag provides a set of values
for its members.

To define a class you must define the members and their types. Class members are variables that hold
values for an object with particular characteristics. Thus, the defining a class can be very useful for
projects with a repeating group of variables.

- Note: When you create a class folder, a Class %~ icon displays in the Tag List subfolder located in
the Project Tags folder.

To access the members of a class, use the following syntax with a period ( . ) as the separator:
TagName . MemberName. For example: tk.LEV or tk.TMP.

If the Tank tag is an array, you use the following syntax:
ArrayTagName[ArrayIndex] . MemberName

For example: Tank[1] .Level or Tank[n] . Temperature

A class-type tag contains a set of values (rather than a single value) associated with the class. You create
class-type tags by grouping simple tags, which become the members. The maximum number of members
for any class depends on the product specification. Class members can hold standard Integer, Real,
Boolean, and String values, as mentioned previously.

To create a new class, use one of the following methods to open the Insert Class dialog:
*  On the Insert tab of the ribbon, in the Global group, click Class;

* Right-click on the Classes folder, the Members List sub-folder, or the Datasheet View icon in the Classes
folder; or

* Create a new class tag in the Project Tags folder.

When the Insert Class dialog displays, enter a class name in the Name field, and then click OK to close the
dialog.

Insert Class =
M arne:;
Tank |
Cancel

Insert Class dialog

g Note: You must type a unique class name. You cannot create two classes with the same name.
In addition, you cannot configure shared tags and system tags as classes.

EcoStruxure Machine SCADA Expert saves class folders in the Tag List subfolder (located in the Project
Tags folder). You can edit the classes in this folder.
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When the Class datasheet displays, you can use it to create, modify, or delete any class members and
their viewable properties. (You cannot edit classes from the Tag Property dialog.)

EI Class: Tank X

MHame Tipe Description

*I_«'-‘> Temperature Integer ¥ Tanktemperature
T o7 | ayel Intener ¥ Tank level
Tw'? Fressure Intecer ¥ Tankpressure
T 8] Contents String ¥ Tank contents
T Ll [ TNE=T Boolean ¥ | Tank in use or not

* Intener b

* Intecer b

Class datasheet

g Note: The Classes folder can contain up to 16,384 classes and up to 4,096 members per class.
This is a technical limitation of the tags database, not a licensing restriction; unused classes do
not count against the total number of tags used.

When a new tag is created with a class type, however, each class member counts as a tag used
because each member holds a value. (For example, if you create a class with 5 members and
then create 5 tags with that class type, then you have a total of 25 tags used.) The total number
of tags used cannot exceed the number of tags supported by the project's target system /
runtime license.

To edit a class member or property, you can right-click on the item and use standard Windows commands
to cut (Ctrl+X), copy (Ctrl+C), or paste (Ctrl+V). You can also undo (Ctrl+Z) the last modification to a field.

You also edit member properties as follows:

* Name field: Type a name for the member or member property. The first character must be a letter and
you can use up to 255 characters in the name.

* Type combo-box: Select a member type (Boolean, Integer, Real, or String).

* Description field: Type a description of the member property for documentation purposes.

g Note: Members of a class cannot be of another class type.

Also, you must create a unique class name. You cannot reuse the name of an existing class.
However, you can create members with the same name in different classes.

To delete a class and all its members, right-click on a class folder and select delete. EcoStruxure Machine
SCADA Expert disables the delete option if you are running any runtime tasks. In addition, you cannot
delete a class if it is associated with any tag.

Shared Database folder

The Shared Database folder shows the tags that you have added to your project through tag integration.

The folder is located on the Global tab of the Project Explorer. It provides both a Datasheet View and a Tags
List similar to the Project Tags folder, but you cannot use them to edit the properties of integrated tags. You
can only read and write actual tag values during run time. If you want to edit the properties of integrated
tags, you must use the appropriate programming software to do it on the source device(s).

Integrated tags are automatically and continuously updated as long as the project runtime server remains
connected to the source device(s). You can use these tags the same as you would use normal project tags
that you created in EcoStruxure Machine SCADA Expert; it is not necessary to configure an OPC or Driver
worksheet that associates project tags with device registers.

The Shared Database folder only shows the integrated tags that you have already added to your project. If you
have not set up any tag integration sources and then used the Object Finder to select specific tags, the
folder will be empty.

For more information, see Tag Integration on page 226.
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System Tags Folder

The System Tags folder contains predefined tags that have specific functions (time, date, acknowledge
alarms, storage of the logged user, and so forth). You cannot edit or delete these tags; but you can access
their values from any EcoStruxure Machine SCADA Expert task, copy them, and use them elsewhere.

¢ Note: To update EcoStruxure Machine SCADA Expert's shared database with the system tags
files, right-click on the System Tags folder or Datasheet View icon, and then click the Refresh option.

For a list of system tags, including their properties and descriptions, see List of System Tags.

You can view the properties of a system tag using the System Tags datasheet, which contains four
columns (Name, Size, Type, and Description).

/A, Important: Most system tags are read-only. To change the time, for example, you must use the
proper math function and set the system time rather than writing to the system time tag.

LIST OF SYSTEM TAGS

This is a list of the system tags that are available in all projects.

List of system tags

Tag Name Data Type Description Scope
AckAll Boolean Toggle to 1 to acknowledge all alarms. ! Server
AckAlr Boolean Toggle to 1 to acknowledge the highest priority unacknowledged alarm; see Server
Alarm below.
Alarm String The name of highest priority unacknowledged alarm. ! Server
AnalogValue_ Real A simulated analog value that steadily increases from 0 to 96 at the rate of | Local
1.6/sec. When it reaches 96, it starts over at 0.
Beep Boolean The current state of the audible alarm (i.e., the "beep"): 0 = OFF, 1 = ON. ! Local
BeepOff Boolean Toggle to 1 to mute the audible alarm (i.e., the "beep"). ! Local
This does not acknowledge or disable the alarm itself, and this does not
toggle the value of the Beep system tag. This only suppresses the sound
of the alarm on the local station. If you want to disable the audible alarm on
all stations, see Customize the audible alarm on page 399.
BlinkFast Boolean Toggles every 200 milliseconds by default. Local
To adjust this period, edit the program settings file (Program
Settings.INI)inordertochange the BlinkFast setting.
BlinkSlow Boolean Toggles every 600 milliseconds by default. Local
To adjust this period, edit the program settings file (Program
Settings. INI)inorderto change the BlinkS1ow setting.
CrispDisplay Integer Legacy tags used by the CrispView custom interface. They are kept in Local
- - EcoStruxure Machine SCADA Expert only for backward compatibility and
Crisplnput String should not be used in new projects. For more information, please contact Local
CrispOutput String Technical Support Local
Date String The current date on the local station, formatted according to the station's Local
current date format (e.g., 05/15/2008). For more information about the
date format, see About the date format and how to change it on page 680.
If this tag is referenced on a project thin client, its value might be different
from the current date on the project runtime server. See ServerDate
below.
Day Integer The current day of the month, between 1 and 31. Local
DayOfYear Integer The current day of the year, between 0 and 365. Local
DigitalValue_ Boolean A simulated digital value that alternates between 0 and 1 each second. Local
Goto String The start point of a Goto...Label structure. For more information, see Using Local

the Goto...Label structure in a Math worksheet on page 496.

Page 157



Tags and the Tag Database

Tag Name Data Type Description Scope
GroupCNFHiLevel Integer The end of current security level range to CNF. s Local
GroupCNFLoLevel Integer The start of current security level range to CNF. s Local
GroupHiLevel Integer The maximum security level of the current user's group. 23 Local
GroupLoLevel Integer The minimum security level of the current user's group. 23 Local
GroupName String The name of the Group to which the current User belongs. If the user Local

belongs to more than one group, this tag will have all the group names
separated by comma.

Hint String The hint text for the current object. For more information, see Object Local
Properties.

Hour Integer The current hour of the day, between 0 and 23. Local

InputMaxRange Real The maximum value (Max) for the current tag or object; see Local
InputOutOfRange below.

InputMinRange Real The minimum value (Min) for the current tag or object; see Local
InputOutOfRange below.

InputOutOfRange Boolean This tag toggles to 1 when the user's input is outside the Max/Min range of Local
the current tag or object.

Label String The end point of a Goto...Label structure. For more information, see Using Local
the Goto...Label structure in a Math worksheet on page 496.

LastCodeChar_ Integer Last code char in the Viewer (??7) Local

LptOff Boolean Toggle to 1 to suppress the printing of alarms to the default printer. ! Local

Minute Integer The current minute of the hour, between 0 and 59. Local

Month Integer The current month of the year, between 1 and 12. Local

Next Integer The end point of a For...Next loop. For more information, see Using the Local
For...Next loop in a Math worksheet on page 497.

Reserved___1 Boolean Reserved for future use. Local

Reserved__ 2 Boolean Reserved for future use. Local

Reserved 8 Boolean Reserved for future use. Local

Reserved__ 9 Boolean Reserved for future use. Local

Reserved___ 10 Boolean Reserved for future use. Local

Second Integer The current second of the minute, between 0 and 59. Local

ServerDate_ String The current date on the project runtime server, formatted according to the Server

server's current date format (e.g., 05/15/2008). For more information
about the date format, see About the date format and how to change it on
page 680.

ServerTime_ String The current time on the project runtime server, presented as a string in Server
HH:MM:SS format. For example, 23 :45: 03.

Time String The current time on the local station, presented as a string in HH:MM:SS Local
format. For example, 23 : 45 : 0 3. (This may be different from the current
time on the project runtime server; see ServerTime _above.)

Tomorrow Integer The next day of the month, between 1 and 31. Local
UserName String The name of the User that is currently logged in. 2 Local
Weekday Integer The current day of the week on the local station, presented as an integer: Local

0 = Sunday, 1 = Monday, 2 = Tuesday, 3 = Wednesday, 4 = Thursday,
5 = Friday, 6 = Saturday.

Year Integer The current, four-digit year (e.g., 2008). Local

Yesterday Integer The previous day of the month, between 1 and 31. Local

! For more information about configuring alarms, see Alarms folder.

2 For more information about configuring Users, Groups, and Security Levels, see Security System on
page 626.
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3 This system tag has been deprecated and is available only for backward compatibility. If the user
belongs to more than one group, this tag has a value of -1. Use the function CheckSecurityLevel
instead.
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Designing a Tag

These are design decisions and parameters for tags.

Tag name syntax
Observe the following guidelines when you name a tag or class member:

¢ Each name must be unique — you cannot specify the same name as another user-created tag or
class member, an imported tag, a system tag, or a built-in function. If you enter an existing name, the
project development environment will recognize that name and it will not prompt you to create a new
tag.

¢ The name can be composed of uppercase and lowercase letters (A-2, a-z), the accented forms of those
letters (e.g., é, 4, ¢), standard numerals (0-9), and the underscore character (_). All other punctuation,
special characters, mathematical symbols, and non-Latin alphabets are not allowed.

¢ The name must begin with a letter.
¢ The name can be up to 255 characters long.

¢ Even though the name can be composed of both uppercase and lowercase letters, it is not actually
case-sensitive. It will be recognized as long as it is spelled correctly. Therefore, you can use uppercase
and lowercase letters to make the name more readable to you. For example, TankLevel and
tanklevel both refer to the same tag.

To indicate a tag will be used as an indirect tag, insert the "at" sign (@) at the beginning of the tag name.

Choosing the Tag Type

EcoStruxure Machine SCADA Expert allows you to create the following types of tags:
* Basic tags hold a single value.

e Array tags are a set of tags that use the same name with unique indexes.

¢ Class tags are a set of compound tags that consist of user-defined data types (Boolean, Integer, Real or
String) or data-type structures.

* Indirect tags are pointers that provide indirect access to another tag type, including class tags.

A discussion of these tag types follows.

Basic Tags

A basic tag receives a single value. Typically, most tags defined for a project are basic tags. Some examples
of a basic tag include:

* TankID (to identify different tanks in your project)
* Temperature (to identify the current temperature of an object)

¢ Status (to identify whether an object is open or closed)

Array Tags

An array tag consists of a set of tags that all have the same name, but use unique array indexes (a matrix
of nlines and one column) to differentiate between each tag. An array indexcan be a fixed value, another
tag or an expression. Maximum array sizes are determined by product specifications.

You can use array tags to:

* Simplify configurations

¢ Enable multiplexing in screens, recipes, and communication interfaces
e Save development time during tag declaration

You specify array tags in one of two formats:

e For a simple array tag, type:

ArrayTagName[ArrayIndex]
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¢ For a complex array tag (where the array index is an expression consisting of a tag and an arithmetic
operation), type:

ArrayTagName[ArrayIndex+c]

Where:

e ArrayTagName is the tag name;

* [ArrayIndex] is the unique index (fixed value or another tag);
* +is an arithmetic operation; and

e cis a numerical constant.

- Note:

*  You must specify a maximum index for each array tag by typing a value (n) in the Array
Size column of an Project Tags datasheet or in the Array Size field on a New Tag dialog. (See
"Creating project database Tags").

When you create an n-position array tag, EcoStruxure Machine SCADA Expert actually
creates n+1 positions (from O to n). For example, if you specify ArrayTag[15], the array will
have 16 elements, where O is the start position and 15 is the end position.

* You must not use spaces in an array tag.

When EcoStruxure Machine SCADA Expert reads a tag it begins with the first character and
continues until it finds the first space or null character. Consequently, the system does not
recognize any characters following the space as part of the array tag.

For example, if you type a[second + 1] EcoStruxure Machine SCADA Expert regards
a[second as the tag and considers it invalid because EcoStruxure Machine SCADA Expert
does not find (recognize) the closing bracket. However, if you type a[second+1], this is a
valid array tag.

You can specify an array tag wherever you would use a variable name. Also, because array tags greatly
simplify configuration tasks and can save development time, we suggest using them whenever possible.

For example, suppose you want to monitor the temperature of four tanks. The conventional configuration
method is:

* temperaturel — high temperature on tank 1

* temperature2 — high temperature on tank 2

* temperature3 — high temperature on tank 3

* temperatured4 — high temperature on tank 4

You can use array tags to simplify this task as follows (where [n] represents the tank number):
* temperature[n] — high temperature on tank n

The following table contains some additional examples of an array tag:

Array Tag Examples

Array Tag Example Description

Tank[1],Tank[2], Tank[500] Simple arrays, where the array indexes (1, 2, and 500) are numerical constants. For example, tank
numbers.

Tank[tk] A simple array, where the array index (tk) is a tag. For example, a tag representing the tank number.

Tank [tk+1] A complex array, where the array index (tk+1) is an expression. For example, the value of tk (tank
number) plus 1.

- Note: When using another tag to reference the index of an array, if the value of the tag is
outside the size of the array, then the following results are given:

* If IndexTag is greater than the size of the array, then MyArray [ IndexTag] will point to the
end position of the array; and
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e If IndexTag is less than O, then MyArray [ IndexTag] will point to the start position of the
array (i.e., MyArray[0]).

Indirect Tags

Indirect tags "point" to other database tags (including class-type tags). Using indirect tags can save
development time because they keep you from having to create duplicate tags (and the logic built into
them).

You create an indirect tag from any string-type tag simply by typing the @ symbol in front of the tag name
Q@TagName.

To reference a simple tag, assume the strX tag (a string tag) holds the value "Tank", which is the
name of another tag, then reading from or writing to @strX provides access to the value of the Tank
tag.

To reference a class-type tag and member, you simply create a string tag that points to the class tag
and the member. For example, if a tag strX (a string tag) holds the value "Tank.Level", which is
the name of the class tag, then reading from or writing to @strX provides access to the value of the
Tank.Level member.

You can also point directly to a class-type tag member; by identifying a class-type that points to a class
member. For example: to access the Tank.Level member of the class, you must store the "Tank"
value within the strX tag and use the syntax, @strX.Level.

Tag data types

Another consideration when designing a project tag is what type of data the tag will receive. The following
data types are recognized:

Boolean (one bit): Simple boolean with the possible values of O (false) and 1 (true). Equivalent to the
"bool" data type in C++. Typically used for turning objects off and on or for closing and opening objects.

Integer (four bytes): Integer number (positive, negative, or zero) internally stored as a signed 32-bit.
Equivalent to the "signed long int" data type in C++. Typically used for counting whole numbers or
setting whole number values. Examples: 0, 5, —200.

Real (floating point, eight bytes): Real number that is stored internally as a signed 64-bit. Equivalent to
the "double" data type in C++. Typically used for measurements or for decimal or fractional values.

String (alphanumeric data, up to 1024 characters): Character string up to 1024 characters that holds
letters, numbers, or special characters. Supports both ASCII and UNICODE characters. Examples:
Recipe product X123, 01/01/90, *** On ***,

You can also assign a new tag to a class that you have previously created.

You can find these tag types (and their respective icons) in the Global tab of the Project Explorer.

Choosing the Tag Scope

EcoStruxure Machine SCADA Expert allows you to decide whether a tag "lives" on the project server or on
each local station:

Server (default): The tag is maintained on the project server, and it is shared by all connected thin
clients. A change to the tag value affects the entire project.

Local: A virtual copy of the tag is maintained separately on each local station (server + clients), and a
change to the tag value affects only the station on which the change was made.
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Creating and Editing Tags

How to create and edit tags.

Adding Tags to the Datasheet
Use the following steps to create tags from the Project Tags datasheet:
1. Select the Global tab in the Project Explorer, and then in that tab, expand the Project Tags folder.
2. Double-click Datasheet View.
The Project Tags datasheet is opened for editing.

E Project Tags X

| Mame |ray5i;| Type Cescription Scope A External Availability
Q Filter text QFL R g v | Q Filter text Qoan v Qo

* Integer A Server ¥ Disabled A

* Integer v Server ¥ | Dizabled v

* Integer A Server ¥ Disabled A

* Integer v Server ¥ | Dizabled v

* Integer hd Server ¥ Disabled hd

3. Locate an empty line in the datasheet and then configure the following fields. You can press the Tab key
to move to the next field.

Name

Type a name using the proper syntax. For more information, see Tag name syntax on page
160.

Array Size

The default value is 0, which indicates it is a simple tag. To make the tag an array, type a
value to specify the maximum index of the array.

Type
Click the arrow to select a data type — Boolean, Integer, Real, or String — of the tag. For
more information, see Tag data types on page 162.

Description

Type a description of the tag. This is for documentation purposes only, and therefore it is
optional.

Scope

Click the arrow to select the scope — Server or Local — of the tag. For more information, see
Choosing the Tag Scope on page 162.

UA External Availability
Click the arrow to select the availability — Disabled, Read Only, or Read/Write — of the tag
to OPC UA clients. For more information, see OPC UA Server on page 613.

4. Click in a new line to create another tag, or if you have no other tags to create, then save and close the
Project Tags datasheet.
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The following example shows a variety of tags configured in an Project Tags datasheet.

@ Project Tags X

Marme [raysi|  Twe Description | Scope | UAExtemal Availability
Q Filter text QUF. QA am v | Q Filter text Qo v oam v
[ 1 o Level 3 Integer ¥ | Level ofthe tank Server ¥ Disabled
Tw")lndex 0 | Integer ¥ Tag Index Mumhber | Local ¥ Dizabled A
ERL MyBaoaolean 0 | Boolean v Server ¥ Disabled v
Tw") hlylnteger 0 | Integer A Server ¥ Disahled
TU"M\;ReaI 0 Real v Server % Disahled v
T ] ystring 0 | String v Server ¥ | Disabled
* || Integer v Server % Disahled v
EN Integer v Setver ¥ Disabled v
* Integer A Server ¥ Disahled
* Integer v Server ¥ Disabled v
* Integer A Server ¥ Disahled A

An example of the Project Tags datasheet

Creating Tags "On-the-Fly"

Instead of opening the Project Tags datasheet every time you want to create a new tag, you can create
individual tags "on-the-fly" by performing any of the following actions:

*  On the Insert tab of the ribbon, in the Global group, click Tag;
* In the Project Explorer, right-click on the Project Tags folder, the Datasheet View icon, or the Tag List

subfolder and then select Insert Tag from the shortcut menu; or

Project Explorer v 1 x

+ & Project: Tutorial.APP
w [ Proiect Tans

% Cpen
e % Insert Tag...
£ cl

0 Sh Refresh
o S Remove Unused Tags...

£ Security
[ Procedures

Event Logger
Fn, Translation

® Global | & Graphics |[B Tasks B comm

Inserting a Tag
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* Type a new tag name into any Tag/Expression text field (available from Object Properties dialogs,
worksheets, and so forth). When the Question dialog asks if you want to create a new tag, click Yes.

Cuestion

o Tag 'Index’ does not exist,

Wiould ywou like to create this tag ¢

Yes

Creating a New Tag

Any of these actions causes a New Tag dialog to display, which you can then complete as needed. For
more information, see "Configuring a New Tag".

Configuring a New Tag

Use the Project Tags datasheet or the New Tag dialog to configure the required properties of a tag:

@ Project Tags X

Marme

Q Filter text

| Scape | UAExemal Availahility

[raysi|  Twe | Description
QUE Qi v | QU Filter tesxt Qi
Integer v Server
Integer A Server
Integer v Server
Integer v Server
Integer v Server
Project Tags datasheet
MNew Tag ®
Hame: Inches
Array: i}
Type: Integer
Descrption:  Tag Index Mumber
Seope: Local -
New Tag dialog

Qi

v | Digabled

Dizabled
Disabled
Digahled
Disabled

W

1. In the Name field, enter a unique name that follows the proper syntax for tag names.

2. In the Size field, enter the maximum index of the tag if it is intended to be an array tag. (If it is not
intended to be an array tag, then enter 0.)

3. In the Type field, choose the tag's data type (Boolean, Integer, Real, or String) or class from the drop-
down list.

4. In the Description field, enter a brief description of the tag.

5. In the Scope field, choose the tag's scope (Local or Server) from the drop-down list.

o

Tip: You can configure the tag's optional properties — such as alarms and min/max limits — by

using the Tag Properties tool.
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Editing Tags

You can change the properties of a tag at any time during development or runtime. This section describes
two methods you can use to edit tags.

g Note: You can right-click on a tag property and use standard Windows commands to cut (Ctrl

+X), copy (Ctrl+C), or paste (Ctrl+V) any tag and its properties. You can also Undo (Ctrl+Z) the
last modification to a field.

From the Project Tags Datasheet

Use the following steps to edit one or more tags in the Project Tags datasheet:

1.
2.
3.

Select the Global tab, open the Project Tags folder, and double-click on the Datasheet View button.
When the Project Tags datasheet opens, locate your tag.

Double-click in the column containing the information to be changed, and then type the new
information into the datasheet.

If you changed a tag name, the Confirm Global Replace dialog box is displayed. Click Yes to replace
the tag throughout your project, so that all objects, animations, tasks, and scripts will keep using the
same renamed tag. Click No to change the tag name only, but be aware that if the old tag name is still
used anywhere in your project, it will cause compiler errors when you try to run your project. To find
where the old tag name is used, verify your project.

When the Confirm Global Replace dialog box is displayed, you can also select the Do not display this dialog
box again check box. If you select the check box, you will no longer be able to globally replace tags by
editing the datasheet. It is equivalent to always clicking No in the Confirm Global Replace dialog box, as
described above.

When you are finished editing, save your changes to the tags database.

g Tip: You can sort the data in the Project Tags sheet and/or insert/remove additional
columns to/from the sheet by right-clicking on it and choosing the applicable option from the
shortcut menu.

From the Tag List Folder

Use the following steps to edit one or more tags from the Tag List folder:

1.

2.

Select the Global tab, open the Project Tags folder, and double-click on the the Tag List folder to view a
list of all your tags.

Locate your tag and double-click on the tag name to open a Properties dialog.

g Note: You also can right-click on the tag's icon and choose Properties from the shortcut menu.

Properties

Tagname; Mylrtedger

Type: |Irteger - Size; O
Description: Scope:
Server -

Cancel

Properties dialog

The Properties dialog contains fields and combo-boxes that correspond in name and function to the
columns on the Project Tags datasheet.

3. Make your changes in the Properties dialog as follows:

* To change the current Type or Scope properties, click the arrow button and select the new
information from the list.
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* To change the Size or Description, highlight the existing text and type the new information into the
text box.

4. Click OK to save your changes to the tags database and close the Properties dialog.

g Tip: You can sort the data in the Project Tags sheet and/or insert/remove additional
columns to/from the sheet by right-clicking on it and choosing the applicable option from the
shortcut menu.
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About classes

Class tags are compound tags that permit a high-degree of encapsulation within the Tags database.
Where basic tags receive a single value, classes are designed to receive multiple values.

You can create a class-type tag by grouping basic or array tags, which then become the class members.
The maximum number of members for any class depends on the product specification.

You specify class-type tags in one of two formats:

¢ For a simple class tag the syntax is TagName . ClassMemberName. (Where the period is used as a
separator.)

For example, if you wanted to monitor several different conditions (such as temperature, level and
pressure) in a tank, you might create a class tag as follows:

¢ Tank.Temperature
¢ Tank.Level
¢ Tank.Pressure

* For creating a complex class tag (using an array tag) the syntax is
ArrayTagName[ArrayIndex] .ClassMemberName. (Where again, the period is used as a separator.)

If you wanted to monitor the temperature, level, and pressure conditions in multiple tanks, you might
create a class tag as follows:

¢ Tank[tk].Temperature
¢ Tank|[tk].Level
e Tank[tk].Pressure

Where tk is an array index, representing the tank number.

Classes Folder

The Classes folder contains all of the project classes and their respective members. Classes are compound
tags consisting of user-defined data-type structures or tag types (Integer, Real, Boolean, and String).
Classes allow for high-level encapsulation in the project database. A class-type tag provides a set of values
for its members.

To define a class you must define the members and their types. Class members are variables that hold
values for an object with particular characteristics. Thus, the defining a class can be very useful for
projects with a repeating group of variables.

- Note: When you create a class folder, a Class %~ icon displays in the Tag List subfolder located in
the Project Tags folder.

To access the members of a class, use the following syntax with a period ( . ) as the separator:
TagName . MemberName. For example: tk.LEV or tk.TMP.

If the Tank tag is an array, you use the following syntax:
ArrayTagName[ArrayIndex] . MemberName

For example: Tank[1] . Level or Tank[n] . Temperature

A class-type tag contains a set of values (rather than a single value) associated with the class. You create
class-type tags by grouping simple tags, which become the members. The maximum number of members
for any class depends on the product specification. Class members can hold standard Integer, Real,
Boolean, and String values, as mentioned previously.

To create a new class, use one of the following methods to open the Insert Class dialog:
¢ On the Insert tab of the ribbon, in the Global group, click Class;

* Right-click on the Classes folder, the Members List sub-folder, or the Datasheet View icon in the Classes
folder; or

* Create a new class tag in the Project Tags folder.
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When the Insert Class dialog displays, enter a class name in the Name field, and then click OK to close the
dialog.

Insert Class o
M arne:
Tank |
Cancel
Insert Class dialog

g Note: You must type a unique class name. You cannot create two classes with the same name.
In addition, you cannot configure shared tags and system tags as classes.

EcoStruxure Machine SCADA Expert saves class folders in the Tag List subfolder (located in the Project
Tags folder). You can edit the classes in this folder.

When the Class datasheet displays, you can use it to create, modify, or delete any class members and
their viewable properties. (You cannot edit classes from the Tag Property dialog.)

|_§'| Class: Tank X

MHame Type Crescription

1_¢*'-‘> Temperature Intecer ¥ Tanktemperature
T #2° Level Intecer ¥ Tank level
T«'-“ Fressure Integer ¥ Tank pressure
T 8] Contents String ¥ Tank contents
T W nllze Boolean ¥ | Tank in use ar not

* Intecer b

* Integer b

Class datasheet

g Note: The Classes folder can contain up to 16,384 classes and up to 4,096 members per class.
This is a technical limitation of the tags database, not a licensing restriction; unused classes do
not count against the total number of tags used.

When a new tag is created with a class type, however, each class member counts as a tag used
because each member holds a value. (For example, if you create a class with 5 members and
then create 5 tags with that class type, then you have a total of 25 tags used.) The total number
of tags used cannot exceed the number of tags supported by the project's target system /
runtime license.

To edit a class member or property, you can right-click on the item and use standard Windows commands
to cut (Ctrl+X), copy (Ctrl+C), or paste (Ctrl+V). You can also undo (Ctrl+Z) the last modification to a field.

You also edit member properties as follows:

Name field: Type a name for the member or member property. The first character must be a letter and
you can use up to 255 characters in the name.

Type combo-box: Select a member type (Boolean, Integer, Real, or String).

Description field: Type a description of the member property for documentation purposes.

¢ Note: Members of a class cannot be of another class type.

Also, you must create a unique class name. You cannot reuse the name of an existing class.
However, you can create members with the same name in different classes.
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To delete a class and all its members, right-click on a class folder and select delete. EcoStruxure Machine
SCADA Expert disables the delete option if you are running any runtime tasks. In addition, you cannot
delete a class if it is associated with any tag.
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Tag Properties

Tag properties are metadata associated with each project tag in the database.

Most of the time, you may think of project tags as simple program variables that store values, because
that is how you typically use them in your project. Each tag, however, is in fact a complex data structure
that can be handled in different ways during project run time, depending on how the tag properties are
configured.

In addition to handling standard metadata like array size, data type, description, and scope, the tag
properties can be used to configure alarm conditions, get tag quality, convert between different units of
measurement, access individual bits, retain values through project restarts, save historical data, and so
on.

Many tag properties can be viewed and edited directly in the Project Tags datasheet. In fact, every column in
the datasheet (including Name) is another tag property, and while the datasheet shows the most common
properties by default, you can configure it to show other properties in additional columns.

@ Project Tags X

Mame |ra\,r Si;l Type | Description | Scope | LA External Availability
Q Filter text QR v | Q Filter text Qogan v Qg v
1—«'3 Level 3 |Integer ¥ | Lewel of the tank Server % Disahled v
[ 2 o Index 0 | Integer ¥ | Tag Index Mumber | Local ¥ Dizgabled v
Tm hyBoalean 0 | Boaolean A Server ¥ Disahled A
It Mylnteger 0 | Integer v Server ¥ Disabled
TU"‘M\;ReaI 0 Real A Server ¥ Disahled A
T 5] My String 0 | Btring v Server % Disahled v
* || Integer hd Server ¥ Disahled
- Integer v Server % Disahled v
* Integer v Server ¥ Disabled
* Integer A Server ¥ Disahled A
* Integer v Server ¥ Disabled v

You can also open the Tag Properties dialog box, which shows all of the properties of a selected tag:
* Right-click the tag in the Project Tags datasheet and choose Tag Properties on the shortcut menu.

¢ Select the Properties command on the Home tab of the ribbon, in the Tags group.

Tag Properties *
Parameters  Alamms - Integer/Real Type  History - Integer/Real Type

|:| Retentive Value

|:| Retentive Parameters

Startup Value: | 0 |

Engineering Units
Signal Conditioning

|:| Cead Band: 0
|:| Smoothing

Cancl

Finally, you can get and set many tag properties during project run time, just as you would get and set
the values of the project tags themselves.
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Set tag properties using the Project Tags datasheet
Use the Project Tags datasheet to set the properties of project tags.

The datasheet is essentially a spreadsheet that lists all of the tags (not including shared and system tags)
that are in your project database, as well as certain properties of those tags. You can change which tag
properties are included in the spreadsheet by showing or hiding additional columns, and you can set the
properties of specific tags by entering new values in the appropriate cells.

g Note: You cannot use the Project Tags datasheet during run time. If you need to edit the tags
database during run time, use the Tags Database functions.

To use the Project Tags datasheet to set tag properties:
1. At the bottom of the Project Explorer window, click Global.
The Global tab is displayed.

Project Explorer v B ox

v |[E Project: Testd.APP
~ [ Project Tags
B Datasheet View
[ Tag List (5)
B3 Classes
v 5 Shared database
B Datasheet View
[ Tag List {0
v 5 Systern Tags
B Datasheet View
[ Tag List (46
v 5 Security
& Groups
& Users
~ 5 Procedures
v &5 WBScript
[T Main Procedures
v B Python
[T Main Procedures
Ewent Lagger
Fa Translation

@ Global | S Graphics B Tasks & Comm

2. Expand the Project Tags folder, and then in the folder, double-click Datasheet View.

The Project Tags datasheet is opened in the screen/worksheet editor.

@ Project Tags =X

Name |ray8i:| Type Description Scope LIA External Availahility

Q Filter text QF QA an v | Q Filter text Qoqn v an
[ 1 o Level 3 Integer v | Level ofthe tank Server ¥ | Dizabled v
Tw” Index 0 Integer ¥ Tag Index Mumhber | Local ¥ Disahled hd
T M wyBoolean 0 | Boolean A Server ¥ Disabled A
Tu” hyinteger 0 Integer hd Server ¥ Disabled hd
TfMyReal 0 | Real A Server ¥ Disabled A
T ] MyString 0 | String v Server Vv Disahled v
|| Integer hd Server ¥ Disabled hd
* Integer v Server ¥ | Dizabled v
* Integer hd Server ¥ Disabled hd
* Integer A Server ¥ Disabled A
* Integer hd Server ¥ Disabled hd
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3. To show/hide additional columns for other tag properties, right-click anywhere in the datasheet, and
then on the shortcut menu, click the desired properties:

* Name (cannot be hidden)

¢ Size (shown by default)

* Type (shown by default)

* Description (shown by default)

¢ Scope (shown by default)

e More Columns > Startup

* More Columns > Min

e More Columns > Max

e More Columns > Unit

* More Columns > Retentive Value

e More Columns > Retentive Parameters
e More Columns > Dead Band

*  More Columns > Smoothing

e More Columns > UA External Availability (shown by default)

Each row of the datasheet represents a project tag, and each column of the datasheet represents a
property of that tag.

4. To set a tag property, enter the new value in the appropriate cell. Repeat as needed.

Some properties do not apply to all data types, so for more information about the applicable properties,
see:

¢ Properties of Integer and Real tags on page 177
¢ Properties of Boolean tags on page 181
* Properties of String tags on page 184

5. When you are done, save and close the datasheet.

Set tag properties using the Properties command
Use the Properties command to set the properties of project tags.

The Properties command opens the Tag Properties dialog box, which you can use to set any and all of the
properties of a selected tag. This includes alarms and history properties, which cannot be set using the
Project Tags datasheet. However, when you use the Properties command, you can set the properties of only
one project tag at a time.

- Note: You cannot use the Properties command during run time. If you need to edit the tags
database during run time, use the Tags Database functions.

To use the Properties command to set tag properties:
1. At the bottom of the Project Explorer window, click Global.
The Global tab is displayed.
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Project Explorer v B ox

v |E Project: Testd.APP
v 5 Project Tags
B Datasheet View
[ Tag List {5}
C3 Classes
~ [5 Shared database
B Datasheet View
[ Tag List (O
v 5 System Tags
B Datasheet View
[ Tag List {46
v 5 Security
2 Groups
& Users
~ 5 Procedures
~ 5 WBScript
[T Main Procedures
v 5 Pythan
[T Main Procedures
Ewent Logger
Fa Translation

@Global S Graphics Tasks QComm

2. Expand the Project Tags folder, and then in that folder, expand the Tag List folder.
A list of all of the project tags is displayed.

3. In the Tag List folder, select the project tag for which you want to set properties.
4. On the Home tab of the ribbon, in the Tags group, click Properties.
The Tag Properties dialog box for the selected tag is displayed.

Tag Properties x
Parameters  Alams - Bool Type  History - Bool/String Type
[] Retentive Value

D Retentive Parameters

Startup Value:
[0

Unit:

[ ]

Cancel

S. Use the dialog box to set the tag properties as needed, keeping in mind that the properties are
distributed among multiple tabs in the dialog box.

Some properties do not apply to all data types, so for more information about the applicable properties,
see:

¢ Properties of Integer and Real tags on page 177
¢ Properties of Boolean tags on page 181
* Properties of String tags on page 184

6. When you are done, click OK to save your changes and close the dialog box.
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Reference a tag property instead of a project tag
You can use special syntax to reference a tag property in the same way that you reference a project tag.

Anywhere in your project that you would normally reference a project tag — for example, when you
configure a tag/expression to control the visibility of a screen object — you can reference a tag property
instead, using the following syntax:

tagname->property
Examples:

MyInteger->Quality
MyReal->HiHi
MyClass.FirstMember->MemberName

MyArray[l]->Index

This works everywhere in EcoStruxure Machine SCADA Expert, including in VBScript and in function
parameters, and it can be used to both get and set the values of tag properties.

g Tip: When tag properties are referenced like this, they are also known as tag fields.

To get the correct spelling of property names, as well as some property-specific limitations, see Complete
list of tag properties on page 186.

Using TagsDB functions to edit the tags database during run time

Use the Tags Database (TagsDB) functions to add and remove tags, classes, and class members during
project run time, as well as to set properties and alarm conditions on tags.

There are several important things to keep in mind when you use TagsDB functions, because the
functions can do much more than set and get tag values. They actually change the structure of the tags
database, which can cause serious problems for a running project and all connected thin clients if it is not
done properly. As such, most TagsDB functions can be executed only under the following limitations.

First, you must use the SCADA runtime edition for Windows to run your project — in other words, you
must install the full Studio software on a Windows computer and then license it for either "Engineering
+Runtime" or "Runtime only". (You can also license the software for "Engineering only", but your

project will run for only 72 hours before it needs to be restarted.) The TagsDB functions use the project
development environment's database editor in essentially the same way that you do when you manually
edit your project during run time. Due to this limitation, the TagsDB functions cannot be used in projects
that are developed for and run on embedded devices.

Second, the TagsDB functions can be called only by scripts that are executed on the project runtime
server. The functions cannot be executed on project thin clients because a client cannot make structural
changes to the tags database without interfering with other clients, decreasing run-time performance, and
potentially corrupting the database. (In this case, "project thin clients" includes the Viewer module that
runs on the same computer as the project runtime server, because it runs as a separate process on that
computer.) Therefore, generally speaking...

TagsDB functions can be used in:

e The Startup Script, which is executed when the project itself is run;

e Script Groups, which are periodically scanned by the Background Task; and

* Global Procedures that are called by the Startup Script or Script Groups.

TagsDB functions cannot be used in:

e The Graphics Script, which is executed by each project thin client client when it starts;

e Screen Scripts, which are attached to project screens and executed when those screens are opened;
and
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¢ Command animations.

To work around this limitation, create a Script Group to call the TagsDB functions and then configure a
trigger to control the execution of that Script Group.

Third, in any script that calls TagsDB functions to make structural changes to the tags database, you
must call the TagsDBBeginEdit function at the beginning of the script and the TagsDBEndEdit function
at the end of the script. The TagsDBBeginEdit function locks the database for editing and prevents any
other run-time changes. The TagsDBEndEdit function applies the changes made by TagsDB functions
and then allows the database to resume normal run-time behavior. Both functions must be called in the
same script, because that script (more specifically, the program thread running that script) owns the tags
database while it is locked. You cannot call TagsDBBeginEdit in one script and then call TagsDBEndEdit
in another script.

Normally, when a project is edited during run time, the project runtime server and all project thin clients
must be updated with the changes as they are made. This is not a problem when you manually edit your
project, because you make your changes slowly and one at a time. In contrast, the TagsDB functions
allow you to make a large number of changes quickly, so updating the server and clients with all of those
changes while the project is running can severely decrease run-time performance. Therefore, to maintain
performance and protect the tags database, the server — including all background tasks such as alarms,
trends, and other scripts — is effectively paused when the TagsDBBeginEdit function is executed, and
then the changes are applied as a batch when the TagsDBEndEdit function is executed. Also, as part of
this update process, project screens that were already open on clients will be reopened and their OnOpen
screen scripts will be executed again.

g Note: The TagsDBBeginEdit function has a persistent effect, which means that if you call
the function to lock the tags database during project run time and then stop the project, the
database will remain locked and you will not be able to manually edit it.

Restarting the project may or may not unlock the database, depending on how you developed
your project and which function call locked the database in the first place. As such, while the
project is stopped, you should use the Watch window to manually call the TagsDBEndEdit
function. When it is successfully executed, you can safely restart the project.

Examples

The following example shows how to use the TagsDB functions in VBScript to add a new class, then add
a new class member to that class, then add a new tag of that class, then set an alarm and a trend on that
tag.

If ($TagsDBBeginEdit ()=0) Then
If ($TagsDBAddClass ("TempClass")=0) Then
If ($TagsDBAddClassMember ("TempClass" , "TempMember", "Real")=0) Then
If ($TagsDBAddTag ("TempTag", "TempClass",2,0)=0) Then

If ($TagsDBSetAlarm("TempTag[0] . TempMember",1,0,3.5)<>0) Then
$Msg = "Alarm not Set"

End If

If ($TagsDBSetTrend ("TempTag[0] . TempMember",0,1)<>0) Then
$Msg = "Trend not Set"

End If
Else
$Msg = "Tag not created"
End If
Else
$Msg = "Class Member not added"
End If
Else
$Msg = "Class not created"
End If
$TagsDBEndEdit ()
Else
$Msg = "Tag functions not enabled"
End If

Please note how the script begins with the TagsDBBeginEdit function and then ends with the
TagsDBEndEdit function. Also, see how the nested If..Then..Else structures ensure that each function is
executed successfully (i.e., returns a value of 0) before the next one is attempted.
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The following example shows how to remove the alarm, trend, tag, class member, and class, in reverse
order from how they were added in the previous example.

If ($TagsDBBeginEdit ()=0) Then
If ($TagsDBRemoveAlarm("TempTag",1)<>0) Then

$Msg = "Alarm not removed"

End If

If ($TagsDBRemoveTrend ("TempTag")<>0) Then
$Msg = "Trend not removed"

End If

If ($TagsDBRemoveTag ("TempTag")=0) Then
If ($TagsDBRemoveClassMember ("TempClass" , "TempMember")<>0) Then

$Msg = "Class member not removed"
End If
If ($TagsDBRemoveClass ("TempClass")<>0) Then
$Msg = "Class not removed"
End If
Else
$Msg = "Tag not removed"
End If
$TagsDBEndEdit ()
Else
$Msg = "Tag functions not enabled"
End If

It is not absolutely necessary to remove the alarm and trend before removing the tag they are on, because
they are discarded with the rest of the tag properties and other metadata when the tag itself is removed.
They are included in the example above simply to be thorough. In contrast, the class member and class
cannot be removed until every tag in that class is removed.

Properties of Integer and Real tags

Each Integer and Real tag in the tags database has several properties (or metadata) in addition to its
actual value. You can set these properties by using the Project Tags datasheet, the Properties command on
the ribbon, or the Tags Database functions.

Parameters

The following list describes the general parameters of Integer and Real tags. These parameters determine
how the selected tag is used in your project.

g Tip: You can also use the Project Tags datasheet to set the parameters of a project tag.
This dialog box reflects any changes you make in that datasheet, and vice versa. For more
information, see Set tag properties using the Project Tags datasheet on page 152.

Tag Properties >
Parameters  Alamms - Integer/Real Type  History - Integer/Real Type

|:| Retentive Value

|:| Retentive Parameters

Startup Value; | 0 |

Engineering Units
Signal Conditioning

|:| Dead Band: 0
|:| Smoothing

Can

Retentive Value
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Continuously save the actual tag value during project run time, in case the project stops
unexpectedly. When the project is run again, the project tag will start with the last saved
value.

Selecting this option will increase drive access during project run time and therefore can
reduce performance.

Retentive Parameters

Continuously save the tag properties for the project tag during project run time, in case the
project stops unexpectedly. When the project is run again, the project tag will start with the
last saved properties.

Selecting this option will increase drive access during project run time and therefore can
reduce performance.

g Note: This feature is not supported in projects that are configured to run
on the Embedded target platform. For more information, see About target
platforms, product types, and target systems on page 105.

Startup Value

The value with which the project tag will start when the project is run.

If the Retentive Value option is selected, the last saved value will be used instead of the startup
value.

Engineering Units

Min
The minimum allowed value of the project tag. Any attempt to set a value less than this
minimum will be ignored, and the project will generate a log message indicating that it tried

to set a tag value outside of the defined range. For more information, see Change how out-of-
range tag values are handled on page 192.

g~ Note: If both Min and Max are O, there is no minimum value.

Max

The maximum allowed value of the project tag. Any attempt to set a value greater than this
maximum will be ignored, and the project will generate a log message indicating that it tried
to set a tag value outside of the defined range. For more information, see Change how out-of-
range tag values are handled on page 192.

g Note: If both Min and Max are O, there is no maximum value.

Unit
A brief description or reference (up to 7 characters) for the project tag.

This parameter is typically used to describe the engineering units (e.g., kg, BTU, PSI) in
which the tag value is given. It is for reference only and does not affect the actual tag value.

Signal Conditioning

Dead Band

The minimum amount by which the tag value must change in order for the new tag value to
be saved. (By default, every change in the tag value is saved.)

To enable the dead band, click the Dead Band check box and then type the dead band value in
the box to the right. Do not specify a percentage; the dead band value must be specified in
the same units as the tag value.

Smoothing

Average together successive changes in the tag value in order to reduce statistical noise.

g Note: This can change the actual tag value.
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Alarms

The following list describes the alarm properties of Integer and Real tags. These properties determine how
the project checks for alarm conditions on the selected tag.

g Tip: You can also use an Alarm worksheet to set the alarm properties of a project tag.
This dialog box reflects any changes you make in that worksheet, and vice versa. For more
information, see Alarm worksheet on page 368.

Tag Properties *,

Parameters Alarms - Integer/Real Type  Histary - Integer/Real Type

Alﬂrms Enabled

Remote Ack tag: Translation Enabled
Dead Band Value:

=

Limit Message Group Priority Selection
HiHi 0 0 0
Hi
Lo
LoLe
Rate
Deviation+
Deviation-

Deviation Setpoint: | Deviation Dead Band: I:I
Cancel

| 1min

olalalallael|a
o|le|lae|le||e|=
olalalallael|a

Alarms Enabled
Enable checking for alarm conditions on this tag, as configured below.
Remote Ack tag

The name of another tag that can be used to acknowledge alarms on this tag. When the
value of the specified tag changes, all of the unacknowledged alarms are acknowledged.

Dead Band Value

The minimum amount by which the tag value must come within its normal range in order
for an active alarm to be normalized.

For example, a tag has a HiHi alarm limit of 90 and a dead band value of 5. When the tag
value is greater than or equal to 90, the alarm becomes active. After that, the alarm becomes
normalized only when the tag value is less than or equal to 85.

Translation Enabled

Enable translation of the alarm messages that are configured for this tag. For more
information about translation, see Project Localization on page 667.

g Note: Only the original alarm messages are saved in the historical database.
The translated alarm messages are saved in a separate file in your project
folder at: <project name>/Database/alarm.txt

Alarms

The alarm conditions that are configured for this tag. To enable a specific type of alarm
condition, click the corresponding check box to the left. When it is enabled, additional
properties become available:

Limit

For HiHi, Hi, Lo, and LoLo, the limit is the actual value that the tag must exceed in order to
activate the alarm.

For Rate, the limit is the instantaneous rate of change that the tag must exceed in order to
activate the alarm. The instantaneous rate of change is calculated by averaging the changes
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in tag value over time. Please note that if you enable this alarm type and specify a limit for
it, you must also select the frequency at which the rate will be checked. For example, if the
alarm is configured with a limit of 10 and a frequency of 1/s, and the tag value changes
from 50 to 65 within one second, the alarm will become active.

For Deviation+ and Deviation-, the limit is value that is added to or subtracted from the deviation
set point. Please note that if you enable either of these alarm types and specify limits for
them, you must also specify a value for Deviation Setpoint below.

Message

The message that is displayed when the alarm becomes active. Messages can be displayed in
an Alarm/Event Control object, emailed to personnel, saved in the historical database, and/
or sent to the run-time log, depending on how your project is configured.

Group

The Alarm group/worksheet to which this alarm condition belongs.

Priority

The priority number associated with the alarm. When viewing alarms in an Alarm/Event
Control object , the user can sort and/or filter the alarms by priority.

Selection

An alias (e.g., AreaA, AreaB) associated with the alarm. When viewing alarms in an Alarm/
Event Control object, the user can sort and/or filter the alarms by their selection values.

Deviation SetPoint

The set point for the Deviation+ and Deviation- alarm conditions. When the actual tag value
deviates from this set point, the appropriate alarm becomes active.

If you want to be able to change the set point during project run time, type the name of
another project tag (e.g., MyDevSetPoint). The value of that tag will be used as the set point.

Deviation Dead Band

The dead band for the Deviationt and Deviation- alarm types, similar to Dead Band Value above
for the other alarm types. This is the minimum amount by which the tag value must come
within its normal range in order for an active alarm to be normalized.

For more information about the types of alarms and how they are used during project run time, see Alarm
worksheet on page 368.
History

The following list describes the history properties of Integer and Real tags. These properties determine how
the project saves historical data for the selected tag.
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g Tip: You can also use a Trend worksheet to set the history properties of a project tag.
This dialog box reflects any changes you make in that worksheet, and vice versa. For more
information, see Trend worksheet on page 401.

Tag Properties *
Parameters  Alamms - Integer/Real Type  Histary - Integer/Real Type

[J Histery Enabled

Group Number: I:I
Log Dead Band: I:I

Cancel

History Enabled

Enable the saving of historical data for this tag.
Group Number

The Trend group/worksheet to which this project tag is assigned.
Log Dead Band

The amount by which the actual tag value must change in order for the change to be saved
in the historical database.

Properties of Boolean tags

Each Boolean tag in the tags database has several properties (or metadata) in addition to its actual value.
You can set these properties by using the Project Tags datasheet, the Properties command on the ribbon, or
the Tags Database functions.

Parameters

The following list describes the general parameters of Boolean tags. These parameters determine how the
selected tag is used in your project.
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g Tip: You can also use the Project Tags datasheet to set the parameters of a project tag.
This dialog box reflects any changes you make in that datasheet, and vice versa. For more
information, see Set tag properties using the Project Tags datasheet on page 152.

Tag Properties X
Parameters  Alamms - Bool Type  History - Bool/Sting Type
|:| Retentive Value

|:| Retentive Parameters

Startup Value:
[o

Unit:

[ ]

Cancel

Retentive Value

Continuously save the actual tag value during project run time, in case the project stops

unexpectedly. When the project is run again, the project tag will start with the last saved
value.

Selecting this option will increase drive access during project run time and therefore can
reduce performance.

Retentive Parameters

Continuously save the tag properties for the project tag during project run time, in case the
project stops unexpectedly. When the project is run again, the project tag will start with the
last saved properties.

Selecting this option will increase drive access during project run time and therefore can
reduce performance.

g Note: This feature is not supported in projects that are configured to run
on the Embedded target platform. For more information, see About target
platforms, product types, and target systems on page 105.

Startup Value

The value with which the project tag will start when the project is run.

If the Retentive Value option is selected, the last saved value will be used instead of the startup

value.

Unit
A brief description or reference (up to 7 characters) for the project tag.
This property is typically used to describe the engineering units in which the tag value is
given. Boolean and String tags do not have engineering units, however, so this property can
also be used to supplement the normal tag description.

Alarms

The following list describes the alarm properties of Boolean tags. These properties determine how the
project checks for alarm conditions on the selected tag.
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[

Tip: You can also use an Alarm worksheet to set the alarm properties of a project tag.
This dialog box reflects any changes you make in that worksheet, and vice versa. For more
information, see Alarm worksheet on page 368.

Tag Properties *

Parameters Alams - Bool Type  History - Bool/Sting Type

Alarms Enabled
Remote Ack tag: |:| [ Translation Enabled
Message Group Priority Selection

Off 0 0
on 0 0
Changed 1 0

Text value (dizplayed in the Alarm Control Value column}

Off: On: Ack:

Alarms Enabled

Enable checking for alarm conditions on this tag, as configured below.

Remote Ack tag

The name of another tag that can be used to acknowledge alarms on this tag. When the
value of the specified tag changes, all of the unacknowledged alarms are acknowledged.

Translation Enabled

Alarms

Enable translation of the alarm messages that are configured for this tag. For more
information about translation, see Project Localization on page 667.

g Note: Only the original alarm messages are saved in the historical database.
The translated alarm messages are saved in a separate file in your project
folder at: <project name>/Database/alarm.txt

The alarm conditions that are configured for this tag. To enable a specific type of alarm
condition, click the corresponding check box to the left. When it is enabled, additional
properties become available:

Message

The message that is displayed when the alarm becomes active. Messages can be displayed in
an Alarm/Event Control object, emailed to personnel, saved in the historical database, and/
or sent to the run-time log, depending on how your project is configured.

Group

The Alarm group/worksheet to which this alarm condition belongs.

Priority

The priority number associated with the alarm. When viewing alarms in an Alarm/Event
Control object , the user can sort and/or filter the alarms by priority.

Selection

An alias (e.g., AreaA, AreaB) associated with the alarm. When viewing alarms in an Alarm/
Event Control object, the user can sort and/or filter the alarms by their selection values.

Text values

Text that is displayed in the Value column of an Alarm/Event Control object when each type
of alarm becomes active. These are typically mnemonics that correspond to the states of the
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Boolean tag — for example, "Closed" when the Off alarm is active and "Open" when the On
alarm is active. If you do not configure these mnemonics, the actual tag value (0 or 1) will be
displayed instead.

For more information about the types of alarms and how they are used during project run time, see Alarm
worksheet on page 368.

History

The following list describes the history properties of Boolean tags. These properties determine how the
project saves historical data for the selected tag.

g Tip: You can also use a Trend worksheet to set the history properties of a project tag.
This dialog box reflects any changes you make in that worksheet, and vice versa. For more
information, see Trend worksheet on page 401.

Tag Properties X

Parameters  Alarms - Bool Type  History - Bool/String Type

[ History Enabled

Group Number:

Cancel

History Enabled
Enable the saving of historical data for this tag.

Group Number
The Trend group/worksheet to which this project tag is assigned.

Properties of String tags

Each String tag in the tags database has several properties (or metadata) in addition to its actual value.
You can set these properties by using the Project Tags datasheet, the Properties command on the ribbon, or
the Tags Database functions.

Parameters

The following list describes the general parameters for String tags.
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[ A

Tip: You can also use the Project Tags datasheet to set the parameters of a project tag.
This dialog box reflects any changes you make in that datasheet, and vice versa. For more
information, see Set tag properties using the Project Tags datasheet on page 152.

Tag Properties >
Parameters  History - Bool/Sting Type
[ Retentive Value

|:| Retentive Parameters

Startup Walue: |

Carcs

Retentive Value

Continuously save the actual tag value during project run time, in case the project stops
unexpectedly. When the project is run again, the project tag will start with the last saved
value.

Selecting this option will increase drive access during project run time and therefore can
reduce performance.

Retentive Parameters

Continuously save the tag properties for the project tag during project run time, in case the
project stops unexpectedly. When the project is run again, the project tag will start with the
last saved properties.

Selecting this option will increase drive access during project run time and therefore can
reduce performance.

g Note: This feature is not supported in projects that are configured to run
on the Embedded target platform. For more information, see About target
platforms, product types, and target systems on page 105.

Startup Value

The value with which the project tag will start when the project is run.

If the Retentive Value option is selected, the last saved value will be used instead of the startup
value.

Unit
A brief description or reference (up to 7 characters) for the project tag.
This property is typically used to describe the engineering units in which the tag value is
given. Boolean and String tags do not have engineering units, however, so this property can
also be used to supplement the normal tag description.

History

The following list describes the history properties of String tags. These properties determine how the
project saves historical data for the selected tag.
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g Tip: You can also use a Trend worksheet to set the history properties of a project tag.
This dialog box reflects any changes you make in that worksheet, and vice versa. For more
information, see Trend worksheet on page 401.

Tag Properties >

Parameters History - Bool/Sting Type

[ ] History Enabled

Group Mumber:

Carcs

History Enabled

Enable the saving of historical data for this tag.

Group Number
The Trend group/worksheet to which this project tag is assigned.

Complete list of tag properties

This is a complete list of all tag properties that are supported by the project tags database. Please note
that some properties do not apply to all data types.

Property Name Description R or RIW Data Type

Name The name of the tag, as configured in the Project Tags datasheet. R String, up to 255 chars

MemberName The name of the class member in a properly configured class. The syntax R String, up to 255 chars
must be:

class.member->MemberName

Example: Tank . Lvl->MemberName returns Lv 1.

Size Array size. (An array is any project tag of Size greater than 0.) If the tag is R Integer
not an array, this returns 0.

Index The index number of an element in an array. The syntax must be: R Integer
tagname[index] ->Index

Example: Tag[1] ->Indexretuns 1.

Description The description of the tag, as configured in the Project Tags datasheet. R/W String, up to 128 chars
Quality Tag quality, which can be one of the following: R Integer
+  BAD (0-63)

« UNCERTAIN (64-127)
« NI/A(128-191)
+ GOOD (192-255)

The project runtime updates this property whenever the tag receives a
value returned by an expression or received from a communication task
(such as driver or OPC).
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Property Name Description R or RIW Data Type

If the expression is invalid (such as, division by zero) or if there is a
reading communication error associated with the tag, then the project
sets the quality to BAD.

TimeStamp Time and date when the value of the tag last changed. R String

SendEveryState This property can have one of the following possible values: R Boolean

+  0: Only the most recent change in the tag value is sent from a project
thin client to the project runtime server.

+  1:Every change in the tag value is sent from a project thin client to
the project runtime server.

This property is automatically set to 1 if the tag is used in any Driver or
OPC worksheet. It ensures all changes are communicated from clients
through the server to connected devices.

Otherwise, when this property is set to 0, the tag value is synchronized
between client and server at the normal synchronization rate, and only
the most recent change before synchronization is sent from the client to
the server.

g Note: If you use atag in a Driver or OPC worksheet, so
that its SendEveryState property is set to 1, be careful
about how you use the same tag in scripts that run on
the client. A script that causes a large number of tag
value changes in a short period of time — for example,

a script that uses the tag as a loop counter — might fill
the client/server communication buffer and affect run-time
performance.

Blocked This property can have two values: RW Boolean
+  0: The tag is unblocked and all runtime tasks can access it normally.

+  1:The tag is blocked and all runtime tasks will ignore it. It is
effectively removed from the project database.

This is useful when you want to dynamically disable all actions associated
with a specific tag. Even when a tag is blocked, however, it still counts
towards the total number of tags used for licensing purposes.

Unit A brief description (up to 7 characters) of the engineering unit (i.e., the R/W String, up to 7 chars
unit of measurement) for the tag value. For example, Kg, BTU, ps1i.

Max The maximum value that can be stored in the tag during run time. RW Real

Min The minimum value that can be stored in the tag during run time R/W Real

B0 ... B31 Boolean value (0 or 1) of any of the 32 bits (b0, b1, b2, ... b31) of an RIW Boolean

Integer tag. (BO: LSB, B31: MSB)

DisplayValue A converted tag value that is only displayed on-screen: RIW Real
DisplayValue = (Value / UnitDiv) + UnitAdd

This is used when the actual tag values have one Engineering Unit (see
Unit above) but need to be displayed on-screen in another Engineering
Unit (see DisplayUnit below). For example, Celsius degrees and
Farenheit degrees.

If user input changes DisplayValue during run time, then the conversion is
reversed before the change is actually written to the tag:

Value = (DisplayValue - UnitAdd) * UnitDiv

DisplayUnit A brief description (up to 9 characters) of the Engineering Unit for R String, up to 9 chars
DisplayValue.

g Note: This property can only be set _by using
the functions SetDisplayUnit and
SetTagDisplayUnit.

UnitDiv Number by which the tag value is divided to get DisplayValue. To perform R Real
no division, UnitDiv should be 1.
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Property Name

Description

Data Type

Note: This property can only be set by using
the functions SetDisplayUnit and
SetTagDisplayUnit.
UnitAdd Number added to the tag value to get DisplayValue. To perform no R Real
addition, UnitAdd should be 0.
Note: This property can only be set by using
the functions SetDisplayUnit and
SetTagDisplayUnit.
DisplayMax The maximum value that can be input to DisplayValue during run time: RIW Real
DisplayMax = (Max / UnitDiv) + UnitAdd
If DisplayMax is changed during run time, then Max is also changed as
follows:
Max = (DisplayMax - UnitAdd) * UnitDiv
DisplayMin The minimum value that can be input to DisplayValue during run time: RW Real
DisplayMin = (Min / UnitDiv) + UnitAdd
If DisplayMin is changed during run time, then Min is also changed as
follows:
Min = (DisplayMin - UnitAdd) * UnitDiv
HiHiLimit Limit value for the HiHi alarm. RW Real
HiLimit Limit value for the Hi alarm. R/W Real
LoLimit Limit value for the Lo alarm. RW Real
LoLoLimit Limit value for the LoLo alarm. RW Real
RateLimit Limit value for the Rate alarm. R/W Real
DevSetpoint Set point for Deviation alarms. R Real
g Note: When referenced using the syntax tagname-
>property, this property is read-only and then only ifitis a
literal value. As an alternative, you can configure a project
tag for the set point and then read/write the value of that
tag. For more information, see Properties of Integer and
Real tags on page 177.
DevPLimit Limit value for the Deviation+ alarm. RW Real
DevMLimit Limit value for the Deviation- alarm. RW Real
HiHi If 0, the HiHi alarm is not active. If 1, the HiHi alarm is active. R Boolean
Hi If 0, the Hi alarm is not active. If 1, the Hi alarm is active. R Boolean
Lo If 0, the Lo alarm is not active. If 1, the Lo alarm is active. R Boolean
LoLo If 0, the LoLo alarm is not active. If 1, the LoLo alarm is active. R Boolean
Rate If 0, the Rate alarm is not active. If 1, the Rate alarm is active. R Boolean
g Note: When this alarm is enabled on a Boolean tag, it is
also known as the Changed alarm. The alarm becomes
active whenever the tag value changes (i.e., from 0 to
1, or from 1 to 0), but it is also immediately normalized
because that is the expected behavior for Boolean tags.
To make this alarm useful for Boolean tags, the Ack
Required option should be selected in the appropriate
Alarm worksheet.
DevP If 0, the Deviation+ alarm is not active. If 1, the DevP alarm is active. R Boolean
DevM If 0, the Deviation- alarm is not active. If 1, the DevM alarm is active. R Boolean
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Property Name
AlrStatus

Description

Integer value with the status of the current active alarms associated to the
tag. Each bit of this integer value indicates a specific status:

+  Bit0 (LSB): HiHi Alarm active
+  Bit1: Hi Alarm active

+  Bit2: Lo Alarm active

+  Bit3: LoLo Alarm active

+  Bit4: Rate Alarm active

+  Bit5: Deviation+ Alarm active
+  Bit6: Deviation- Alarm active

Examples: If Tag->AlrStatus retumns 2, it means that the Hi
alarm is active. If it returns 3, it means the HiHi and Hi alarms are active
simultaneously.

If this property returns 0, it means that there are no active alarms
associated with this tag.

For Boolean tags, only the values 1 (bit 1), 4 (bit 2) or 16 (bit 4) can be
returned.

Ror RIW

Data Type

Integer

Ack

This property can have two values:
+  0: There are no alarms on this tag that require acknowledgment.

+  1:There is at least one alarm on this tag that requires
acknowledgment.

This works as a global acknowledge for the tag and goes to 0 only when
all alarms on the tag have been acknowledged.

Boolean

UnAck

This property can have two values:

+  0: There is at least one alarm on this tag that requires
acknowledgment.

+ 1: There are no alarms on this tag that require acknowledgment.

If you manually set this value to 1, then the active alarms (if any) are
acknowledged. The value of this property is always the opposite of the
Ack property.

R/W

Boolean

AlrAckValue

Text associated with the Acknowledged state of a Boolean tag. This text
is displayed in the Value column of an Alarm/Event Control.

You can also edit this text in the Tag Properties dialog box for the Boolean
tag. For more information, see Properties of Boolean tags on page 181.

R/W

String, up to 32 chars

AlrOffValue

Text associated with the Normalized state of a Boolean tag. This text is
displayed in the Value column of an Alarm/Event Control.

You can also edit this text in the Tag Properties dialog box for the Boolean
tag. For more information, see Properties of Boolean tags on page 181.

R/W

String, up to 32 chars

AlrOnValue

Text associated with the Active state of a Boolean tag. This text is
displayed in the Value column of an Alarm/Event Control.

You can also edit this text in the Tag Properties dialog box for the Boolean
tag. For more information, see Properties of Boolean tags on page 181.

R/W

String, up to 32 chars

AlrDisable

This property can have two values:

+  0: The alarms associated with this tag are enabled. This means that
when an alarm condition occurs, the alarm will become active.

+ 1: The alarms associated to this tag are disabled. This means that
even if an alarm condition occurs, the alarm will not become active.

RIW

Boolean

UAExternal

This property is from the Tags worksheet that sets tag availability for OPC
UA Clients. See Make project tags available in OPC UA Server on page
617 for more information. It can have the values Disabled, ReadOnly,
and Read/Write.

R/W

String
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Property Name Data Type of Tag... Applies to...

Int Real Base Tag Array Class
Position Member

Name # # # # # # # n/a
MemberName # # # # # nfa
Size # # # # # n/a
Index # # # # # n/a
Description # # # # # #
Quality # # # # # # #

TimeStamp # # # # # # #

SendEveryState # # # # # # #

Blocked # # # # # # #

Unit # # # # # # #
Max # # # # #
Min # # # # #
BO ... B31 # # # #

DisplayValue # # # # # n/a
DisplayUnit # # # #

UnitDiv # # # #

UnitAdd # # # #

DisplayMax # # # # #

DisplayMin # # # # #

HiHiLimit # # # # # #
HiLimit # # # # # #
LoLimit # # # # # #
LoLoLimit # # # # # #
RateLimit # # # # # #
DevSetpoint # # # # # n/a
DevPLimit # # # # # #
DevMLimit # # # # # #
HiHi # # # # # # n/a
Hi # # # # # # nia
Lo # # # # # # n/a
LoLo # # # # # # n/a
Rate # # # # # # nfa
DevP # # # # # n/a
DevM # # # # # n/a
AlrStatus # # # # # #

Ack # # # # # #

UnAck # # # # # #

AlrAckValue # # # # #
AlrOffValue # # # # #
AlrOnValue # # # # #
AlrDisable # # # # # #
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Property Name

UAExternal

Data Type of Tag...
Int Real

Base Tag

Applies to...

Array
Position

Class
Member

Tag Integration

The following tag properties are available only for shared tags that you have imported into your project via

Tag Integration.

Also, these tag properties are available only on the project runtime server, which means they can be used
only in scripts and worksheets that are executed on the server. If these properties are referenced on a
client, they have no value. This limitation is by design — these properties are kept in the server's memory
only to facilitate communication between the server and the Tag Integration source, and it would require
additional system and network resources to make these properties available on all connected clients.

To work around this limitation: create new project tags that correspond to the properties you want to
reference; make sure the scope of those tags is set to Server, so they can be used on both the server and
the clients; and then set the values of those tags to be equal to the actual properties.

Property Name

Source

Description

The source name, as specified in the Tag Integration settings. This is the
value in the Project Settings Communication tab Tag Integration Source
dialog Name field. The default is DEV.

Ror RIW

R

Data Type of Property

String

Address

The /0 address of the shared tag. Example: . step

String

CommUrl

A uniform resource locator (URL) that describes the location of the shared
tag. This URL includes the source name, the I/O address, Div, Add,
Action (Read, Write, Read/Write), and Scan (Screen, Always, Auto).
Examples:

SOURCE://DEV/.steps/1/0/ReadWrite/
Auto/.steps

SOURCE: //DEV1/
PLC_PRG.OPCTEST.ArrayWordTest 4 /1/0/
ReadWrite/Auto/PLC_PRG.OPCTEST

String

CommType

The tag integration source name. This is the value in the Project Settings
Communication tab Tag Integration Source dialog Provider menu.

String

OriginalTag

The actual name of the PLC register or variable. Example: for a project
tag named...

DEV1..ZZ Array3Dim 0 1 [2]
...the actual name is...

.2Z_Array3Dim[0,1,2]

String

Used

This property is set to 1 if the shared tag is being used in your project in a
screen, script, etc. Otherwise, it is set to 0.

Please note that each element in an array has its own Used property, so
you can use this property to create virtual groups of array elements that
are actually being used in your project.

Boolean

Property Name Data Type of Tag... Applies to... Retain
Real Array Class
Position Member
Source # # # # # # # n/a
Address # # # # # # # nfa
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Property Name Data Type of Tag... Applies to...
Int Real Base Tag Array
Position
CommUrl # # # # # # # n/a
CommType # # # # # # # n/a
OriginalTag # # # # # # # n/a
Used # # # # # # # n/a
Notes

e If a property is marked "n/a" with regards to being retentive, it is because either the property is
inherent in the tag definition (e.g., Name, Size) or the value of the property is continuously derived
during run time (e.g., alarm activation, DisplayValue).

* To enable retention of a tag's properties, select the Retentive Parameters option for that tag.

* You cannot use tag properties (such as Bit fields) to configure Alarm or Trend worksheets.

Change how out-of-range tag values are handled

A project tag will occasionally receive a value that is outside of its normal range. You can change how
these out-of-range values are handled during run time.

g Note: This topic applies only to Integer and Real tags, because they are the only tags for which
the Min and Max properties have meaning. Boolean tags can only have values of 0 and 1, and
String tags do not have numeric values at all.

A project tag has a range of possible values, and that range is determined by the tag's Min and Max
properties. By default, if the tag receives a new value that is outside of its range — that is, if the value is
less than the minimum or greater than the maximum — then the received value is ignored, the existing
value is retained, the tag quality is set to UNCERTAIN, and a warning message is sent to the Output
window.

In some situations, however, it is useful to change how these out-of-range values are handled — in
particular, you might need to emulate how out-of-range values are handled by another vendor's hardware
or software.

To change this behavior, you must manually edit your project file (e.g., <project name>.app) to add or
modify the following settings:

[Options]
WriteOutOfRange={FALSE|TRUE}
CapOutOfRange={FALSE | TRUE }

WriteOutOfRange

By default, this setting is FALSE. When this setting is TRUE, out-of-range tag values are
accepted as good (i.e., the tag quality is not set to UNCERTAIN).

CapOutOfRange

By default, this setting is FALSE. When this setting is TRUE, out-of-range tag values are
capped at the tag's minimum and maximum.

g Note: If a setting is not present in the project file, then its default value is used.

To change how out-of-range tag values are handled:

1. Locate your project file, which is typically at: EcoStruxure Machine SCADA Expert 2023 Projects
\<project name>\<project name>.app

2. Open the project file with a standard text editor, such as Notepad, and then add or modify the settings
WriteOutOfRange and CapOutOfRange.
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The following table shows how the two settings work together:

Settings Behavior

[Options]
WriteOutOfRange=FALSE
CapOutOfRange=FALSE

The received value is ignored, the existing value is retained, the tag quality
is set to UNCERTAIN, and a waring message is sent to the Output
window.

This is the default behavior.

[Options]
WriteOutOfRange=FALSE
CapOutOfRange=TRUE

If the received value is lower than Min, then the tag value is set to Min, and
if the received value is greater than Max, then the tag value is set to Max.
The tag quality is set to UNCERTAIN.

[Options]
WriteOutOfRange=TRUE
CapOutOfRange=FALSE

Min and Max are ignored when setting tag values; the tag value is set to
whatever value it receives, and the tag quality is set to GOOD.

Min and Max are still applied to linear conversions in device
communication.

[Options]
WriteOutOfRange=TRUE
CapOutOfRange=TRUE

If the received value is lower than Min, then the tag value is set to Min, and
if the received value is greater than Max, then the tag value is set to Max.
The tag quality is set to GOOD.

3. Save and close the project file.
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Using Tags in Your Project

Once you have added a tag to the project database, you can use that tag in your project by associating it
to objects on a screen.

The basic process for associating tag to screen objects consists of the following steps:

1. In the project screen, select the object to which you want to apply the tag.

2. Click one of the buttons in the Animations group to apply that animation to the object.
3. Double-click on the object to open its Object Properties dialog.

4. Locate the Tag text box for that property and type the tag name into the field.

Tag text box names and locations will vary, depending on the type of property you are using. For

example:
Cibipeet Prepeities B iyt Prepeites B
- Fleplace L Taced Diata Lk » ™ Feplace Hirt Bk
T sprassner | Tam{t] Termpsratne TagEspeeasinn | Progress
Format  dufo w | [l impust Emesbled Bk I besk Mrwis Vel | MRS
M Vaie | Bl 100
Fosgrourd Cola |- -
[Frection Onentaten
) Vitical T Maroordsl U (I Cantet () Dowan
[ et Size Orm
LIESen " J Use Detauts

Object Properties for Bar Graph:

Object Properties for Text Data Link: -
! pe Tag/Expression text box

Tag/Expression text box
Applying Tags to an Object

Comprehensive instructions for applying tags to screen objects are provided throughout the
documentation where appropriate.
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Deleting a tag from the project database

Delete a tag that is no longer in use by deleting its line in the Project Tags or Shared Database datasheet.

Before you delete a tag, we strongly recommend that you use the Cross-Reference tool to make sure the tag
is not being used anywhere in your project. (If you delete a tag that is still being used, then you will not be
able to verify and run your project.) Fix any screens or worksheets where the tag is being used before you
proceed.

g~ Note: This task applies to both the Project Tags and Shared Database datasheets.

To delete a tag:

1. Stop the project if it is running.

2. Open the datasheet for editing.

3. In the datasheet, find the line for the tag you want to delete.
4

. Right-click the line, and then select Delete Line from the shortcut menu.

If the option is disabled, then you may need to clear any sorting or filtering that you previously applied
to the datasheet.

An alert dialog is displayed asking you to confirm the action.

S. Click Yes.
The line is deleted from the datasheet.

6. Save and close the datasheet.
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Sort or filter the rows in a worksheet

Sort or filter the rows in a worksheet in order to make it easier to browse the rows or find a specific item.

Before you begin this task, you must have already inserted a worksheet and opened it for editing. You
should also be familiar with how sorting and filtering is done in general-purpose spreadsheet applications.

Please note that you can sort or filter rows only in the following types of worksheets:
¢ The Project Tags, Shared Tags, and System Tags datasheets;

¢ The Translation Table worksheet;

¢ All task worksheets except Report and Script, which do not have rows; and

¢ All communication worksheets.

None of the other worksheets have rows to sort or filter.
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Sorting is done alphanumerically, by the selected column, in either ascending (0-9, A-Z) or descending (Z—

A, 9-0) order.

Tag Mame Type
Q Fitter text Q .~
1 Tagl HiHi v
2 Tagl Hi W
3 Tagl Lo W
4 Tagl LoLo v %
5 Tag2 HiHi  w 1
G TagZ Hi W "’
¥ Tag2 Lo W {
3 TagZ LoLo v 3
9 Tags HiHi v j
10 Tag3 Hi v o
11 Taga Lo W
12 Tag3 LaLo
: HiHi v
h PP U & | | I
Alarm worksheet rows in their original order
Tag Mame Type- o
Q Filter text Qv k}
10 Tag3 v 1
2 Tagi Il - 1
6 Tag2 v
9 Tag3 v z
5 Tag2 HiHI B
1 Tagl HiHi i
3 Tagl Lo W 1
11 Tagl Lo W 1
7 TagZ W ;,
8 Tag? i
4 Tagl {
12 Taga W ;
* v 4

ey Em s e = e e e e

Alarm worksheet rows sorted by Type
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Filtering is done according to whatever string you enter in the selected column. Only the rows that match
the string will be displayed.

Tag Mame Type
|L Tag3 |Q . v|Q
9 Tag3 HiHi  w
10 Tag3 Hi W
11 Tag3 Lo W
12 Tagl LoLo ¢
* HiHi  +
% HiHi  +
Alarm worksheet rows filtered where Tag Name is "Tag3"
Tag Mame Type
Q Filter text v Q
3 Tagl Lo W
¥ Tag2 Lo W
11 Tagl Lo W
* HiHi  +
* HiHi  w

Alarm worksheet rows filtered where Type is “Lo"

g Tip: You can still delete rows while they are sorted or filtered.

To sort or filter rows:

1.

4.

To sort the rows, click the header of the column by which you want to sort. Click once to sort in
ascending order, and then click again to sort in descending order.

The current order (i.e., the direction of the sort) is indicated by the arrow to the right of the column
name.

g Note: You cannot sort by multiple columns.

. To undo the sorting and restore the rows to their original order, click the header of the first (numbered)

column.

To filter the rows, type the string that you want to match in the top (zero) row of the worksheet and
then press either Tab or Return.

You may include * and ? as wildcard characters in your string:

¢ * matches any number of characters, including none. For example, Tag* would match Tag, Tag3,
Tag34567, TagA, and Tag_TEMP.

¢ 2 matches exactly one character. For example, Tag? matches Tag3 and Taga, while Tag?222?2?
matches Tag34567 and Tag_TEMP.

Also, you may filter by multiple columns. Only the rows that match the filter strings in all columns will
be displayed.

To undo the filtering and restore the rows to their original order, delete the string that you typed and
then press either Tab or Return.

Please keep in mind that sorting or filtering the rows of a worksheet only helps you to edit that worksheet.
It does not change how the worksheet is executed during run time. The rows will be executed in their
original numbered order (i.e., the leftmost column) unless you actually move or delete a row.
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Using the Tags tools

The Home tab of the ribbon provides several tools that you can use to find and manage project tags, tag
properties, and functions.

& Import Wizard b b Replace Q
4 Convert Resolution L’c @ Remove unused tags
Verify . Archive Global
is+ Register Controls Replace @, Reset tags database
Tools Fa Tags

Global Replace Tool
When selecting the Global Replace tool from the ribbon Home tab Tags group, the following dialog opens:

b4
Global Replace Tags

From To
5% Mlylnteger o5 Mlylnteger
7 MlyReal o PlyReal
&) Py itring &) hyString

Cancel

Global Replace dialog

g Note: You must close all documents (screens and worksheets) before executing this command.

From the Global Replace dialog, you can replace any tag(s) from all documents (screens and worksheets) of
the whole project. You can edit both the From and the To column.

When replacing composed tags (array size > 0 and/or Type = Class), you can configure a specific array
position (for example, TagA[1] ) or class member (for example, TagB.MemberX ) or both (for example,
TagC[3] .MemberY ). If you configure only the Main Tag Name (for example, TagC ) in the From column, all
tags from this main tag will be modified for the tag configured in the To column.

If an invalid replacement is configured (for example, replace the Main Tag tag from a class type tag for
a simple tag (not a class tag), the OK button will be disabled. When the OK button is pressed, the tags
configured on the Global Replace dialog will be replaced in the order that they were configured on the
dialog interface.

When changing the tag name on the Project Tags database worksheet, you will be asked if you intend to
replace this tag through the whole project.

Replacing project tags in a document or screen object

To replace all occurences of a tag in the current document, do one of the following:
* On the Home tab of the ribbon, in the Tags group, select Replace; or

* On the Draw tab of the ribbon, in the Editing group, select Replace.
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To replace all occurences of a tag in a screen object, double-click the object to open its Object Properties
dialog and then select Replace.

All of these methods will open the Replace dialog, which is descibed below.

You can replace one or more tags by clicking the Whole Tag Name tab. Current tags used are displayed. The
original tag names are shown in the From column on the left, and you can enter your new tag names in the
To column on the right.

Replace

Tags only -

Skring Yalue | Whole Tag Mame

Fram Ta
mn hdption n hQptiond
nn hidption? an hQption?
mn hOptiond n hOption3
nn mAyBoolean nn tAyBoolean

Replace by partz Cancel

Whole Tag Name tab

Note that this does not rename or delete any tag — it only replaces the tags used in the object with other
tags from the database.

You can also replace one or more strings (button captions, descriptive text) by selecting the String Value tab.

=
Replace

Tagz only -

Skring Yalue | wWhole Tag Mame

Frorm To
Dptian Option
Dption? Optian?
Dptiond Optiond
Text Text

Replace by partz Cancel

String Value tab
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When you are done, select OK.

Removing unused tags from the project database

The Remove unused tags tool is used to scan the project database for unused tags, which you can then select
and remove.

"Unused tags" are tags that you have defined in the project database but have not used in any screen

or task worksheet. Since your project has a limited number of available tags (as determined by your
product/license type), you may want to remove some or all of these unused tags to decrease your project's
tag count.

1. Save and close all open project screens and worksheets.

2. On the Home tab of the ribbon, in the Tags group, click Remove unused tags.
The development application automatically verifies your project, and if it finds any unused tags, then it
lists them in the Remove Unused Tags dialog.

g Note: The listed tags may include some that are accessed during runtime using indirect
syntax (e.g., GetTagValue (TagName) or @TagName, where the value of TagName is the name of
an unused tag).

Remove Unused Tags >
Remove Tag Marmne Tag Folder
Tagh Project Tags
TagE Project Tags
TagC Project Tags

Mote: This list may display tags that are accessed during the runtime using indirect syntax (e.g.:
GetTagValue(TagMame) or @TagMame). Please make sure to unselect these tags, if any, before
proceeding with this command,

Total: 3 unused tags. Checkdl | [ Unchedkal Cose

Unused tags listed in Remove Unused Tags dialog

3. Determine which tags you want to remove, if any.
* If you want to remove all of the listed tags, simply click Remove.

* If you want to keep some of the listed tags, clear the Remove check boxes on the left for those tags,
and then click Remove.

e Click Check all or Uncheck all to select or clear, respectively, all of the Remove check boxes on the left.
¢ If you do not want to remove any of the listed tags, click Close.

The development application removes the selected tags and then asks if you want to verify the project
again.

4. Click Yes to verify the project again.
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Reset Tags Database

Select Reset Tags Database to "reload" the tags database on the local station. This command affects all tags
stored in the Project Tags folder. This option is useful for resetting the project tags and restoring the
values they had when the project was loaded for the first time. When you stop the project but leave the
development environment open, the tags are not reset by default when the project is run again. Therefore,
you can execute this command to reset them before the project runs again.

When this command is executed, the Startup Value configured for each tag (Tags Properties dialog) is written
to the respective tag. If you did not configure any Startup Value for a numeric tag (Boolean, Integer or Real), the
value 0 (zero) is written to the tag. If you did not configure any Startup Value for a string tag, the empty value
(") is written to the tag.

This command is disabled (in gray) if there is at least one runtime task running on the local station. You
must close all runtime tasks (Stop on the Home tab of the ribbon) before this command can be executed.

g Note: The tags stored in the System Tags folder and in the Shared Tags folder (if any) are not
affected by this command.

g Tip: If you want to reset the project tags automatically whenever you run the project (Run on the
Home tab of the ribbon), you can check the option Reset Tags Database when starting project on the
Preferences tab of the Project Settings dialog.

Tagname Text Box

. M=g_Online
Type a name into the Tagname text box to create a new tag for

your project. The Cross Reference and Tag Properties tools will reference this tag name for their actions.

Object Finder Tool

Click the Object Finder tool Q
configured for the project.

to open the Object Finder dialog, which lists all Tags and Functions currently

To select an existing tag/function, double-click on the tag/function name, and then use OK to close the

Source Statuz

1 4

n BlinkFast
n Blinkslow
2% CrispDisplay
&) Crizplnput
) CrispCutput
&) [ate

2% Day

+2° DayOfiear
4

Fast blink trigger

Sloan blink trigger

Crisp status-bar output value
Crisp status-bar input value
Crisp status-bar output value
date: mim-dd-yyay

day (0 - 31)

day of the year (0 - 360

Object Finder ®
Selection:
Cancel
Tags M arme Description -
B S Project  an o Ack all alarms o
ﬂi Fiolem an Ack&ly Ack the message displayed by tag "alarm”
:{'\ prj Elger ) Algrm host priority unacknowledge alarm
ea
o~ ' .
& String Analoghalue_ Sitmulation analog tag
nn = =
@l Class Beep Bn.aep state, 1=0N 0=0FF
5—_—n qn Beepff Disable alarm beep

Object Finder dialog

box. The selected name displays in the Tagname text box.

* To select a specific array index, use the Index button after specifying the array tag name.
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* To select a specific member name, use the Member button after specifying the class tag name.
* To create a new tag, use the New button.
¢ When the New Tag dialog displays, enter the following information, then use OK to close the box:
* Name
e Array Size
* Type (Boolean, Integer, Real, String, Class:Control, Class:msgonline, or Class:Alr)
* Description

* Scope (local or server)

Cross Reference Tool

I5h
Click the Cross Reference tool Cross Reference to search all project screens and worksheets for the tag

noted in the Tagname text box. This function writes a log, detailing all the occurrences of the tag, to the XRef
tab in the Output window. For example, the results of searching for a BlinkFast tag are as follows:

Output o

- RecipeData.rcp (Header: Verify all fields)

- RecipeData.rcp (Body - Row: 1, Column: 1)
- Features_Recipes.scc (ID: 3)

- Features_Recipes.scc (ID; 4}

- Features_Recipes.scc (ID; 5)

- Features_Recipes.scc (ID: §)

- Features_Recipes.scc (ID: 7}

- Features_Recipes.scc (ID: )

- Features_Recipes.scc (ID; 9)

Conburan Diomimom, e (M A0

4|4 » M| Log | XRef . Find Results < >

XRef Results

Set tag properties using the Properties command
Use the Properties command to set the properties of project tags.

The Properties command opens the Tag Properties dialog box, which you can use to set any and all of the
properties of a selected tag. This includes alarms and history properties, which cannot be set using the
Project Tags datasheet. However, when you use the Properties command, you can set the properties of only
one project tag at a time.

g~ Note: You cannot use the Properties command during run time. If you need to edit the tags
database during run time, use the Tags Database functions.

To use the Properties command to set tag properties:
1. At the bottom of the Project Explorer window, click Global.
The Global tab is displayed.
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Project Explorer v B ox

v |E Project: Testd.APP
v 5 Project Tags
B Datasheet View
[ Tag List {5}
C3 Classes
~ [5 Shared database
B Datasheet View
[ Tag List (O
v 5 System Tags
B Datasheet View
[ Tag List {46
v 5 Security
2 Groups
& Users
~ 5 Procedures
~ 5 WBScript
[T Main Procedures
v 5 Pythan
[T Main Procedures
Ewent Logger
Fa Translation

@Global S Graphics Tasks QComm

2. Expand the Project Tags folder, and then in that folder, expand the Tag List folder.
A list of all of the project tags is displayed.

3. In the Tag List folder, select the project tag for which you want to set properties.
4. On the Home tab of the ribbon, in the Tags group, click Properties.
The Tag Properties dialog box for the selected tag is displayed.

Tag Properties x
Parameters  Alams - Bool Type  History - Bool/String Type
[] Retentive Value

D Retentive Parameters

Startup Value:
[0

Unit:

[ ]

Cancel

S. Use the dialog box to set the tag properties as needed, keeping in mind that the properties are
distributed among multiple tabs in the dialog box.

Some properties do not apply to all data types, so for more information about the applicable properties,
see:

¢ Properties of Integer and Real tags on page 177
¢ Properties of Boolean tags on page 181
* Properties of String tags on page 184

6. When you are done, click OK to save your changes and close the dialog box.
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Import Wizard

The Import Wizard is a powerful tool that reduces engineering time during project development. Using
the Import Wizard, you can import tags from different data sources directly to the project tags database.
Depending on the data source, you can import not only the tag names, but also the communication
interface (the link between the tags and the PLC addresses).

When you click Import Wizard on the Home tab of the ribbon, an Import Database Wizard dialog displays to
step you through the process of importing tags. There are three steps for importing tags from these data
source types:

¢ EcoStruxure Machine SCADA Expert Project Database
* OPC Server Database

¢ CSV Database

* ODBC Database

¢ PanelBuilder32™ Database

¢ PanelMate Plus™ Database

¢ OMRON™ CX Programmer Database

¢ FactoryTalk™ Application

¢ Studio XML Screen

Step1: Select the Source Type

Import Wizard X

Source Type:

A studio Database

@} OPC Server Database

¥ SV Database

i oDBC Database

El Impaort Toal for PanelBuilder -

E CMROM CX Programmer Database
El Import Tool for PanelMate™

[ studio XML Screen

_El Import Tool for FactoryTalk& ME/SE

Description
Impart a Studio application.

Import Wizard dialog box

Click the data Source Type, which is where the tags are being imported from. Click Next.
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Continue to the appropriate section for the instructions you need to complete the import database
procedure:

Import tags and files from a EcoStruxure Machine SCADA Expert project database on page 208
Importing from OPC Server Databases on page 212

Import tags from a CSV database on page 213

Importing from ODBC Databases on page 216

Importing from PanelBuilder32 Databases on page 217

Importing PanelMate programs on page 218

Importing from OMRON CX Programmer Databases on page 219

Import from a FactoryTalk application on page 221

Step 2: Configure the Source Type Settings

Import OPC Server Database Wizard >

Options
(®) Do not import duplicate tags i) Replace duplicates with tags imported

Server

Merge Local and
®Local Remote OPC

O Remote: Servers

Identifier:

| S

Branch:

[ Juse prefix: [ use the item path for the tagname

Import OPC Server Database Wizard (1/2) dialog box

Most of the settings in the second window depend on the data Source Type selected in the first step. The
screenshot above is an example of one data Source Type (OPC Server Database). The settings that are
common for any data Source Type are described below:

Options box: Select Do not import duplicated tags if you do not want imported tags to overwrite tags with the
same name that already exist in the Tags Database of the current project. Select Replace duplicates with
tags imported to overwrite tags in the Tags Database with imported tags of the same name.

Use Prefix: Check to specify a prefix (up to 4 characters) to be concatenated to the name of the imported
tags. It is useful to use a prefix to differentiate the imported tags from the tags created manually.
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g Note: The other settings vary according to the data source selected in the first step, and they
are described in the specific sections for each data source type.

After configuring the settings in this dialog, click Next.

Step 3: Filter the tags

Import OPC Server Database Wizard >
Tag Mame Size  Type Description OPC 2
ActiveTagCount 0 Integer _aystem._Activ...
ClientCount i Integer _System._Clien...
[] Date 0 String _System. Date
Date_Day 0 Integer _System._Date...
Date_DayOfilesk 0 Integer _System._Date...
Date_Month ] Integer _System._Date...
Date_Year2 0 Integer _aystem._Date...
Date_Year4 0 Integer _aystem._Date...
[] DateTime 1] Invalid ... _System._Date...
[] DateTimelLocal 1] Invalid ... _System._Date...
FullProjectiame i String _System._FullP,..
I=sDemo 0 Boolean _System._IsDemo
1l Fincrlicntilzmac i) Trueslid Cuckam M- b
Chedk Uncheck Filter... Clear Filter Import only filtered tags
Status Legend
B Error
W Tag wil be imported
B Tag can be imported
Database size
Current: Importing: | 1123 Replacing: ICI
< Back Cancel

Import OPC Server Database Wizard (2/2) dialog box

The screenshot above is an example of one data Source Type (OPC Server Database). The fields and
settings that are common for all data Source Types include the following:

Grid: Displays the list of tags found on the data source.

* checkbox: Check to import the tag from the data source to the Tags Database of the current project.
¢ TagName: Name of the tag

e Size: Array size of the tag

e Type: Data type of the tag (Boolean, Integer, Real, String or Class:<ClassName>)

* Description: Description of the tag

Check button: Click to select/import all tags in the grid

Uncheck button: Click to uncheck all tags in the grid

Filter button: Click to filter the tags. The Filter dialog will display, allowing you to specify a mask for
each column in the grid. Wild cards (* and ?) can be used to filter data.

Clear Filter button: Click to reset the filter.

Import Filtered Tags Only checkbox: Check this option to import only the tags that are visible in the grid
(filtered).
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» Status box: Displays a message describing the status of the tag currently selected in the grid. This
information is especially useful to indicate why a tag cannot be imported.

* Legend box: Describes the meaning of the colors that represent tag status:

* (Red) Error:Tag cannot be imported because it is not supported by EcoStruxure Machine SCADA
Expert. See the Status box for a detailed description of the error.

¢ (Blue) Tag will be imported:Tag will be imported after you click the Finish button.
* (Gray) Tag can be imported:Tag can be imported but it has not been checked.
* Database size box: Displays summary information regarding the current Import Wizard:
e Current: Indicates the number of tags configured in the Project Tags database of the current project
* Importing: Indicates the number of tags selected to be imported

* Replacing: Indicates the number of tags configured in the Project Tags database of the current project
that will be replaced by an imported tag with the same name.

After selecting the tags to import, click the Finish button, or click Cancel to abort the operation.

g Note: The other settings vary according to the data source selected in the first step, and they
are described in the specific sections for each data Source Type (see below).

Import tags and files from a EcoStruxure Machine SCADA Expert project database

This tool allows you to import tags, screens, and worksheets from another EcoStruxure Machine SCADA
Expert project database, which is useful for merging projects and importing project templates. It can also
create a client-server connection between your current project and the imported project running on a
remote station, which allows the two projects to share tag values during run time.

g Note: If you are running Studio on a Windows computer that has User Account Control (UAC)
enabled, you might have issues while performing this task. If you do, try running Studio as an
administrator (i.e., right-click the Studio program icon, and then click Run as administrator on the
shortcut menu).

To import from another EcoStruxure Machine SCADA Expert project database into your current project:

1. On the Home tab of the ribbon, in the Tools group, click Import Wizard.
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The first page of the import wizard is displayed.

Import Wizard

@ OPC Server Database

=¥ CSY Database

& oDBC Database

_El Import Tool for PanelBuilder '~

E OMR.OM CX Programmer Database
E' Import Tool for PanelMate ™

B studio XML Screen

E' Import Toal for FactoryTalk@& ME/SE

Description
Import & Studio application.

< Back

Cancel

Import Wizard

2. In the Source Type list, select EcoStruxure Machine SCADA Expert Database, and then click Next.
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The next page of the import wizard is displayed.

Impert InduSeft Web Studic Database Wizard

Options
(®) Do not import duplicate tags and files

Scope

(®) Import tags only

Application:

(O Replace duplicates with imported tags and files

() Import the whale project

Browse...

[]Generate TCP/IP Client worksheet
Remote IP:

[Juse prefix:

Cancel

Import EcoStruxure Machine SCADA Expert Database Wizard

3. In the Options area, select whether to import items that appear to be duplicates of existing items in your

current project.
Option
Do not import duplicate tags and files

Replace duplicates with imported tags and files

Description

If an item has the same name as an existing item,
do not import it.

The following items will not be imported at all:
¢ Main Procedures

e Startup Script

Import all items. If an imported item has the same
name as an existing item, replace the existing
item.

Some types of worksheets have incremented file numbers (e.g., SCRIPTO001, SCRIPT0002) instead of
user-defined file names. These worksheets will always be imported and they will never replace existing
worksheets, regardless of which option you select in this step. If there are existing worksheets with
the same file numbers, the file numbers of the imported worksheets will be automatically increased in
order to avoid replacing the existing worksheets. (Of course, this is relevant only if you also select the

Import the whole project option in the next step.)

4. In the Scope area, select whether to import tags only or the whole project.

Option
Import tags only

Import the whole project

Description

Import project tags only.

Import all items in the following folders:
* Project Tags

* Procedures

* Screens

* Screen Groups

¢ Web Pages
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Option Description
e Alarms
e Trends
* Recipes
* Reports
e Math
e Scripts
* Scheduler
e Drivers
e OPC (all types)
« TCP/IP

5. In the Application area, do the following:
a) Click Browse.
A standard Open dialog box is displayed.

b) Use the Open dialog box to locate and select the project file (<project name>.app) that you want to
import into your current project.

c) Click Open.

The Open dialog box is closed, and the file path and name for the project file you selected are displayed
in the Application box.

6. If you also want to create a client-server connection between your current project and the imported
project running on a remote station, do the following:
a) Select the Generate TCP/IP Client worksheet option.

b) In the Remote IP box, type the IP address of the computer or device that hosts — or will host — the
imported project.

The import wizard will use this information to create a new TCP/IP Client worksheet in the current
project and then populate it with the imported tags. Keep in mind that once the worksheet has been
created, you can change any of its settings including the IP address you entered here.

7. If you want to add a prefix to the names of the imported tags, in order to differentiate them from other
tags in your current project, select the Use prefix option and then type the prefix (up to 4 characters) in
the box.

8. Click Next.
The last page of the import wizard is displayed.

9. Use the last page of the import wizard to select the tags that you actually want to import into your
current project.

The list shows all of the tags that the import wizard found in the imported database, and the check box
to the left of each tag shows whether that tag is selected for import.

* You can select or clear the check box for each tag in the list.
¢ To select all of the check boxes, click Check. To clear all of the check boxes, click Uncheck.
e To sort the list of tags, click the header of the column by which you want to sort.

* To filter the list of tags, click Filter and then configure filter strings for one or more columns. You can
use wildcard characters (* and ?) in the filter strings.

Please note that filtering the list of tags does not select any tags for import. It only makes the list
shorter and/or easier to navigate.

This is an important step because imported tags count against your project's tag limit. (For more
information, see About target platforms, product types, and target systems on page 105.) The current
number of tags in your project and the number of tags selected for import are shown in the Database size
area of the page.

10.Click Finish to finish importing the database.
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Importing from OPC Server Databases

This wizard lets you import tags from an OPC Server running either locally or remotely. When you import
tags from the OPC Server, an OPC Client worksheet is automatically created to link the tags, eliminating

the need to manually configure the communication interface between your project and the external OPC

Server.

Import OPC Server Database Wizard X

Options
(®) Do not import duplicate tags i) Replace duplicates with tags imported

Server

Merge Local and
® Local Remote OPC
O Remote: Servers

Identifier:

| v

Branch:

[ Juse prefix: [ use the item path for the tagname

Cancel

W

Import OPC Server Database Wizard

* Local/lRemote: Provide the following options:
e Local: Select this option to import tags from an OPC Server installed in the local computer.

* Remote: Select this option to import tags from an OPC Server installed in a remote computer. In the
Remote field, type the IP Address (or the host name) of the remote computer that hosts the project
runtime.

* Merge Local and Remote OPC Servers checkbox: If you selected a Remote server, check this option to display
the list of OPC Servers installed in the local computer and also in the remote computer. Uncheck this
checkbox to display only the list of OPC Servers installed in the remote computer.

* Identifier combo-box: Displays the list of available OPC Servers.

¢ Branch: Click on the Browse button (...) to select the branch of the OPC Server from which the tags
(items) will be imported. Leave this field blank if you want to import tags from all branches configured
in the OPC Server.

¢ Use the item path for the tagname checkbox: Check this option to concatenate the path name to the item
name when importing tags from the OPC Server. Uncheck this option to use only the item names
configured in the OPC Server.

In the grid displayed in Step 3 (Import Wizard on the Home tab of the ribbon) for this Data Source Type, there
is an additional field with the label OPC, which displays the name of the items from the OPC Server.
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g Note: See Steps 1, 2 and 3 of Import Wizard for the settings and fields that are common for all
Source Types.

Import tags from a CSV database

This tool allows you to import tags from a CSV database — that is, a flat database file that contains
comma-separated values — or any similarly formatted text file.

g Note: If you are running Studio on a Windows computer that has User Account Control (UAC)
enabled, you might have issues while performing this task. If you do, try running Studio as an
administrator (i.e., right-click the Studio program icon, and then click Run as administrator on the
shortcut menu).

To import from a CSV database file into your current project:

1. On the Home tab of the ribbon, in the Tools group, click Import Wizard.
The first page of the import wizard is displayed.

Import Wizard >

Source Type:

2 studio Database

@ OPC Server Database

e CSY Database

&5 oDBC Database

E| Impart Toal for PanelBuilder =

E OMROM CX Programmer Database
E' Import Tool for PanelMate ™

4 studio XML Screen

E' Import Toal for FactoryTalk@® ME/SE

Description
Import & Studio application.

Import Wizard
2. In the Source Type list, select CSV Database, and then click Next.
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3.

The next page of the import wizard is displayed.

Import C5V Database Wizard >
Options
(®) Do not import duplicate tags (") Replace duplicates with tags imported
File: Browse. ..

Data Column

Tag: Array Size: Type: Description: Web Data:

R e e R R
Delimiters
[JTab []space Comma ] semicolon ] other:
[ Juse prefix:
Mext = Cancel

Import CSV Database Wizard

In the Options area, select whether to import tags that appear to be duplicates of existing tags in your
current project.
Option Description

Do not import duplicate tags If a tag has the same name as an existing tag, do
not import it.

Replace duplicates with imported tags Import all tags. If an imported tag has the same
name as an existing tag, replace the existing tag.

. Select the database file to be imported:

a) To the right of the File box, click Browse.
A standard Open dialog box is displayed.

b) Use the Open dialog box to locate and select the file you want to import into your current project.

Please note that the Open dialog box can only recognize files with the .csv extension, even though
the import wizard can import files that do not strictly contain comma-separated values. As such,
you might need to rename the file you want to import in order to have the dialog box recognize it.
You will be able to specify a different separator in a subsequent step.

c) Click Open.

The Open dialog box is closed, and the file path and name for the file you selected are displayed in the
File box.

. In the Data Column area, for each tag property, select the number of the column/field in the database file

that contains the corresponding data.

Tag (i.e., the tag name) is mandatory, but the other properties are optional — if a property is not
included in the database file, select Not used.
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For example, if the tag name, array size and data type are listed in the second, third, and first columns
of the database file, respectively, do the following: under Tag, select 2; under Array Size, select 3; under
Type, select 1; and under both Description and Web Data, select Not used.

For tag properties that are not used, the import wizard will insert default values according to the
following table:

Tag Property Default Value

Array Size 0

Type Integer
Description <blank>
Web Data (a.k.a. Scope) Local

6. In the Delimiters area, select the delimiters or separators for the database file to be imported. You can
select more than one.

Comma is the default for .csv files.
7. If you want to add a prefix to the names of the imported tags, in order to differentiate them from other

tags in your current project, select the Use prefix option and then type the prefix (up to 4 characters) in
the box.

8. Click Next.
The last page of the import wizard is displayed.

9. Use the last page of the import wizard to select the tags that you actually want to import into your
current project.

The list shows all of the tags that the import wizard found in the imported database, and the check box
to the left of each tag shows whether that tag is selected for import.

* You can select or clear the check box for each tag in the list.
¢ To select all of the check boxes, click Check. To clear all of the check boxes, click Uncheck.
e To sort the list of tags, click the header of the column by which you want to sort.

e To filter the list of tags, click Filter and then configure filter strings for one or more columns. You can
use wildcard characters (* and ?) in the filter strings.

Please note that filtering the list of tags does not select any tags for import. It only makes the list
shorter and/or easier to navigate.

This is an important step because imported tags count against your project's tag limit. (For more
information, see About target platforms, product types, and target systems on page 105.) The current
number of tags in your project and the number of tags selected for import are shown in the Database size
area of the page.

10.Click Finish to finish importing the database.

g Note: This import wizard cannot import Class tags. If you need to import Class tags, open the
database file in a spreadsheet application like Microsoft Excel and then copy-and-paste from the
spreadsheet to the Project Tags datasheet. For more information, see Project Tags Folder on page
151.
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Importing from ODBC Databases

This wizard allows you to import tags from an external SQL Relational Database such as Microsoft Access,
SQL Server, Oracle, My SQL, Sybase and others, through the ODBC interface.

Import ODBC Database Wizard *
Options
(®) Do not import duplicate tags (") Replace duplicates with tags imported
QDBC
Table:
Select Data Source. .. | R

Tag: Array Size: Type:

St S o
Description: Web Data:

St R
[ Jusze prefix:

Mext = Cancel

Import ODBC Database Wizard

* Select Data Source button: Click to select the ODBC Data Source Name (DSN) linked to the database from
which the tags will be imported. The DSN must have previously been created with the Data Sources
(ODBC) window (Control Panel > Administrative Tools > Data Sources [ODBC]). After you select a DSN, the other
fields in this window will be populated automatically with information from the selected database.

* Table combo-box: Select the table that holds the tags in the import database.
* Tag combo-box: Select the name of the column that holds the tags in the import database.

e Array Size combo-box: Select the name of the column that holds the array size for the tags in the import
database.

* Type combo-box: Select the name of the column that holds the tag type in the import database.

e Description combo-box: Select the name of the column that holds the tag description in the import
database.

e Web Data combo-box: Select the name of the column that holds the Web Data for the tags in the import
database.

g Note: See Steps 1, 2 and 3 of Import Wizard for the settings and fields that are common for all
Source Types.
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Importing from PanelBuilder32 Databases

g Note: This wizard is sold as an add-on and requires a license to be enabled. Consult your
software for further information.

This wizard lets you import not only the tags, but also the screens, alarm configuration and
communication interface from a text file (report) exported by the PanelBuilder32™ software. Using this
wizard, you can convert a PanelView™ program (developed with PanelBuilder32™) into the EcoStruxure
Machine SCADA Expert project format and then run it on any platform supported by this software.

InduScft Import Teol for PanelBuilder™ >
Options
(®) Do notimport duplicate tags I Replace duplicates with tags imported
Import Screens Import Comm. Configuration
Report File: | C:\Report. txt Browse...

ControlLogix Qnly
IF Address: CPU Slot Mumber:

[ ]Use prefix:

< Back Cancel

¢ Import Screens: Check this option to import the graphical screens (including their objects and
animations).

e Import Comm. Configuration: Check this option to import the communication interface (tags linked to PLC
addresses).

* Report File: Press the Browse button to select the name of the text file exported from PanelBuilder32™
(report printed to a text file).

e ControlLogix Only: When importing a program that was configured to exchange data with ControlLogix
PLCs, this wizard can convert the communication interface to Ethernet/IP (ABCIP driver). To do
so, type the IP Address of the PLC and its slot number. This information will be used to create the
communication interface for the imported program. If the original program was already configured
to use the Ethernet/IP interface, these fields can be left blank, because the IP Address and CPU Slot
Number are retrieved from the program file itself.

In the grid displayed in Step 3 for this Data Source Type, there is an additional field with the label Address,

which displays the tag addresses from the PanelBuilder project.
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g Tip: Please consult the documentation for this import wizard for detailed information about how
to export an program from the *.PBA format to the text (*.TXT) format, using PanelBuilder32™,
and import it into this software.

g Note: See Steps 1, 2 and 3 of Import Wizard for the settings and fields that are common for all
Source Types.

g Note: This software does not support some special characters (e.g., [ 1 . -)in tag names.
When you import your PaneBuilder database, these special characters will be converted into
underscores (_).

Importing PanelMate programs

This wizard allows you to import not only the tags, but also the screens, alarm configuration, and
communication settings from an operator interface program that was created with PanelMate™ software.

g Note: PanelMate™ Import Wizard requires a software library called BDE, which is available as a
separate installer. Please contact your software vendor for information.

Using this wizard, you can convert a PanelMate program into the EcoStruxure Machine SCADA Expert
project format and then run it on any platform supported by this software. The wizard can import
programs from PanelMate Plus 4.01 (or earlier) and PanelMate Power Pro 2.21 (or earlier), and it supports
the following communication drivers:

e Allen-Bradley Serial (ABKE)

* Modbus Serial, ASCII and RTU (MODBU)
¢ Modbus Plus (MODPL)

¢ Allen-Bradley Remote I/O (STRIO)

g Note: If you are running EcoStruxure Machine SCADA Expert on a Windows operating
system that has User Account Control (UAC) enabled, then you may have problems using this
import wizard. Close the application, and then run it again as an administrator (right-click the
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EcoStruxure Machine SCADA Expert program icon, and then click Run as administrator on the
shortcut menu).

Indu5cft Import Tool for PanelMate™ >
Options
(®) Do not import duplicate tags () Replace duplicates with tags imported
Mode! Folder: | C:\PMCONFIG\MODEL Browse. ..
Application: e

[ use prefix: I:I Import Screens

Mext = Cancel

Import Tool for PanelMate

Import Screens

Check this option to import the graphical screens (including their objects and animations).

PanelMate Model

Click Browse to select the directory where the database files of the PanelMate program that
you intend to import are stored.

Application

After specifying the correct file path in the PanelMate Model box, the programs that are
available in that directory will be available in this combo-box. Select the program that you
want to import, and then click Next.

See Steps 1, 2 and 3 of Import Wizard for the settings and fields that are common to all Source Types.

Importing from OMRON CX Programmer Databases

[ A

Note: This import wizard creates a driver worksheet for the OMRON communication driver,
which is enabled only for customers that purchase the product directly from OMRON. For

more information, contact your software distributor. Also, the OMRON communication driver
communicates with OMRON PLCs via the FINS Gateway, so the FINS Gateway must be installed
on the same computer as the project runtime in order to enable communication between it and
the PLCs.

This wizard lets you import tags from a program for OMRON PLCs developed with CX Programmer
and exported to a CXT file. When importing tags from the CX Programmer CXT file, the OMRON driver
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worksheet is automatically created to link the tags imported with the PLC, eliminating the need to
manually configure the communication interface between your project and the PLC.

Import OMROM CX Programmer Database Wizard *
Options
(®) Do not import duplicate tags (") Replace duplicates with tags imported
Prefix Serial Auto Address
|:| Custom:
Metwork Address: | 10 |
[ ]pLC: Mame Mumber
Mode Address: | 240 |
|:| Program: Mame Mumber
CXT File: | | Browse,..

Mext = Cancel

e Prefix: This box allows you to concatenate one of the following types of prefixes to the tags imported

from the CX Programmer program:

e Custom: Check this option to concatenate a custom prefix with up to 8 characters to the name of the
imported tags.

¢ PLC: Check this option to concatenate either the PLC name or the PLC Number to the name of the
imported tags.

* Program: Check this option to concatenate either the Program name or the Program Number to the
name of the imported tags.

» Serial Auto Address: This area allows you to configure the Network Address and the Initial Node Address
for the PLCs configured in the product with Serial communication (if any):

¢ Network Address: This setting will be applied to all PLCs configured in the project with Serial
communication.

¢ Node Address: This setting will be applied to the first PLC configured in the project with Serial
communication. This setting will be incremented and applied to subsequent PLCs configured in the
product with Serial communication.

e CXTFile: Click the Browse button to select the CXT file, exported by CX Programmer, from which the
tags will be imported.

In the grid displayed in Step 3 for this Data Source Type, there is an additional field with the label Address,
which displays the name of the tags from the CX Programmer program.

g~ Note: See Steps 1, 2 and 3 of Import Wizard for the settings and fields that are common for all
Source Types.
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Import from a FactoryTalk application

Use the Import Tool for FactoryTalk to import tags, screens, alarms, and device configurations from an
application that was previously created with FactoryTalk View.

This tool is sold as an add-on for Studio, which means your software license must include the appropriate
upgrade in order for the tool to be enabled in the project development environment. For more information,
contact your software distributor.

If you are running Studio on a Windows computer that has User Account Control (UAC) enabled, you
might experience issues while using this tool. To avoid these issues, run Studio as an administrator (i.e.,
right-click the Studio program icon, and then click Run as administrator on the shortcut menu).

Depending on which items (e.g., tags, screens, alarms) you actually want to import from the FactoryTalk
application, you might need to use FactoryTalk View to export those items from the application to external
files. You should have those files ready before you begin this task. For more information, consult the
documentation for FactoryTalk View.

The Import Tool for FactoryTalk can import both Site Edition (SE) and Machine Edition (ME) applications,
and it supports the following communication drivers: ABCIP, ABENI, ABKE, and ABTCP.

To import from a FactoryTalk application:

1. On the Home tab of the ribbon, in the Tools group, click Import Wizard.
The Import Wizard dialog box is displayed.

2. In the Source Type list, select EcoStruxure Machine SCADA Expert Import Tool for FactoryTalk, and then click Next to
proceed to the next page of the import wizard.
The Import Tool for FactoryTalk page is displayed.

Import InduSoft Import Tool for FactoryTalk® MESSE Wizard >
Options
(®) Do not import duplicate items () Replace duplicates with imported items
Tag (.csv):
| | Browse,..
[ ] Use prefix:

Screen(s) (xml):

| | Browse...
Alarm (.csv | .xml):

| | Browse,..
FactoryTalk Application Folder:

| | Browse...

Drivers

|:| Impert Drivers: | Configuration. ..

Mext = Cancel

Import Tool for FactoryTalk dialog box

3. In the Options area, select whether to import items that appear to be duplicates of existing items in your
EcoStruxure Machine SCADA Expert project:
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Option Description

Do not import duplicate items When this option is selected, the following items
will not be imported in case there are already
equivalents in the current project:

¢ Tags Database (i.e., tags with the same name
will not be imported)

e Screens (i.e., screens with the same name will
not be imported)

Replace duplicates with imported items When this option is selected, existing items in
the current project will be replaced by items
of the same name that are imported from the
FactoryTalk application.

. If you want to import tags from the FactoryTalk application:

a) To the right of the Tag box, click Browse.
A standard Windows file browser is displayed.

b) Use the file browser to locate and select the .csv file that contains the tag information you exported
from the FactoryTalk application, and then click Open.
The location of the file is displayed in the Tag box.

c) If you want to add a prefix to the names of the imported tags, in order to differentiate them from
other tags in your EcoStruxure Machine SCADA Expert project, select Use prefix and then type the
prefix in the box.

. If you want to import screens — including objects and animations — from the FactoryTalk application:

a) To the right of the Screen(s) box, click Browse.
A standard Windows file browser is displayed.

b) Use the file browser to locate and select the .xml file that contains the screen information you
exported from the FactoryTalk application, and then click Open.
The location of the file is displayed in the Screen(s) box.

For more information about which objects and animations are supported, see Import Tool for
FactoryTalk User Manual.

. If you want to import alarms from the FactoryTalk application:

a) To the right of the Alarm box, click Browse.
A standard Windows file browser is displayed.

b) Use the file browser to locate and select the .csv file that contains the alarm information you
exported from the FactoryTalk application, and then click Open.

g Note: At this time, the Import Tool for FactoryTalk can import alarm configurations only
from FactoryTalk Site Edition (SE) applications.

The location of the file is displayed in the Alarm box.

. To import all other information including images and parameters from the FactoryTalk application:

a) To the right of the FactoryTalk Application Folder box, click Browse.
A standard Windows file browser is displayed.

b) Use the file browser to locate and select the FactoryTalk application folder, and then click OK.
The location of the folder is displayed in the FactoryTalk Application Folder box.

. If you want to import one or more device configurations from the FactoryTalk application:

a) In the Drivers area, select Import Drivers, and then click Configuration.
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The Device Configuration dialog box is displayed.

Device configuration >
Devices
Add...
Edit...
Remove
QK Cancel

Device Configuration dialog box

b) Click Add.
The Device dialog box is displayed.

Device configuration X

Device Mame: Driver: Station:

| |ABCIF‘ V| |

Cancel

Device dialog box
c) In the Device Name box, type the name of the device exactly as it is in the FactoryTalk application.

d) In the Driver list, select a communication driver for the specified device.

Option Description

ABCIP Driver for Ethernet communication with Allen-Bradley devices using the
CIP protocol
ABENI Driver for Ethernet communication Allen-Bradley devices using the

AB-1761-NET-ENI Gateway Interface

ABKE Driver for serial communication with Allen-Bradley devices using the
DF1 protocol

ABTCP Driver for Ethernet communication with Allen-Bradley devices using the
DF1 protocol

e) In the Station box, type the station ID of the specified device.

f) Click OK.
The specified device is added to the Devices list in the Device Configuration dialog box.

g) Repeat these steps for each device configuration that you want to import.
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h) When you are done, click OK to close the Device Configuration dialog box.

9. Click Next to proceed to next page of the import wizard, which is common to all source types.
For more information, see Import Wizard on page 205.

Import a Studio XML Screen

Use the Import Wizard to import a Studio XML Screen, which is an external text file created with the
EcoStruxure Machine SCADA Expert custom XML schema.

Before you begin this task, you must have a properly formatted Studio XML Screen file that you can
import.

A Studio XML Screen file contains the same information as a regular screen file. It is simply formatted as
human-readable XML instead of binary data, which makes it more flexible and portable.

Once you have created your screens, you can use the Import Wizard to batch import them into your
project.

You can also use the ImportXML function to import Studio XML Screen files during run time.
To import one or more Studio XML Screens:

1. On the Home tab of the ribbon, in the Tools group, click Import Wizard.
The Import Wizard dialog box is displayed.

2. In the Source Type list, click Studio XML Screen, and then click Next.
The next step of the import wizard is displayed.

Studio XML Screen *

Options
(®) Do not impart duplicate screens (") Replace duplicates with imported screens

Screen(s):

Browse...

Mext = Cancel

Selecting the screens to import

3. Under Options, choose whether imported screens should automatically replace existing screens in your
project.
Screens are considered to be duplicates if they have the same file name. For example, Objects.xml
and Objects.scc would be duplicates.

* If you do not want the imported screens to replace existing screens in your project, select Do not
import duplicate screens. A warning will be displayed for each duplicate that you try to import.

¢ If you want the imported screens to automatically replace existing screens in your project, select
Replace duplicates with imported screens.

4. Click Browse.
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A standard Open dialog box is displayed.

5. Use the file browser to locate and select the Studio XML Screen files that you want to import, and then
click Open.
You can Ctrl-click and Shift-click to select more than one file.

The selected file(s) are displayed in the Screen(s) box.
6. Click Next.

The selected screens are processed, and then the next step of the import wizard is displayed showing
the project tags that are included in the selected screens.

Studio XML Screen *
Tag Name Size Type Description
Tagl Ju] Integer
Tag? 0 Integer
Tag3 Ju] Integer
TouchFlags 0 Integer
TouchMask 0 Integer
TouchXContacts 0 Integer
MyTag Ju] Integer
Loaphumber 0 Integer
WaitValue 0 Integer
Addvalue 0 Integer
MyStringTag Ju] Integer
Check Uncheck Filter... Clear Filter Import only filtered tags
Status Legend

W Error
B Tag will be imported
M Tag can be imported

Database size

Selecting the project tags to import
7. In the list of project tags, select the tags that you want to import with the screens:
¢ For each tag in the list, select or clear the check box to the left.
¢ To select all of the check boxes, click Check. To clear all of the check boxes, click Uncheck.

* To filter the list of tags, click Filter and then configure filter strings for one or more columns. You can
use wildcard characters (* and ?) in the filter strings.

8. Click Finish.

The screens and included tags are imported into your project. Also, the screens are automatically
published for Thin Clients and Mobile Access — i.e., the corresponding .html, .scc, and .ssma files are
automatically generated and saved in your project's Web folder, so the imported screens should be
immediately available for you to select.
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Tag Integration

Tag Integration is an enhanced framework for communication with third-party applications and devices.

Tag Integration is built on the same communication drivers that are described in the Drivers section, but
instead of manually configuring driver worksheets to associate project tags with device registers, you can
use the Object Finder to browse a Tag Integration source and then import device registers directly into
your project.

Device registers imported in this way appear as integrated tags in your project's Shared Database folder,
and they count against your project's tag limit as determined by its target system. Integrated tags are
"live", which means they are continuously and bilaterally updated during project run time as long as the
Tag Integration source is also running and connected. In most cases, you can use integrated tags in the
same ways that you would normally use project tags you created.

Tag Integration is available only for certain applications and devices, because additional work is required
to upgrade a traditional communication driver to support this feature. Many of the drivers included

with this software can be upgraded, however, so if the one you want is not listed in the Tag Integration
settings, please contact your software distributor and ask about custom development.

Tag Integration is configured in the Communication tab of your project settings.

e Tip:

By default, the project runtime server will update integrated tags every 600 milliseconds, which
is the rate at which BlinkSlow toggles. To adjust the rate, manually edit your project file
(<project name>.APP) to add the following entry:

[Options]
MainDrvAlwaysTrigger=<tag name>

<tag name> can be either another system tag (e.g., BlinkFast, Second, Minute) or a project tag
you created. Whenever the value of that tag changes, the integrated tags are updated.

This works because the project runtime server automatically creates a virtual Main Driver Sheet
to manage integrated tags. The same trigger updates all Main Driver Sheets in your project,
however, so be careful if you are using both Tag Integration and traditional communication
drivers to communicate with devices. (Standard Driver Sheets have separate, configurable
triggers.)
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Using TagsDB functions to edit the tags database during run time

Use the Tags Database (TagsDB) functions to add and remove tags, classes, and class members during
project run time, as well as to set properties and alarm conditions on tags.

There are several important things to keep in mind when you use TagsDB functions, because the
functions can do much more than set and get tag values. They actually change the structure of the tags
database, which can cause serious problems for a running project and all connected thin clients if it is not
done properly. As such, most TagsDB functions can be executed only under the following limitations.

First, you must use the SCADA runtime edition for Windows to run your project — in other words, you
must install the full Studio software on a Windows computer and then license it for either "Engineering
+Runtime" or "Runtime only". (You can also license the software for "Engineering only", but your

project will run for only 72 hours before it needs to be restarted.) The TagsDB functions use the project
development environment's database editor in essentially the same way that you do when you manually
edit your project during run time. Due to this limitation, the TagsDB functions cannot be used in projects
that are developed for and run on embedded devices.

Second, the TagsDB functions can be called only by scripts that are executed on the project runtime
server. The functions cannot be executed on project thin clients because a client cannot make structural
changes to the tags database without interfering with other clients, decreasing run-time performance, and
potentially corrupting the database. (In this case, "project thin clients" includes the Viewer module that
runs on the same computer as the project runtime server, because it runs as a separate process on that
computer.) Therefore, generally speaking...

TagsDB functions can be used in:

e The Startup Script, which is executed when the project itself is run;

e Script Groups, which are periodically scanned by the Background Task; and

* Global Procedures that are called by the Startup Script or Script Groups.

TagsDB functions cannot be used in:

¢ The Graphics Script, which is executed by each project thin client client when it starts;

e Screen Scripts, which are attached to project screens and executed when those screens are opened;
and

¢ Command animations.

To work around this limitation, create a Script Group to call the TagsDB functions and then configure a
trigger to control the execution of that Script Group.

Third, in any script that calls TagsDB functions to make structural changes to the tags database, you
must call the TagsDBBeginEdit function at the beginning of the script and the TagsDBEndEdit function
at the end of the script. The TagsDBBeginEdit function locks the database for editing and prevents any
other run-time changes. The TagsDBEndEdit function applies the changes made by TagsDB functions
and then allows the database to resume normal run-time behavior. Both functions must be called in the
same script, because that script (more specifically, the program thread running that script) owns the tags
database while it is locked. You cannot call TagsDBBeginEdit in one script and then call TagsDBEndEdit
in another script.

Normally, when a project is edited during run time, the project runtime server and all project thin clients
must be updated with the changes as they are made. This is not a problem when you manually edit your
project, because you make your changes slowly and one at a time. In contrast, the TagsDB functions
allow you to make a large number of changes quickly, so updating the server and clients with all of those
changes while the project is running can severely decrease run-time performance. Therefore, to maintain
performance and protect the tags database, the server — including all background tasks such as alarms,
trends, and other scripts — is effectively paused when the TagsDBBeginEdit function is executed, and
then the changes are applied as a batch when the TagsDBEndEdit function is executed. Also, as part of
this update process, project screens that were already open on clients will be reopened and their OnOpen
screen scripts will be executed again.

g Note: The TagsDBBeginEdit function has a persistent effect, which means that if you call
the function to lock the tags database during project run time and then stop the project, the
database will remain locked and you will not be able to manually edit it.

Restarting the project may or may not unlock the database, depending on how you developed
your project and which function call locked the database in the first place. As such, while the
project is stopped, you should use the Watch window to manually call the TagsDBEndEdit
function. When it is successfully executed, you can safely restart the project.
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Examples

The following example shows how to use the TagsDB functions in VBScript to add a new class, then add
a new class member to that class, then add a new tag of that class, then set an alarm and a trend on that
tag.

If ($TagsDBBeginEdit ()=0) Then
If ($TagsDBAddClass ("TempClass")=0) Then
If ($TagsDBAddClassMember ("TempClass", "TempMember",6 "Real")=0) Then
If ($TagsDBAddTag ("TempTag", "TempClass",2,0)=0) Then

If ($TagsDBSetAlarm("TempTag[0] . TempMember",1,0,3.5)<>0) Then
$Msg = "Alarm not Set"

End If

If ($TagsDBSetTrend ("TempTag[0] . TempMember",0,1)<>0) Then
$Msg = "Trend not Set"

End If
Else
$Msg = "Tag not created"
End If
Else
$Msg = "Class Member not added"
End If
Else
$Msg = "Class not created"
End If
$TagsDBEndEdit ()
Else
$Msg = "Tag functions not enabled"
End If

Please note how the script begins with the TagsDBBeginEdit function and then ends with the
TagsDBEndEdit function. Also, see how the nested If..Then. Else structures ensure that each function is
executed successfully (i.e., returns a value of 0) before the next one is attempted.

The following example shows how to remove the alarm, trend, tag, class member, and class, in reverse
order from how they were added in the previous example.

If ($TagsDBBeginEdit ()=0) Then
If ($TagsDBRemoveAlarm("TempTag",1)<>0) Then

$Msg = "Alarm not removed"

End If

If ($TagsDBRemoveTrend ("TempTag")<>0) Then
$Msg = "Trend not removed"

End If

If ($TagsDBRemoveTag ("TempTag")=0) Then
If ($TagsDBRemoveClassMember ("TempClass" , "TempMember")<>0) Then

$Msg = "Class member not removed"
End If
If ($TagsDBRemoveClass ("TempClass")<>0) Then
$Msg = "Class not removed"
End If
Else
$Msg = "Tag not removed"
End If
$TagsDBEndEdit ()
Else
$Msg = "Tag functions not enabled"
End If

It is not absolutely necessary to remove the alarm and trend before removing the tag they are on, because
they are discarded with the rest of the tag properties and other metadata when the tag itself is removed.
They are included in the example above simply to be thorough. In contrast, the class member and class
cannot be removed until every tag in that class is removed.
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Screens and Graphics

The most basic function performed by EcoStruxure Machine SCADA Expert is to provide a window into
the process. The ability to display the status of the process by interacting with instrumentation (or
computers), is described as the Human-Machine Interface (HMI).

EcoStruxure Machine SCADA Expert allows you to create projects that can monitor processes using high-
resolution color screens.

The EcoStruxure Machine SCADA Expert graphic tools consist of two modules:

e The Screen/Worksheet Editor in the EcoStruxure Machine SCADA Expert development environment
(used to create or import graphics); and

¢ The runtime project Viewer.

You can use animations to create dynamic graphic objects or symbols. Animations cause objects and
symbols to change appearance to reflect changes in the value of a tag or an expression. Each screen is an
association of static and animated objects.

Screens can have an optional bitmap that acts as a background in the object window. On the following

screen for example, the static images can be part of a bitmap in the background object and objects with
animation in the animation object layer can reflect the changes in the plant, giving the illusion that the
screen is three#dimensional.

All EcoStruxure Machine SCADA Expert configuration tasks require a Windows-compatible pointing
device, such as a mouse or touch pad. You can run a project in the Viewer without a pointing device if you
configure keypad or keyboard keys for all commands.
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Graphics tab

The Graphics tab of the Project Explorer contains all of the screens, screen groups, and symbols in your
project.

Project Explorer v 1 X

~ [E Project: PCDemo.APP
£ Screens
w 5 Screen Group
£ startup.sG
w 5 Thin Clients
@ weh
Mohile Access
3 Project Symbals
F Graphics Script
Mative Syprmbols
QF Industrial Graphics Symbols
[H Layout

@Glnhal 9, Graphics Tasks g Comm
Graphics tab of the Project Explorer

The folders on the Graphics tab are described in the following sections:

Screens

You create screens to provide a graphical interface for your project. Each screen can contain
many buttons, sliders, dials, indicators, graphs, and so on.

Screen Groups

You can combine individual screens into screen groups, so that they all open together at the
same time.

Thin Clients

You can deploy your project as a web application to be accessed by thin clients such as
desktop web browsers, tablets, and smartphones. You can even deploy different versions of
your project with different levels of functionality for each type of client.

Project Symbols

This folder contains the Linked Symbols used in the project. Symbols copied from the native
Symbols library are automatically segregated into the same subfolders as in the native
Symbols library. Linked Symbols you create are also accessed through this folder; see Create
and edit project symbols on page 279 for more information.

Graphics Script

You can use this worksheet to define VBScript sub-routines that are called only when the
graphics module starts (i.e., when a client station connects to the server and displays the
graphical interface), while it is running, and when it ends.

Native Symbols

Double-click this icon to open the project Symbols library (native and user-created). See
Project Symbols above for more information.

Industrial Graphics Symbols

This folder is a library of the symbols that are created with the Industrial Graphics editor,
which works as a companion to the native graphics tools in Studio.

Layout

The layout editor displays all of the screens the are currently open for editing. You can use it
to visualize how the screens are arranged together and reuse screens in multiple layouts —
for example, to create a common navigation bar across your entire project.
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Screens folder

The Screens folder is located in the Graphics tab of the Project Explorer. It contains all of your Screen
worksheets, both completed and still in development.

To create a new Screen worksheet, do one of the following:
* On the Insert tab of the ribbon, in the Graphics group, click Screen;
* Right-click the Screens folder in the Project Explorer, and the click Insert on the shortcut menu; or

* Go to File, select New, click the File tab in the New dialog, select Screen from the list of worksheet types,
and then click OK.

When a Screen worksheet is opened for the first time, the Screen Attributes dialog for that worksheet is
automatically displayed. For more information, see Screen Attributes dialog.

To open an existing Screen worksheet, expand the Screens folder and then double-click the worksheet.

SCREEN ATTRIBUTES

Use the Screen Attributes dialog box to configure run-time settings — such as size, location, title bar,
security level, and screen logic — for a specific project screen.

Accessing the dialog box

The Screen Attributes dialog box is automatically displayed when you add a new Screen worksheet to your
project.

Screen Attributes ®
Descriptior: |
B ackground Ficture Size Location
Enatble Backaground BhiF - Whidth: 1820 Top: 0
Height: 1080 Left: 0
Runtirme Properties SecLrity
Level: 0O
Stule: ReplacePartial) - Screen Logic
Border  pjope -
Cron't redram:

Dizable Commands:
kvl Touch Settings

Focuz Perfarmance Optimization

Tab Order:

v| Receive focus on open Hide screen instead of clozing it

| Share tab order with ather screens a Keep screen file in memony

Backaround zcreen

Cancel

You can also access the dialog box for an existing Screen worksheet (assuming the worksheet is open for
editing) by doing one of the following:

* On the Draw tab of the ribbon, in the Screen group, click Attributes; or

¢ Right-click anywhere in the Screen worksheet, and then click Screen Attributes on the shortcut menu.
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Description

This is a brief description of the project screen, for your own convenience. It is not shown anywhere
during run time.

Background Picture

Enable Background

Enables the background picture layer and specifies the image format. When this option is
selected, a new image file with the same name as the screen is automatically created in the
Screen sub-folder your project folder (e.g., <project name>\Screen\<screen name>.BMP).
You can then edit the file that was created, replace it with another file that has the same
name, or configure the Shared Image setting below to specify a file that has a different name.

Shared Image

Specifies the name of an image file to use instead of the image file that has the same name
as the screen. The file still must be located in the Screen sub-folder of your project folder.
Do not include the file extension with the file name, because it is automatically determined
by the image format. This field accepts String expressions on page 937, for example
{MyBackground}.

For more information, see Modifying a screen's background color or image on page 234.

Size and Location

Width
The default width (in pixels) of the screen when it is opened.
Height
The default height (in pixels) of the screen when it is opened.
Top
The default distance (in pixels) between the top of the display and the top of the screen when
the screen is opened. This is also known as the screen's Y-position.
Left

The default distance (in pixels) between the left side of the display and the left side of the
screen when the screen is opened. This is also known as the screen's X-position.

If you use the Layout tool to lay out your project screens, these size and location settings will be
automatically updated to reflect any changes you make in that tool.

If you configure the screen to have a border, the user will be able to change the size and location of the
screen during run time. For more information, see Border below.

Runtime Properties

Style
The general run-time behavior of the screen:
Option Description
Overlapped Opens the screen without closing any other screens.
Popup Forces the screen in front of all other screens but does not close
them.
Replace (Partial) Opens the screen and closes all other Replace screens that it
partially covers. This is the default.
Dialog Similar to Popup, except that the other screens are also disabled
until the dialog is closed by the user.
Replace (Complete) Similar to Replace (Partial), except that it closes only other
Replace screens that it completely covers.
Border

The type of border around the screen:
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Option Description

None No border; the screen is a flat, immovable rectangle on the display.
This is the default.

Thin A thin border that makes the screen a movable window. Includes
the title bar.
Resizing A thick border that makes the screen a movable, resizable window.

Includes the title bar.

Titlebar
Shows the window's title bar with the specified window name. You can type a string
expression for this setting (e.g., {MyWindow}). It is useful to specify a window name even if
the title bar is not shown, because the window name is always included when the screen is
printed.

System Menu

Shows a menu of basic window commands at the left end of the title bar.

Maximize Box
Shows the Maximize button at the right end of the title bar.

Minimize Box
Shows the Minimize button at the right end of the title bar.

Don't Redraw

While this tag/expression evaluates as TRUE (i.e., not 0), most animations (except
Command animations; see Disable Commands below) in the screen are disabled. In other words,
basic shapes will not be redrawn when their size, color, position, or visibility change. Active,
data, and library objects (except symbols that include these animations) remain enabled,
and all other screen graphics will continue to be updated.

Disable Commands

While this tag/expression evaluates as TRUE (i.e., not 0), Command animations in the
screen are disabled. Typically, this means that clicking/tapping buttons in the screen
will have no effect, although other types of objects can also have Command animations
applied to them. Active, data, and library objects (except symbols that include Command
animations) remain enabled, and all other screen graphics will continue to be updated.

Security

Level

The minimum security level that a user must have in order to access this screen.

Screen Logic

On Open
A list of expressions to be evaluated once when the screen is opened, similar to a Math
worksheet.

While Open

A list of expressions to be continuously evaluated while the screen is open, similar to a Math
worksheet. If you specify a trigger, however, then the list will be evaluated once each time it
is triggered while the screen is open.

On Close

A list of expressions to be evaluated once when the screen is closed, similar to a Math
worksheet.

g Tip: Because On Open logic runs before the screen is rendered and the While Open logic starts,
tags whose values are changed in the On Open logic should not be used in the While Open Trigger
field.
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Multi-Touch Settings
Customizes the Multi-Touch settings for this screen. For more information, see About the Multi-Touch
settings for project screens on page 347.

Focus

Receive focus on open
When the screen is opened, the focus will automatically go to the first object in the screen
(according to Object ID) that can receive focus, as if the user tabbed into the screen.

Share tab order with other screens

When the user tabs through the last object in the screen, the focus will go to the next
open screen (according to Tab Order below) rather than back to the first object in the current
screen.

Tab Order

Similar to Object ID for screen objects, this determines the tab order between screens when
multiple screens are open. When the user tabs through the last object in a screen, the focus
will go to the open screen with the next higher Tab Order number. Each screen should have
a unique Tab Order number between 0 and 32767.

Background screen

When the user clicks on the screen, it remains in the background and is not brought in front
of the other open screens. If more than one screen has this option selected, then the screens
are arranged in tab order with the greatest Tab Order number being the furthest back.

Performance Optimization
Hide screen instead of closing it

Closing the screen (by any user action or system process) in fact only makes it hidden, and
reopening the screen makes it visible again. This makes the screen appear to open very
quickly.

This option should be selected only for critical screens. If too many screens are kept open,
regardless of whether they are visible or hidden, overall run-time performance will be
affected.

Keep screen file in memory

When the screen is closed, the screen file is kept in memory so that it does not need to
be reloaded from the hard drive when the screen is reopened. The screen still needs to be
redrawn, however. This is not as fast as making a hidden screen visible again (see above),
but it still makes the screen appear to open quickly.

This option should be selected only for important screens. If too many project files are kept
in memory, overall run-time performance will be affected.

MODIFYING A SCREEN'S BACKGROUND COLOR OR IMAGE

A project screen can have either a solid background color or an editable background image.

Selecting a screen's background color
By default, a newly created project screen has a solid white background. To change this background color:
1. Make sure the screen file is open for editing.

2. On the Draw tab of the ribbon, in the Screen group, click Background Color. A standard color picker is
displayed as a shortcut menu.

3. Use the color picker to select a color. The color is applied to the entire project screen.

g Tip: If you want to set a background color for only part of a screen, draw a shape object and
then send it to the back.

Enabling a screen’s background image

To enable the background image for a screen and then edit it:
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Make sure the screen file is open for editing.

On the Draw tab of the ribbon, in the Screen group, click Attributes. The Screen Attributes dialog box is
displayed.

Select Enable Background. A new BMP file with the same name as the screen is automatically saved in the
Screen folder in your project folder (e.g., [..] \<project name>\Screen\screenname.BMP).

4. Click OK to close the Screen Attributes dialog box.

5. On the Draw tab of the ribbon, in the Screen group, click Background Image. Microsoft Paint is run

automatically and the BMP file is opened for editing.

Use Microsoft Paint to edit the background image as needed.

g Tip: To use an image editor other than Microsoft Paint, manually edit the program settings

file (EcoStruxure Machine SCADA Expert 2023\Bin\Program Settings.ini) to add the
following setting:

[Options]
ImageEditor=filepath

Specifying an existing image file as the background

To select an existing image file, especially if it is in a format other than BMP:

1.
2.
3.

Copy the image file that you want to use to the Screen folder in your project folder.
In the development environment, make sure the screen file is open for editing.

On the Draw tab of the ribbon, in the Screen group, click Aftributes. The Screen Attributes dialog box is
displayed.

Select Enable Background, and then in the list to the right of the option, select the image file format.

5. Select Shared Image, and then in the box to the right of the option, type the name of the image file. Do

not include the file extension, because that is controlled by the list selection in the previous step. This
field accepts String expressions on page 937, for example {MyBackground}.

You can specify folders within the Screen folder. For example, if you type MyBackgrounds
\Backgroundl, the program will look for the image file at [..]\<project name>\Screen
\MyBackgrounds\Backgroundl.

Click OK to close the Screen Attributes dialog box. If the program can find and load the specified image
file, the image will be displayed in the project screen. If not, then a warning message will be displayed.

Screen Group Folder

The Screen Group folder combines individual screens from the Screens folder into more manageable
groups.

To open a specific screen group, open the Screen Group folder and right-click on the subfolder.

To remove a specific screen group, right-click on its subfolder and click the prompt screen to delete.

To create a new screen group:
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1. On the Insert tab of the ribbon, in the Graphics group, click Screen Group to open the Insert Screen
Group dialog:

Insert Screen Group X

M ame:

I oK

. Cancel
Lizt of screens:

Corporate_WebSite SCC ”
Features_ActiveQbjects. SCC
Features_Alarms.ZCC
Features_Animations.SCC
Features_MuliTouch.SCC
Features_Multitouch_popupFir
Features_MultiTouch_Swipe.£
Features_Recipes.SCC W

[ Y DRy PSP WO ot i i

Insert a Screen Group dialog
2. Type a name for the new folder into the Name field.

3. Create a group of screens for this folder by selecting screens from the List of screens list. To select
multiple screens press the Ctrl key as you click on the screen names. Release the Ctrl key when you
finish.

This list contains only those screens currently located in Screens folder.

4. Click OK to close the Insert Screen Group dialog.

Lay out project screens in a simulation of the client's display

Use the Layout tool to lay out — that is, to resize, reposition, and reorder — your project screens in a
simulation of the client's display.

By default, when you create a new project screen, it is created at your project's full display resolution.
(You selected the display resolution when you created the project itself, but you can also convert the
resolution after the fact, if necessary.) Therefore, when you open two screens at the same time, the second
screen will cover the first.

That works well enough for a simple project with only a few screens, but in a more complex project with
many screens and sub-screens, you will want to arrange the screens so that they fit together and not
overlap. You can use the Layout tool to do that.

When you make changes to a screen in the Layout tool, the screen's attributes are automatically updated
to reflect the changes. For example, when you resize a screen, the screen's Width and Height attributes are
updated. And when you reposition a screen, the screen's Top and Left attributes are updated. For more
information, see Screen Attributes on page 231. The changes are not actually saved, however, until you
close the screen file in the development environment.

To lay out your project screens:

1. In the Graphics tab of the Project Explorer, double-click Layout.
The Layout tool is opened as a new tab in the Screen/Worksheet Editor area, and all currently open
project screens are displayed in the tool. The order of the screens in the tool is determined by the order
of screens' tabs in the editor area, so that the left-most tab is in the back and the right-most tab is in
the front.

2. Make sure all of the project screens that you want to lay out are included in the Layout tool:
a) To add a screen to the Layout tool, double-click it in the Project Explorer.
The screen file is opened for editing, and it is also added to the Layout tool.

b) To remove a screen from the Layout tool, click the Close icon (%) in the screen's tab.
The screen file is saved and closed, and it is also removed from the Layout tool.

c¢) To reorder a screen in the Layout tool — that is, to bring it to the front or send it to the back —
click and drag the screen's tab right or left in the editor area.
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3. Configure the project settings to show or hide whichever elements of the Viewer program window — for
example, the Title Bar, the Menu Bar, the window border, and so on — that you want have displayed to
users during project run time.

For more information, see Viewer tab on page 123.

g~ Note: This applies only when the Windows-based Viewer program (i.e., either Secure Viewer
or the local Viewer module) is used to view the project screens. It does not apply when Mobile
Access is used, because then the browser is the program window.

The simulated display in the Layout tool is updated to reflect the changes in the project settings.

4. Lay out your project screens as needed:
a) To resize a screen, click and drag the edge of the screen.

b) To reposition a screen, click and drag the middle of the screen.

c¢) To arrange a screen, right-click in the screen, and then on the shortcut menu, click the appropriate
command.
For example, click Top Left to move the screen to the top-left corner of the full display.

Each time you change a screen, a message is displayed asking you to confirm the change. You can
choose to disable the messages and update the screen attributes without confirmation. You can also
reenable the messages later, if necessary. For more information, see Preferences tab on page 134.

When you have finished laying out your project screens, you might want to save them as a screen group
so that you can open them all together, at the same time, with a single command. For more information,
see Screen Group Folder on page 235.
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Screen Objects and Animations

These are static and dynamic objects that can be added to screens.
Editing
The Editing group provides tools for general screen editing.

SELECTION

On the Draw tab of the ribbon, in the Editing group, click Selection to display a mouse cursor that you can
use to select and move objects on the screen.

DISABLING DRAG IN A SCREEN

You can disable the dragging of objects in the screen editor, to prevent accidental moves after you've layed
out the screen exactly as you want it.

On the Draw tab of the ribbon, in the Editing group, click Disable Drag.
REPLACING PROJECT TAGS IN A DOCUMENT OR SCREEN OBJECT

To replace all occurences of a tag in the current document, do one of the following:
* On the Home tab of the ribbon, in the Tags group, select Replace; or
¢ On the Draw tab of the ribbon, in the Editing group, select Replace.

To replace all occurences of a tag in a screen object, double-click the object to open its Object Properties
dialog and then select Replace.

All of these methods will open the Replace dialog, which is descibed below.

You can replace one or more tags by clicking the Whole Tag Name tab. Current tags used are displayed. The
original tag names are shown in the From column on the left, and you can enter your new tag names in the
To column on the right.

Replace

Tags only -

Skring Yalue | Whole Tag Mame

From Ta
e hidption n hQptiond
nn hidption? an hQption?
mn hOptiond n hOption3
nn mAyBoolean nn tAyBoolean

Replace by partz Cancel

Whole Tag Name tab

Note that this does not rename or delete any tag — it only replaces the tags used in the object with other
tags from the database.
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You can also replace one or more strings (button captions, descriptive text) by selecting the String Value tab.

=
Replace

Tags only -

Skring Yalue | whole Tag Mame

Fram Ta
Dptiond Option
Dption Option?
Option3 Cption?
Text Text

Feplace by partz Cancel

String Value tab

When you are done, select OK.

OBJECT PROPERTIES DIALOG BOX

The Object Properties dialog box shows the configurable properties of a screen object or animation. Each
type of object has its own object-specific properties, but all types have a few properties in common.

Accessing the dialog box

To access the Object Properties dialog box for a screen object, do one of the following:

* Select the screen object, and then on the Draw tab of the ribbon, in the Editing group, click Properties;

* Right-click the screen object, and then click Properties on the shortcut menu; or

* Double-click the screen object.

The dialog box in detail

All Object Properties dialog boxes contain the following elements:

R (Pin)

Replace

Hint

Click this button to "pin" the dialog box, so that it remains open and active when you select
other objects in the screen editor. For more information, see Focusing the Object Properties
Window on page 98.

Click this button to open the Replace dialog box, which you can use to replace strings, tags,
or properties in the selected object. For more information, see Replacing project tags in a
document or screen object on page 94.

Type a hint or tooltip that will be displayed during run time, when the user hovers the
mouse cursor over the object. This can be used to provide quick-help to the user.

The text in the Hint box is also temporarily written to the system tag Hint, so that you can
trigger actions based on the value of this tag when the mouse cursor is moved over a specific
object.

Groups of objects and linked objects can have hints, in addition to the hints for each
grouped object. All of these hints will be active, but the individual grouped objects' hints
will have priority over the hints for the group of objects or the linked object. The hint for the
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group of objects or the linked object will appear in parts of the screen occupied by the group

of objects, but not occupied by one of the grouped objects.

To show hints/tooltips during run time, the Enable Tooltip option must be selected in the

project settings. You can enable/disable this feature separately for full project viewers (on

the Project tab of the ribbon, in the Settings group, click Viewer) and for thin clients (on the

Project tab of the ribbon, in the Web group, click Web).

Button

Use this list at the top-right corner of the dialog box to select the specific object or animation
in a group of objects that you want to configure. When you select another object, the dialog

- (Object Selector)

box immediately changes to show the properties of that object.

GRID SETTINGS

To show/hide the grid in the screen editor, click Grid Settings on the Draw tab of the ribbon and then click
View Gridlines on the shortcut menu.

To edit the grid settings, do one of the following:

* Click Grid Settings on the Draw tab of the ribbon and then click Grid Settings on the shortcut menu; or

¢ Right-click anywhere in the screen editor and then click Grid Settings on the shortcut menu.

Either method will open the Grid Settings dialog:

UNDO

Grid

izible

Gnd Size
Harizontal

Wertical

g |
J

c

5

Shap to grid

Tracker zize:

Pt

Caricel

(arid Calar:

—

Grid Settings dialog

Select Undo to cancel the last action performed (and up to 20 actions taken prior to the last action) while
working on a screen. (Object Properties actions do not increase Undo steps.)

toolbar.

o~ Note: Using the Undo menu option is the same as using Undo tool located on the Standard

FORMAT TAB

The Format tab of the ribbon is used to format and arrange objects in a project screen.

D B xvrm@-

File Home View

Insert

w5 [ o

Bring to Send to Group
frontw backw w

Arrange

The Format tab is available only when you have selected one or more objects in a project screen.

Rotate
W

Draw Toals
Project Diraw
» |57 = D,I——l
Y ¥ |45 g
Resize
W
Position

Object Tools

Format

S width: (118

01 Height: 46

Size

Help

LY

On the Format tab, the commands are organized into the following groups:
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* Arrange: Arrange objects in a project screen, including bring to front and send to back, group, align, and
rotate.

* Position: Precisely adjust the position of a screen object in a project screen.
* Size: Precisely adjust the size of a screen object.
e Style: Change the fill and line color of a screen object.

* Fonts: Change the caption font of a screen object.

Shapes

The Shapes group provides the following tools, which you can use to create polygons, rectangles, lines,
and other objects for your screen.

LINE OBJECT

On the ribbon Draw tab, in the Shapes group, select Line to draw an orthogonal line in the drawing area, as
follows:

1. Click the left mouse button to set the starting point of the line.

2. Drag the cursor to adjust the line size.

3. Click again to place the object.

4. To view the object properties, double-click on the object. The Object Properties dialog displays as

follows.
Object Properties n
= Replace... Hint: Line ~
Line

(") Mo Line Color: |l ~
@ Solid Line Weight

() Dashed Line

Object Properties: Line
Use the Object Properties dialog to specify the following parameters for the orthogonal line:
* Line: Specify a line style by clicking the No Line, Solid Line, or Dashed Line button.

e Color: Specify a line color by clicking the Color button. When the Color dialog opens, click a color to
select it and then close the dialog.

*  Weight: Specify the line width (in pixels) by typing a number representing the line width into the text
box.

OPEN POLYGON OBJECT

On the ribbon Draw tab, in the Shapes group, select Open Polygon to draw an open polygon with a border in
the specified foreground color.

To draw an open polygon in the drawing area:

1. Click the left mouse button to set the starting point of the polygon.

2. Move the cursor to a new location and click again to place the second vertex.

3. Repeat this process until you create the desired polygon shape.

4. Double-click to stop drawing the polygon.

To change the shape of a polygon after you've drawn it, select it and drag any of its points.
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g Tip: If a polygon's individual points are not draggable, they may be grouped. To ungroup the
points, right-click on the polygon and choose Ungroup from the shortcut menu.

To view the object properties, double-click on the polygon object and the Object Properties dialog is
displays as follows.

Object Properties n
=) Feplace... Hint: Open Polygon v
Line

() Mo Line Color: | Il ~
(®) Solid Line wWeight:

() Dashed Line

Object Properties: Open Polygon

Use the Object Properties dialog to specify the following parameters for the polygon:

Line: Specify a border line style by clicking the No Line, Solid Line, or Dashed Line button.

Color: Specify a border line color by clicking the Color button. When the Color dialog opens, click on a
color to select it and then close the dialog.

Weight: Specify the borderline width (in pixels) by typing a number representing the line width into the
text box.

CLOSED POLYGON OBJECT

On the ribbon Draw tab, in the Shapes group, select Closed Polygon to draw a closed polygon, using a border
in the specified foreground color.

To draw a closed polygon in the drawing area:

1.

R

Click the left mouse button to set the starting point of the polygon.

Move the cursor to a new location and click again to place the second point.
Repeat this process until you create the desired polygon shape.
Double-click or right-click to stop drawing the polygon.

To view the object properties, double-click on the polygon object.

To change the shape of a polygon after you've drawn it, select it and drag any of its points.

g~ Tip: If a polygon's individual points are not draggable, they may be grouped. To ungroup the
points, right-click on the polygon and choose Ungroup from the shortcut menu.
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The Object Properties dialog is displays as follows.

Object Properties n
=) Replace... Hint: Closed Polygon v
Border B ackground
Type: | Solid et @ Ma Fil
Color. |~ ‘weight: O Fil Caler: |[ ]+
Captian..

Object Properties Dialog: Closed Polygon
Use the Object Properties dialog to specify the following parameters for the polygon:
¢ Line: Specify a border line style by clicking the No Line, Solid Line, or Dashed Line button.

e Color: Specify a border line color by clicking the Color button. When the Color dialog opens, click a color
to select it and then close the dialog.

¢ Weight: Specify the borderline width (in pixels) by typing a number representing the line width into the
text box.

¢ Fill: To specify whether the polygon is filled, click No Fill or Fill.

If you enable the Fill option, you can specify a fill Color by clicking on the Color button. When the Color
dialog displays, click a color to select it and close the dialog.

RECTANGLE OBJECT

On the ribbon Draw tab, in the Shapes group, select Rectangle to create rectangles, as follows:
1. Click in the drawing area and drag the mouse/cursor to draw the rectangle.
2. Release the mouse button when the rectangle is the size you want.

3. Double-click on the object to view the Object Properties dialog.

Object Properties n
= Feplace... Hint: Rectangle v
B order B ackground
Type: | Solid e (I MaFil

Color [~ weght[z |  @Fil Color: |1+

Captioh...

Object Properties: Rectangle
Use the Object Properties dialog to specify the following parameters for the orthogonal line:
* Type: Specify a border line style by clicking on None, Solid, Dashed, Etched, Raised or Sunken.

e Color: Specify a border line color by clicking the Color button to open the Color dialog. Click the color to
select it, and then close the dialog.
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*  Weight: Specify a border line width by typing a number representing the line width (in pixels) into the
text box provided.

* Fill: Specify whether to fill the rectangle by clicking No Fill or Fill.

If you select the Fill option, specify a fill color by clicking on the Color rectangle. When the Color dialog
displays, click a color to select it and close the dialog.

* Color: Specify a fill color by clicking the Color button to open the Color dialog. Click a color to select it,
then close the dialog.

e Caption: Press this button to open the Caption dialog where you can edit the text that can be written
inside the rectangle object:

Caption >

Captior;

Fonts... Aligr: El - Multiline Wirap Test
Ao Faorrnat Auto gray out

Enable translation Cancel

Caption dialog

e Caption: Enter the text that you want to display inside the rectangle object. This field accepts String
expressions on page 937.

* Fonts: Specify a font style for the caption by clicking the Fonts button.
* Align: Specify the alignment for the caption of the rectangle.
e Multiline: Allow the caption of the rectangle to be shown in more than one line, when checked.

e Auto Format: When checked, if the caption includes a decimal value enclosed by curly brackets (e.g.,
{1.2345}) or a tag of Real type (see Caption above), then the value will be formatted according to the
virtual table created by the SetDecimalPoints function.

*  Wrap Text: When checked, the object automatically wraps the text when necessary.

e Auto gray out: Turns the caption of the rectangle to gray when the Command animation applied to the
rectangle is disabled by the Disable field or due to the Security System.

* Enable translation: Click (check) to enable translation during runtime using the Translation Tool.
ROUNDED RECTANGLE OBJECT

On the ribbon Draw tab, in the Shapes group, select Rounded Rectangle to draw rounded rectangles (empty or
filled), as follows:
1. Click in the drawing area and drag the mouse/cursor to create the rectangle.

2. Release the mouse button to stop drawing the object.
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3. Double-click on the object to view the Object Properties dialog.

Object Properties n
=) Replace... Hint: Rounded Rectangle v
Border B ackground
Type: | Solid et O Ma Fil
Color. |~ ‘weight: @ Fil Caler: |[ ]+
Captian..

Object Properties: Rounded Rectangle

g Tip: A rounded rectangle has one extra handle in the bottom-right corner, which enables you to
modify the arc angle.

Use the Object Properties dialog to specify the following parameters for the orthogonal line:
* Line: Specify a borderline style by clicking the No Line, Solid Line, or Dashed Line button.

* Color: Specify a borderline color by clicking the Color button to open the Color dialog. Click the color to
select it and then close the dialog.

*  Weight: Specify a borderline width by typing a number representing the line width (in pixels) into the
text box provided.

* Fill: Specify whether the rectangle is filled by clicking No Fill or Fill.

If you select the Fill option, specify a fill color by clicking on the Color button. When the Color dialog
displays, click a color to select it and close the dialog.

e Color: Specify a fill color by clicking the Color button to open the Color dialog. Click a color to select it,
then close the dialog.

e Caption: This option is not enabled for this object.
ELLIPSE OBJECT

On the ribbon Draw tab, in the Shapes group, select Ellipse to draw ellipses, chords, arcs, and rings (see the

following figures).

Ellipse, Chord, Arc, and Ring

g Tip: The Ring style is particularly useful when you are creating plumbing drawings.

To create an ellipse, use the following steps:
1. Click in the drawing area and drag the mouse/cursor to create an ellipse shape.
2. Release the mouse button to stop drawing the ellipse.

3. Use the Object Properties dialog to change the shape to a chord, arc, or ring.
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4. Double-click on the object to view the Object Properties dialog.

Object Properties

=3 Replace... Hint: Ellipse v
Style
Type: | Elipse
Border B ackground
QO NoLine O NaFil
@ Sold Line Color. |l ~ _
_ (@) Fil Color |[]=
() Dashed Line weight:

Object Properties: Ellipse
Use the Object Properties dialog to specify the following parameters for the ellipse:

e Style: Specify the object style by selecting Ellipse, Arc, Chord, or Ring from the drop-down list. Next, select
Left-Bottom, Left-Top, Right-Bottom, or Right-Top from the Style list to choose the quadrant into which the
ellipse is drawn.

For example to represent a half-circle pipe, create two Ring objects. Specify one as Left-Bottom and the
other as Right-Bottom then join the two objects to create a half-pipe.

* Line: Specify a line style for the ellipse border by clicking the No Line, Solid Line, or Dashed Line button.

e Color: Specify the ellipse borderline color by clicking the Color button to open the Color dialog. Click the
color to select it, then close the dialog.

*  Weight: Specify a line width for the ellipse border by typing a number representing the line width (in
pixels) into the text box provided.

* Fill: To specify whether the ellipse is filled, click No Fill or Fill.

If you select the Fill option, specify a fill color by clicking on the Color button. When the Color dialog
displays, click on a color to select it and close the dialog.

PASTE A BITMAP IMAGE INTO A SCREEN

To paste a bitmap image into a screen, copy it to the clipboard and then paste it directly into the Screen
worksheet.

This task assumes that you have a Screen worksheet open for editing.

Please note that by default, using this method to add an image to a project screen will embed the image
data in the screen file. This keeps everything in a single file, which is more convenient in some situations,
but it increases the screen file size each time you reuse the image and it is also less flexible than linking
to an external image file. Nevertheless, if this is what you want to do, then proceed with the task below.

If this is not what you want to do, however, then you have two other options.

First, if you want all bitmap images to be linked as external files, then you should first select the option
Save pictures in separate files, in the project settings. When that option is selected and you paste a bitmap
image into a screen, the image is automatically saved as a separate file in your project folder and then
placed as a Linked Picture object in the project screen. For more information about the option Save pictures
in separate files, see Project Settings: Viewer.

Second, if you want only a specific bitmap image to be linked as an external file, then you should not
paste it into the screen. Instead, you should manually place it as a Linked Picture object. This leaves you
the ability to paste and embed other bitmap images, according to the default settings.

The following table summarizes your options:

Save pictures in separate files...

Paste image into screen

...is selected

Image is placed as a Linked Picture object

...is not selected

Image is placed as a Bitmap object

Link to external image file

Image is placed as a Linked Picture object

Image is placed as a Linked Picture object
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To paste a bitmap image into a screen:

1. Open the desired image in an appropriate image editor, such as Microsoft Paint.

2. Select part or all of the image, either by using the Select tool in Paint or by pressing Ctrl+A.

3. Copy the selection to the clipboard, either by using the Copy tool in Paint or by pressing Ctrl+C.
4

. Switch to the development application, and then make sure that you have the correct Screen
worksheet open for editing.

5. On the Home tab of the ribbon, in the Clipboard group, click Paste, or press Ctri+V.
The bitmap image is placed as a screen object.

6. Click and drag the object to where you want it to be positioned in the screen. Also, click and drag the
object's handles to resize it, if necessary.
7. Double-click the screen object.

If Save pictures in separate files is selected in the project settings, then the bitmap image was placed as a
Linked Picture screen object. Skip the remaining steps of this task and instead proceed to Link to an
external image file on page 310.

On the other hand, if Save pictures in separate files is not selected, then the bitmap image was placed as a
Bitmap screen object. Proceed with the remaining steps below.

The Object Properties: Bitmap dialog is displayed.

CObject Properties

3 Replace... Hint: Bitma -

- Transparent Colar; I:I

Object Properties: Bitmap

8. If you want some part of the picture to be transparent to the screen background and other objects,
then select a transparent color:
a) Select Transparent.
b) Click and drag the tracker on the screen object until it is positioned over a sample of the desired
transparent color.

The tracker is an additional handle on the screen object that initially appears just inside the
bottom-right corner of the object. Moving the tracker on the object does not move or resize the
object itself.

9. Close the Object Properties dialog.

CHANGE THE PROPERTIES OF MULTIPLE SCREEN OBJECTS

This task describes how to select two or more screen objects and then change the properties that are
common to the selected objects.

Before you begin this task, you must have a project screen open in the screen editor.

Which properties you can change depends on whether you select multiple objects of the same type or
of different types. If the objects are of the same type, you can change the properties that are specific to
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that type. For example, if you select multiple Button objects, then you can change the properties that are
specific to Button objects.

Object Properties

=) Feplace... Hirt: Button (muttiple)
Caption:
Text

Shyle: | 3D Sharp w Background color |[ ]+ Align: |[=] +

Faonts. .. Images... Advanced. .. Command...

Object properties of multiple selected Button objects

For more information about the properties of a specific type of object, see the documentation for that
object.

g Note: You can only use this method to change the properties of Shapes and Active Objects. You
cannot use this method to change the properties of Data Objects, Animations, Library items, or
objects in a group.

In contrast, if you select multiple objects of different types, you can change the properties that are
common to all of the objects. This includes not only cosmetic properties like Border and Background, but
also functional properties like Disable, Security, Enable Translation, and E-Sign. (Some properties may
not apply to all objects. For example, Button objects do not have Border and Rectangle objects do not have

Security.)
Object Properties n
iy Feplace... Hirt: @Dhjems )
Border Background
Type: | Solid w (") Mo Fill

Color: |l ~ Weigl‘rt: () Fil Color: |[]=
Disable:l | Securi’q,':lzl

Enable Translation [ ]E-Sign

Forts...

Object properties for multiple objects of different types

In both cases, the dialog box shows the current values of the properties of the last selected object.

It is only when you actually change the value of a property that the change is applied to the selected
objects. All other properties are left unchanged, regardless the values shown in the dialog box.

To change the properties of multiple screen objects:

1. In the screen editor, do one of the following:
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* Press and hold either Shift or Ctrl on the keyboard, and then click each object that you want to
change; or

¢ Use the cursor to draw a selection box around all of the objects that you want to change.
The objects are selected.
2. Do one of the following:
* On the Draw tab of the ribbon, in the Editing group, click Properties;
¢ Right-click the selected objects, and then on the shortcut menu, click Properties; or

* Press Alt+Enter on the keyboard.

g Note: You cannot double-click to open the Object Properties dialog box as you otherwise
would, because clicking like that clears the selection.

The Object Properties dialog box is displayed for the selected objects.
3. Change the property values that you want to change, and then close the dialog box.
The changes are applied to all of the selected objects.

Active Objects

The Active Objects toolbar provides the following tools, which you can use to create interactive objects.
Active objects typically require more parameters than simple shapes.

TEXT OBJECT

On the ribbon Draw tab, in the Active Objects group, select Text to create text objects, as follows:
1. Click in the drawing area. When a cursor displays, you can type a line of text.

2. After entering the text string, double-click on the new text object to view the Object Properties dialog.

=
Object Properties
B Feplace... Hint: Tet =
Captior: | | Text data link...
Slgr | et = Forts
Barder: N~ Cw
B ackground:

+| Enable tranglation

Object Properties: Text
Use the Object Properties dialog to specify the following properties:
* Caption: Specify a text string by typing a caption in the text box.
* Text data link button: Click to apply the Text Data Link animation to the Text object.

If the caption doesn't include any placeholder characters (###) for the text-data link, then clicking this
button also automatically appends those characters.

e Align: Align the text by selecting Left, Center, or Right from the combo-box.

* Fonts: Specify a font style for the text by clicking the Fonts button. When the Fonts dialog displays, you
can specify the following parameters:

* Font (typeface)
* Font style
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e Size

* Effects
e Color
e Script

* Border: Specify a text border by clicking the Border box.

To select a border color, click the Color rectangle. When the Color dialog displays, click a color to select
it, then close the dialog.

* Background: Specify a background color by clicking the Color button. When the Color dialog displays,
click a color to select it, then close the dialog.

* Enable translation (optional): Specify an external translation file for the text by clicking (checking) this box.

TEXT BOX OBJECT
Draw a Text Box object to create a way to input and/or output text, including multiple lines.

This object is an OS-style text input/output box that can be configured to show multiple lines. When the
object is associated with a String array, each line of the box corresponds to an array element: Line 1 is
Array Index O, Line 2 is Array Index 1, Line 3 is Array Index 2, and so on.

Otherwise, the Text Box object works much like the Text Data Link animation.
To draw and configure a Text Box object:
1. Open a screen for editing.

2. On the Draw tab of the ribbon, in the Active Objects group, click Text Box.
The mouse cursor changes to a crosshair for drawing.

3. Draw the object where you want it on the screen, and then further move or resize it if necessary.

4. Double-click the object.
The Object Properties dialog box is displayed.

Object Properties n
=) Feplace... Hint:l | Text Box v
T ag/E #preszzian; | |
Format: | Auto ot |rput Enabled Fontz
M azk./Count

kdirirnim 4 alue:

b axirnuinn % aluie
Dizable:
[ ] Multiine Scroll Bar Wwiord ‘Wrrap
] Password Enable Tranzlation [ ]RTL Security: IZI
] E-Sign [] Require confirmation <lse Default:

Text Box object properties

5. In the Hint box, type a hint or tooltip that you want to have displayed during run time when the mouse
hovers over the object.

6. In the Tag/Expression box, type the name of a project tag or an expression to associate it with the object.

g Tip: Click the browse button (...) on the right to use the Object Finder to form the tag/
expression.

A project tag can be used for either input or output. An expression can be used only for output.

If you want to input or output multiple lines of text — that is, if you select Multi-line, which is described
below — then type the name of a String array with an index of O (e.g., MyStringArray[0]). If you try
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to start at any other position, then you may see unexpected behavior during run time. For example, if
you type MyStringArray[4], then the first line of the object will display index 4 of the array but the
second line will start over at index O.

You should not use any other type of array (i.e., Boolean, Integer, or Real) with the Multi-line option.

7. In the Format list, select how the numerical value (if any) of the specified tag/expression will be
formatted and displayed on-screen. Available options include Decimal, Hexadecimal, Binary and Auto.
If you select Auto, then the value will be formatted according to the virtual table created by the
SetDecimalPoints function.

This option does not actually change the specified tag/expression in any way. For example, Tag/
Expression is set to an Integer tag, Input Enabled is selected, and Format is set to Hexadecimal. You may input
a new value in hexadecimal format, but it is saved in your project database as an integer.

8. By default, Input Enabled is selected. If you do not want to allow user input during run time, clear this
check box.

g~ Note: If you clear the Input Enabled check box, the object's font color becomes black and its
background color becomes gray. This is to visually indicate to the user that input is disabled,
and it overrides the object's own font and color settings, including additional settings applied
a Color animation.

9. In the Mask/Count box, type a value that will restrict the input:

¢ To mask a numerical value so that it matches a specific format, type one or more # characters.
Each # represents one character of input/output. You may include a decimal separator for decimal
values (e.g., ###.##).

It is important to remember that the project runtime will always display the most significant digits
of a numerical value, regardless of the number or placement of # characters in the text. That means
if you do not have sufficient # characters to display the value, then it will be transformed in some
way depending on the format of the value (as set by the Format option described below):

¢ In Decimal format, the number of decimal places is determined by the position of the decimal
separator in the ### text. However, if you do not have enough # characters to the left of the
decimal separator to display the whole value, then the whole value will overrun the fractional
value. For example, if you try to display a value of 112.64 in #. ##, you will see 112.

¢ In Hexadecimal and Binary formats, if you have more # characters than you need to display the
value, then the runtime project will fill in with leading zeroes. If you have less characters than
you need, then the value will simply be truncated.

¢ In Auto format, the runtime project will ignore the number of # characters and display the entire
numeric or string value. Numeric values will be displayed in decimal format with their complete
whole and fractional values, regardless of the placement of the decimal separator in the ### text.
Given an exceptionally large value or long string, this may disrupt the layout of your screens.

¢ To limit a string to specific character count, type a value between O and 1024. 1024 is the
maximum limit because it is the maximum size of the String data type. If you enter more than 1024
characters, then the string will be truncated and the remaining characters will be discarded.

Please note that this character count limit is per line, so if you configure the object to have multiple
lines (i.e., if you select Multi-line) and associate it with a String array, then each line of text / array
element may be up to the limit.

10.In the Minimum Value and Maximum Value fields, type the minimum and maximum numerical values (if any)
that will be accepted from the user. This is optional.

11.In the Disable box, type the name of project tag or an expression. This is optional.
When the value of the tag/expression is TRUE (1), the object is disabled.

12.To make the object accept/display multiple lines of text, select Multi-line .

When Multi-line is selected, the Scroll Bar and Word Wrap options also become available and the Password
option becomes unavailable.

13.To make the object obfuscate text input (e.g., ********)_select Password.

¢ Tip: During run time, if you want to insert a line break in a multi-line text box, press Shift+Return,
Ctrl+Return, or Alt+Return.

Page 251



Screens and Graphics

BUTTON OBJECT

The Button object

On the ribbon Draw tab, in the Active Objects group, select Button to create custom-sized buttons, as follows:
1. Click in the drawing area and drag the mouse/cursor to create the button shape.

2. Release the mouse button when the button is the size you want.

3. Double-click on the object to view the Object Properties dialog.

=
Object Properties
b Feplace. . Hint: Biutton -
Caption:
irext
Shile: 30 Sharp - Background color: | [ Align: |[=] =
Fonts.. Images... Advanced... Command...

Object Properties: Button
Use the Object Properties dialog to specify the following parameters for the button:

* Caption: Specify a caption by typing the text into the text box. This field accepts String expressions on
page 937.

* Style: Select a style for the button:

e 3D Sharp: A raised, rounded button with somewhat sharpened corners, suitable for touchscreen
displays.

¢ 3D Soft: A raised, rounded button with softened corners, suitable for touchscreen displays.

e OSLike: A button styled to match the operating system on which the project client is running,
suitable for Windows desktops that have the Thin Client software installed.

e Standard: The standard, flat button from the previous versions of EcoStruxure Machine SCADA

Expert.
=

3D Sharp % With Icon
3D Soft 0S Like Standard

Examples of button styles

* Background color: Select a background color for the button.

* Align: Select the alignment for the caption of the button.

* Fonts: Specify a font style for the caption by clicking the Fonts.
When the Fonts dialog is displayed, specify the following parameters:
* Font (typeface)
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e Font style
e Size

* Effects

e Color

e Script style
Images: Insert an image file into the button by clicking the Images button.
When the Images dialog is displayed, specify the following parameters:

* File: Type the file path to the image file. You can also click the browse button to the right of the box,
to open a standard Windows file browser.

g Tip: Icon files (*.ICO) cannot be kept in memory, which means they must be loaded from
the hard drive every time the project screen is opened or redrawn, and that may decrease
your run-time performance. If you use many icon files in your project, consider replacing
them with new files in another format such as GIF, JPG, or PNG. For more information,
see Configure the performance control settings on page 118.

* By default, the image is displayed at its actual size. To change this, in the Size list, select Custom,
and then configure the desired Width and Height (in pixels) of the image.

* Position: Select where the image should be positioned in relation to the caption.
* Offset: Specify the offset (in pixels).

* Transparent Color: Select which color in the image should be transparent. The background color (see
above) will show through these areas.

Advanced: Specify advanced settings for the button by clicking the Advanced button.
When the Advanced dialog is displayed, specify the following parameters:

e Enable translation (optional): Specify an external translation file for the button label by clicking
(checking) the box.

e Multiline: Allow the caption of the button to be shown in more than one line, when checked.
e Wrap Text: When checked, the object automatically wraps the text when necessary.

¢ Auto gray out: Turns the caption of the button to gray when the Command animation applied to the
button is disabled by the Disable field or due to the Security System.

e Auto Format: When checked, if the caption includes a decimal value enclosed by curly brackets (e,g,
{1.2345}) or a tag of Real type (see Caption above), then the value will be formatted according to the
virtual table created by the SetDecimalPoints () function.

Command: Click to automatically apply a Command animation to the button and then switch to the
animation's properties.

PUSHBUTTON OBJECT

On the ribbon Draw tab, in the Active Objects group, select Pushbutton to create a Pushbutton object using the
Command animation with an object or pre-configured pushbuttons.

Pushbuttons have the following pre-configured button types, all of which mimic the standard panel
buttons of the same name:

Momentary (default): Changes state (Open or Closed) when you press the button and reverts to its initial
state when you release the button. This button type always displays in its normal position when you
open the screen.

Maintained: Changes state (Open or Closed) when you press the button but does not revert to its initial
state when you release the button. You must press the button again to change its present state. This
button type maintains its state across screen changes.

Latched: Changes state (Open or Closed) when you press the button and remains in this state until you
release it by changing the Reset tag.

Pushbuttons also have the following button styles:

Rectangular with a faceplate and indicator light
Rectangular without a faceplate or indicator light (default)
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¢ Rectangular with a 3-D

* Rectangular with a floating appearance

To add one or more pre-configured buttons to a screen:

1. Click the Pushbutton tool, and position the mouse (pointer) on the screen.
2. Click and drag to create/adjust the size of the rectangular button.

The button size and text font characteristics determine how much text you can display and how much
area you can touch on a touch screen. You can resize the button and change the font characteristics
later to permit longer messages to be shown in a given space.

3. Double-click on the object to open the Object Properties dialog.

g Tip: Alternatively, you can right-click on the pushbutton object or highlight the object, press
Alt+Enter, and select Properties from the resulting shortcut menu to open the Object Properties
dialog.

Object Properties: Pushbutton

Object Properties n
=) Feplace... Hirt: | Pushbutton e
Tvpe: | Momentary e State: | Normally Open v
Tao/E spreszion; Indizatar:
Dizable:

CJE-Sign Enable Tranzlation S ecurity:

K.y
L] 5hitt ] Al
Conf. b L B =

Object Properties: Pushbutton

You can use this dialog to specify the following parameters:
e Type drop-down list: Click to select the pushbutton type (Momentary (default), Maintained, or Latched).

* State drop-down list: Click to specify a default state for the pushbutton (Normally Open (default) or Normally
Closed).

Click the button to toggle between its default and non-default state (according to its specified Type). For
example, in the button's initial state, it may conform to characteristics specified in the Open area of the
Configuration dialog (see below). Click the button again to toggle to the opposite state, which in this
example is Closed, and conform to characteristics specified in the Closed area.

¢ Tag/Exp text box: Type a tag or an expression to accomplish the following:

* Type in a tag to receive the Write Value from the appropriate state (Open or Closed) area in the
Configuration dialog.

¢ Type an expression to execute On Down, when you press the pushbutton down.

g Note: This field does not write the result of an expression to a tag.

* Indicator text box: Type a tag to define an indicator that causes the button to change to a specified
color when the tag value matches one of two specified values. You must define both the colors
and tag values in the Configuration dialog. If you leave this field blank, the indicator changes color
automatically when you press the button.

* E-Sign checkbox: When this option is checked, the user will be prompted to enter the Electronic
Signature before executing the animation.

* Reset text box (active for Latched pushbutton type only): Type a tag to control the button's latched state,
as follows:
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¢ Type a zero and the button will remain in a latched state after you press it.

* Type a nonzero value and a latched button will become unlatched after you press it. You must reset
the tag value to zero before you can press the button again.

Key area: Specify a keyboard key or create a key combination to toggle a pushbutton when you have
no pointing device (mouse or touch screen) or if you want to create shortcut keys in addition to
pushbuttons.

Key drop-down list: Type a key in the text box or select a non-alphanumeric key from the drop-down
list. Enter a single character or key only. Numbers are not valid entries for this field.

Click (check) the Shift, Ctrl, or Alt box to create a combination key, meaning the Shift, Ctrl, or Alt key
must be pressed with the key specified in the drop-down list.

Click the browse button ... to open the Key Modifier dialog, which enables you to modify your
combination keys. You can choose Left, Right or Left or Right to specify the position on the keyboard of the
Shift, Ctrl or Alt key in the combination key. If you choose Left or Right, the command will be executed
any time either of these keys is pressed in combination with the key specified in the drop-down list.

g Tip: If you have defined custom keys for your project, you can select them in this list. For
more information, see Define custom keys for screen objects on page 327.

Disable text box: Type a tag using a nonzero value to disable this pushbutton so that pressing the
button has no effect. This box is empty by default, which also enables the Command animation.

Ext Trans. checkbox: Click (check) to translate the text automatically using pre-configured translation
worksheets. (See the Translation Tool for more information.)

Security text box: Type a numeric value in this field (0 to 255) to specify a security level for the object.
If an operator logs on and does not have the specified security level, the object will be disabled. See
Security System on page 626 for more information.

Config button: Click to open the Configuration dialog, which allows you to specify style and state
parameters for the pushbutton:

Configuration X
Shyle: Effect: Align: Button Color: | | R4

Rectangle v| [3D v |E|v Iﬁ

Open Clozed
Color: |+ Blink: | MONE Color: |l ~ Blink: MOME -~
Caption; | Text1 Caption; | TextZ
Faonts... Test Blink:  NOME - Farts... Texst Blink:  NOME =
Wirite Walue: | 0 Wirite Walle: | 1

Suato Forrnat Catcel

Configuration dialog

This dialog provides the following parameters:

Style combo-box: Click the combo-box button to select a pushbutton style (Rectangle (default) or Rectangle
with Indicator).

Effect combo-box: Click to select a 3-D effect for the pushbutton.

* Floating (default): Buttons resemble a flat object with a shadow
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* 3D: Buttons have beveled edges and appear to "depress" into the screen when pressed.

You can use the Style and Effect parameters in combination to create four different buttons, as shown in
the following figures:

Textl O Textl Textl DTe xtl
- | — |

it S S 4
Pushbutton Styles

* Align: Specify the alignment for the caption of the pushbutton.

* Button Color box: Click to specify a default color for the button area of a pushbutton object that includes
an indicator and a faceplate. When the Color dialog displays, click on a color to select it, and close the
dialog.

* Legend Plate Color box: Click to specify or change a default color for the legend plate area of a pushbutton
object that includes an indicator. When the Color dialog displays, click on a color to select it, and close
the dialog.

A legend plate encloses a button and indicator light. This field becomes inactive if the pushbutton Style
does not include an indicator.

* Open and Closed areas: The following parameters are used to configure the appearance of a pushbutton
object in its open and closed states.

e Color box: Click to specify a default color for an indicator in each State. When the Color dialog
displays, click on a color to select it, and close the dialog.

If you selected a pushbutton style that does not include an indicator, you can use this field to
specify a button color for each State.

* Blink combo-box: Click to specify whether the color you specified in the Color box blinks and how fast
it blinks for each state (None (no blinking, default), Slow, and Fast).

If you set the color to blink, it alternates between the color specified in the Color box and the Legend
Plate Color (if an indicator) or the Button Color (if a button).

* Caption text box: Use this text box to enter the caption of the button. Alternatively, if the button style
includes an indicator, the legend plate. This field accepts String expressions on page 937.

* Fonts button: Click to open the Font dialog, which you can use to specify or change the message font
characteristics for each state.

¢ Text Blink combo-box: Click to specify whether the text you specified blinks and how fast it blinks for
each state (None (no blinking, default), Slow, and Fast). Unlike a blinking color, blinking text appears
and disappears.

e  Write Value combo-box: Click to select a value in either field. When the pushbutton is in the
appropriate state (Open or Closed), this value is written to the tag specified in the Tag/Exp field (Object
Properties dialog).

e Auto Format: When checked, if the caption includes a decimal value enclosed by curly brackets (e,g,
{1.2345}) or a tag of Real type (see Caption above), then the value will be formatted according to the
virtual table created by the SetDecimalPoints () function.

CHECK BOX OBJECT

The Check Box object is useful to create interfaces where the users can enable/disable an option on the
display.

On the ribbon Draw tab, in the Active Objects group, select Check Box to create a Check Box object on your
screen:

1. Click in the drawing area and drag the mouse/cursor to draw the check box and its label.

2. Release the mouse button when the object is the size you want.

Page 256



Screens and Graphics

3. Double-click on the object to view the Object Properties dialog.

Object Propertias
b4 Replace... Hirt: Check Bax -
Captioh:  Check
Tag
True Value: 1

Dizable:

Fonts... Advanced... Securly: 0

K
¥ Shift ] Ak
E-Sign Reguire confirmation M Chrl

Object Properties: Check Box

¢ Tip: To change the default size of the check box, edit your project file (<project name>.app) to

add the following setting:

[Objects]
CheckBoxSize=height in pixels

Doing this will change the size of all check boxes in your project.

Use the Object Properties dialog to specify the following parameters for the Check Box object:

Caption: Specify a caption by typing the text into the text box. This field accepts String expressions on
page 937.

Fonts: Specify a font style for the caption by clicking the Fonts button.

E-Sign: When this option is checked, the user will be prompted to enter the Electronic Signature before
executing the command.

Require confirmation checkbox: Select (check) to prompt an operator to confirm a change during runtime.

Key drop-down list: Select a key from the list to associate that keyboard key with the object or group of
objects. You can then press this key to check/uncheck the check box.

Click (check) the Shift, Ctrl, or Alt box to create a combination key, meaning the Shift, Ctrl, or Alt key
must be pressed with the key specified in the drop-down list.

Click the browse button ... to open the Key Modifier dialog, which enables you to modify your
combination keys. You can choose Left, Right or Left or Right to specify the position on the keyboard of the
Shift, Ctrl or Alt key in the combination key. If you choose Left or Right, the command will be executed
any time either of these keys is pressed in combination with the key specified in the drop-down list.

g Tip: If you have defined custom keys for your project, you can select them in this list. For
more information, see Define custom keys for screen objects on page 327.

Disable field: Type a tag or expression into this field to enable and disable the object. You disable the
Check Box object when you enter a value different from O.

Security text box: Type a numeric value in this field (0 to 255) to specify a security level for the object.
If an operator logs on and does not have the specified security level, the object will be disabled. See
Security System on page 626 for more information.

Tag field: When the user clicks on the check box during runtime, the value of this tag is updated. If no
Feedback was specified, the value of this tag is also used to indicate the current status of the object.

True Value field: Specify a value that will be used to change the control to TRUE state and to indicate
that the control is in TRUE state. For more information about states, please refer to the states table.
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Advanced button: Press this button to open the Advanced dialog:

Advanced pod
[ ] Tri-5tate: z
Feedback: | |
Enable tranzlation Aata gray out [ ] Force
Enable Focus [ ]Push Like Cw
Auta Format
Cancel

Advanced dialog

Tri-State: If enabled the control has a third state. The third state will be displayed when the tag
configured in the Feedback field assumes the value specified in the Tri-State field. If the Feedback field is
left in blank, the third state will be displayed when the tag configured in the Tag field assumes the
value specified in the Tri-State field.

g Note: The Tri-State field must not be configured with the same value as the True Value field,
nor with an empty string value.

Feedback:Value that indicates the state of the object (FALSE, TRUE, or TRI-STATE). When the value
of the tag configured in Feedback is equal to the value of the tag configured in True Value, the state

is set to TRUE. When the value of the tag configured in Feedback is equal to the value of the tag
configured in Tri-State, the state is set to TRI-STATE. When none of these conditions are satisfied, the
state is set to FALSE. If the Feedback field is left in blank, then the tag configured in the Tag field will
be used as the Feedback tag.

Ext Trans.: When this option is checked, the caption of the object supports the translation.

Auto gray out: Turns the caption of the object to gray when it is disabled by the Disable field or due to
the Security System.

Force: Click (check) this box to force the Tag Database to recognize a tag change when the user
clicks on the object, even if the value of the tag in question does not change.

Enable Focus: When this option is checked, the object can receive the focus during runtime by the
navigation keys.

Push Like: When this option is checked the control is displayed as a button, instead of the standard
check box standard shape.

Fill Color: Specify the fill color for the button. This option is enabled only when the Push Like option is
checked.

Auto Format: When checked, if the caption includes a decimal value enclosed by curly brackets
(for example {1.2345}) or a tag of Real type (see Caption above), then the value will be formatted
according to the virtual table created by the SetDecimalPoints function.

Modes of Operation

The Check Box object can operate in two different modes: Normal and Tri-State. For more information, see
Modes of operation for Check Box and Radio Button objects.

RADIO BUTTON OBJECT

The radio button object is useful to create interfaces where the users can chose one option from multiple
options on the display.

On the ribbon Draw tab, in the Active Objects group, select Radio Button to create a radio button object on your
screen:

1. Click in the drawing area and drag the mouse/cursor to draw the radio button and its label.

2. Release the mouse button when the object is the size you want.
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3. Double-click on the object to view the Object Properties dialog.

Object Properties n

=) Replace... H int:l Radio Button v

Caphion: | Radio

Tag: |

True alue: | 1

Dizable: |

| Fonts... | Advanced... Key Security: ICI
[ shift [
[]E-Sign L] Require confirnation Clca .-

Object Properties: Radio Button

[

Tip: To change the default size of the radio button, edit your project file (<project name>.app)
to add the following setting:

[Objects]
RadioButtonSize=height in pixels

Doing this will change the size of all radio buttons in your project.

Use the Object Properties dialog to specify the following parameters for the radio button object:

Caption: Specify a caption by typing the text into the text box. This field accepts String expressions on
page 937.

Fonts: Specify a font style for the caption by clicking the Fonts button.

E-Sign: When this option is checked, the user will be prompted to enter the Electronic Signature before
executing the command.

Require confirmation checkbox: Select (check) to prompt an operator to confirm a change during runtime.

Key drop-down list: Select a key from the list to associate that keyboard key with the object or group of
objects. You can then press this key to check/uncheck the radio button.

Click (check) the Shift, Ctrl, and/or Alt boxes to create a combination key, meaning the Shift, Ctrl, and/
or Alt key must be pressed with the key specified in the drop-down list.

Click the browse button ... to open the Key Modifier dialog, which enables you to further modify your
combination keys. You can choose Left, Right or Left or Right to specify the position on the keyboard of the
Shift, Ctrl, or Alt key in the combination key. If you choose Left or Right, the command will be executed
any time either of these keys is pressed in combination with the key specified in the drop-down list.

Tip: If you have defined custom keys for your project, you can select them in this list. For
more information, see Define custom keys for screen objects on page 327.

Disable field: Type a tag or expression into this field to enable and disable the object. You disable the
radio button object when you enter a value different from O.

Security text box: Type a numeric value in this field (0 to 255) to specify a security level for the object.
If an operator logs on and does not have the specified security level, the object will be disabled. See
Security System on page 626 for more information.

Tag field: When the user clicks on the radio button during runtime, the value of this tag is updated. If
no Feedback was specified, the value of this tag is also used to indicate the current status of the object.

True Value: Specify a value that will be used to change the control to TRUE state and to indicate that the
control is in TRUE state. For more information about states, please refer to the states table.
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Advanced: Press this button to open the Advanced dialog:

Advanced pod
[ ] Tri-5tate: z
Feedback: | |
Enable tranzlation Aata gray out [ ] Force
Enable Focus [ ]Push Like Cw
Auta Format
Cancel

Advanced dialog

Tri-State: If enabled the control has a third state. The third state will be displayed when the tag
configured in the Feedback field assumes the value specified in the Tri-State field. If the Feedback field is
left in blank, the third state will be displayed when the tag configured in the Tag field assumes the
value specified in the Tri-State field.

g Note: The Tri-State field must not be configured with the same value as the True Value field,
nor with an empty string value.

Feedback: Value that indicates the state of the object (FALSE, TRUE, or TRI-STATE). When the value
of the tag configured in Feedback is equal to the value of the tag configured in True Value, the state

is set to TRUE. When the value of the tag configured in Feedback is equal to the value of the tag
configured in Tri-State, the state is set to TRI-STATE. When none of these conditions are satisfied, the
state is set to FALSE. If the Feedback field is left in blank, then the tag configured in the Tag field will
be used as the Feedback tag.

Ext Trans.: When this option is checked, the caption of the object supports the translation.

Auto gray out: Turns the caption of the object to gray when it is disabled by the Disable field or due to
the Security System.

Force: Click (check) this box to force the Tag Database to recognize a tag change when the user
clicks on the object, even if the value of the tag in question does not change.

Enable Focus: When this option is checked, the object can receive the focus during runtime by the
navigation keys.

Push Like: When this option is checked the control is displayed as a button, instead of the standard
radio button standard shape.

Fill Color: Specify the fill color for the button. This option is enabled only when the Push Like option is
checked.

Auto Format: When checked, if the caption includes a decimal value enclosed by curly brackets (e,g,
{1.2345}) or a tag of Real type (see Caption above), then the value will be formatted according to the
virtual table created by the SetDecimalPoints () function.

Modes of Operation

The Radio Button object can operate in two different modes: Normal and Tri-State. For more information,
see Modes of operation for Check Box and Radio Button objects.

COMBO BOX OBJECT

On the ribbon Draw tab, in the Active Objects group, select Combo Box to select a single label from a combo-
box list of labels.

If the list is longer that the space allotted, a scroll bar is enabled for the list. During runtime, if you select
a label from the list, the combo-box hides itself and the selected label displays in the combo box.

Page 260




Screens and Graphics

Double-click on the combo-box object to open the Object Properties dialog box.

Object Properties

Replace... Hint:|

Drata Sources

[ ] Require confimation

Combo Box W

Label: | |

Positiorn: | |

Dizable: | |

| Advanced Fonts SecLrity: D
Enable tranzlation (5o

[ Input Enabled

Object Properties: Combo Box

You can use this dialog box to set the following parameters:

<ll=ze Defaut

Label text box: Type a string tag to receive the value of the label currently displayed in the combo box.

Position text box: Type an integer tag, which corresponds to the label currently displayed in the combo
box. Changing this tag value changes the label being displayed.

Disable text box: Type a tag with a nonzero value to disable this combo box. Type a zero, or leave the
field blank (default) to enable the Command animation. If you disable the combo box, it appears grayed

out during runtime.

Data Sources button: Click to open the Data Sources dialog box (see below).

Advanced button: Click to open the Combo Box - Advanced dialog box:

Combo Box - Advanced

Align: |Left e

Pt

Colar: IE

Drop List Size (Items): | 4

Decmal Points:
@ Auto Format
O Custom:

Cancel

Combo Box - Advanced

¢ Align combo-box: Click to specify the label alignment (Left, Center, or Right) which affects the alignment
in both the combo box and its list.

e Color box: Click to specify a background color for the combo box. When the Color dialog box opens,
click a color to select it, then click OK to close the dialog box.

* Drop List Size (Items) field: Specify the number of items that should be displayed at one time when the
user clicks on the combo box. The higher the number of items, the longer the drop list will appear.

"

Note: If this number is less than the total number of items in the list, then the drop list
will also scroll.

* Decimal Points: Select how decimal values will be displayed on-screen:
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* Auto Format: Decimal values will be formatted according to the virtual table created by the
SetDecimalPoints function.

¢ Custom: Enter the number of decimal places to display (e.g., 2) for all decimal values.

Fonts button: Click to open a standard Font dialog box. Use this dialog box to change the characteristics
of a message font.

Security text box: Type a numeric value in this field (0 to 255) to specify a security level for the object.
If an operator logs on and does not have the specified security level, the object will be disabled. See
Security System on page 626 for more information.

Require confirmation checkbox: Select (check) to prompt an operator to confirm a change during runtime.

Enable translation checkbox: Click (check) to enable automatic translation of the combo box labels using
the Translation Table.

Sort checkbox: Click (check) to display the contents of your array of labels in alphabetical order. This
parameter is available only when you select the Array Tag type.

E-Sign checkbox: When this option is checked, the user will be prompted to enter the Electronic
Signature before executing the animation.

Input Enabled checkbox: Click (check) to allow an operator to select a label by typing the contents of that
label into a tag in the Label field.

Virtual keyboard: Virtual Keyboard type used for this object. You need to select the Virtual Keyboard
option in the Viewer settings (Viewer on the Project tab of the ribbon) before configuring the Virtual
Keyboard for this interface.

Data Sources

Use the Data Sources dialog box to configure the items/labels that will be displayed in the Combo Box
object.

Data Sources hod

Type: Staticlabels ~ || Settings...

Cancel

Data Sources dialog box

Type combo box: Select the type of data source that you want to use, and the click Settings to configure
the source. Each type of source is described in detail below.

Field field (for Text File and Database only): Specify which field/column of the data source to read from.

Reload field (for Text File and Database only): Enter a tag name. When the value of the specified tag
changes, the combo box will reload the labels from the data source.
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Data Source Type: Static Labels

When Type is set to Static Labels, you can configure the following settings:

Static Labels hod

List:

Cancel

Static Labels dialog box

Enter your labels — with one label per line — just as if you were editing a plain text file.

The labels are not sorted in any way, so be sure to put them in the order you want them displayed during
runtime. The first line is position O, the second line is position 1, and so on.

Click OK when you are done.

Data Source Type: Array Tag

g Note: This type is not supported in project screens that are viewed through Mobile Access. Also,
it is not supported in projects that run on HMI Runtime, because those projects can be viewed
only through Mobile Access.

When the Type is set to Array Tag, you can configure the following settings:

Array Tag *

Array Tag: | |

Mumber of Items: | |

Array Tag dialog box

e Array Tag: Enter the name of a String array that contains the items for the combo box.

*  Number of ltems: Specify how much of the array should be displayed in the combo box. Keeping in mind
that the combo box counts array index O as the first item, if you enter a value of 4, then the combo box
will display array index O through array index 3.

Click OK when you are done.
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Data Source Type: Text File

[ A

Note: This type is not supported in project screens that are viewed through Mobile Access. Also,
it is not supported in projects that run on HMI Runtime, because those projects can be viewed
only through Mobile Access.

When the Type is set to Text File, you can configure the following settings:

Grid Data - Text File ot
File:
Delimiters
[]tab [ ]space [ ]semicolon
Comma [ ]other:
[]Read only
Cancel

Grid Data - Text File dialog box

¢ File: Enter the name of the text file source. You can either type the file name and its path or click the
... button to browse for it. (If the file is stored in your project folder, then you can omit the path in the
name.)

g~ Tip: You can configure tag names between curly brackets (e.g., { tagname}) in the File field.

* Delimiters: Set the delimiter(s) used in the data source file. For instance, if the data will be read from a
CSV (comma separated values) file, you would select the Comma option. You can even choose a custom
delimiter by checking the Other option and typing the custom delimiter in the field beside it.

Click OK when you are done.

Data Source Type: Database

[ A

Note: This type is not supported in projects that run on HMI Runtime.
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When the Type is set to Database, you can configure the following settings:

Database Configuration

Settings
Database: | Primary

[ ] Use project default

ot

Connection string: |

|lzer name: |

Paszwiord: | |

Retry Interval:
Table
Ilze default name

PCOERO

Fun-Time

Advanced...

[ ] Automatically create

Refrezh

Status: |

Canicel

Database Configuration dialog box

For more information, see Database Configuration on page 113.

LIST BOX OBJECT

The List Box screen object displays a list of messages or menu items for the user to select from. When the

user selects a message, its corresponding numerical value is written to a project tag.

If the list of messages is too long to fit within the viewable area of the List Box object, the object provides

scroll bars.

The user can browse the list and make a selection by doing one of the following, depending on how you
design your project interface:

¢ Use mouse or touchscreen input to click/tap the list's scroll bar and then select a message;

¢ Press the Up, Down, Esc, Tab and/or Enter keys on the keyboard or keypad; or

* Use on-screen controls (e.g., Button objects, linked symbols) that have been configured with the
PostKey function to post the equivalent key codes.

Generally, when you run a project, the active List Box object displays a list of messages. On a

screen containing only one List Box object and no text input boxes, the List Box object will be active
automatically. On a screen containing multiple List Box objects and text input boxes, you can use a
cursor (pointing device) or the Tab key to select and activate a List Box object.

To add a List Box object to a screen:

1. On the Draw tab of the ribbon, in the Active Objects group, click List Box.

2. Draw the List Box object in the screen, and then drag object's handles to adjust its size.

The height of the object and the font size determine how many messages are visible. The width of the
object determines how much of the message length is visible.

After you draw the object, you can adjust the size and font characteristics to allow more messages to
display in the given space.
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3. Double-click on the object to open the Object Properties dialog.

Object Properties n
=) Feplace... Hint: List Box e
Walue type: | Integer o Messages... Fonts...

IJzer Enable: Read/Search Tag:
K | |
Contral Enable: Wirite Tag:
K | |
Mavigation/Scrallbar Colors

R Stat/End Highight Il Background: L1+
Page List wrap Text: |- - Barder I?

[ 1E-Sign [ Riequire enter for selection

Object Properties: List Box

You can use this dialog to specify the following parameters:

Value drop-down list (located below the Replace button): Click to select one of the following the tag values
used to index the message list.

* Boolean
* Integer (default)
¢ LSB (Least Significant Bit)

g Note: For more information, see the discussion about the State field on the Messages
Configuration dialog.

Messages button: Click to open the Messages Configuration dialog (see below).

User Enable text box: Type a tag, expression, or a (nonzero) number to select a message in the runtime
project. The default is 1 (true or enabled).

Control Enable text box: Type a tag, expression, or a (nonzero) number to select a message in the runtime
project — depending on the current value of the Read/Search Tag. The default is 1 (true or enabled).

EcoStruxure Machine SCADA Expert bases this parameter on the Value field (in the Messages
Configuration dialog) that you associate with the selected message. Enabling this field allows tag
changes triggered by the process to affect which messages you can select.

Read/Search Tag text box: Type an integer or a Boolean tag to point to a selected message based on the
message Value field (in the Messages Configuration dialog). You can use the Control Enable and User Enable
fields to control whether the operator or a process can alter this tag.

Write Tag text box (optional): Enter the name of a project tag. The State value associated with the
currently displayed message is written to this tag. This can be used to keep the value of the State if the
screen is closed and reopened, keeping the selected message displayed. If there is no tag in this field,
the object will be set to State 0 each time the screen is opened.

E-Sign checkbox: When this option is checked, the user will be prompted to enter the Electronic
Signature when using this object.

Row checkbox: Click (check) to include set up and set down arrows in the List Box object scroll bar.
Page checkbox: Click (check) to include page up and page down arrows in the List Box object scroll bar.
Start/End checkbox: Click (check) to include home and end arrows in the List Box object scroll bar.

List wrap checkbox: Click (check) to continue displaying and scrolling the message list (starting at the
opposite end) after you scroll to the beginning or end of the list.
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Require enter for selection checkbox: Clicking (checking) this box requires the user to press Enter (or post
the equivalent key code) to make a selection. If this option is not checked, then a selection is made
whenever focus changes to another screen object (i.e., the user tabs out of the list or clicks/taps on
another object).

Color boxes: Click a color box to open the Color dialog or the 16-color Color Selection dialog. Either
dialog allows you to specify or change colors for the List Box object. Click a color to select it and then
click OK to close the dialog.

* Highlight Color box: Specify a color for highlighting messages (default is blue).
* Text Color box: Specify a color for highlighting message text (default is black).
¢ Win Color box: Specify a color for the list box background (default is white).

e Border Color box: Specify a color for the list box border (default is black).

Messages Configuration Dialog

Messages Configuration X

State Messages Value Text Foreground Text Blink -
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Enable translation Auto Farmat Cancel

Message Configuration dialog

Use the parameters on this dialog as follows:

State field (read-only): Use this field to view the indexed individual messages. EcoStruxure Machine
SCADA Expert numbers this field based on the Read/Search Tag type you selected:

¢ Boolean: Provides two valid states, labeled O and 1
* Integer: Provides 256 valid states, labeled O to 255
e LSB: Provides 32 valid states (i.e., the 32 bits in an integer value), labeled O to 31

Message field: Enter the string to be displayed in the List Box object. You can include tags in a message
by enclosing them in curly brackets (e.g., { tagname}).

Value field: Type a message value matching the specified Read/Search Tag value. (Also, the same value
written to the write tag.)

If you specify LSB for the Value field, EcoStruxure Machine SCADA Expert uses the value specified in the
State field for both the Read/Search Tag and the write tag.

Text Foreground color field: Click to specify a color for the message text foreground. The color is displayed
only when the message is not selected.

Text Blink checkbox: Click (check) to cause a message to blink, once per second, when it is selected.
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* Fonts button: Click to open the Font dialog, which allows you to change the characteristics (style, size,
and so forth) of the message font.

* Enable translation: Click (check) to enable translation during runtime using the Translation Tool.

* Auto Format: When checked, if a message includes a decimal value enclosed by curly brackets (e,g,
{1.2345}) or a project tag of Real type (see Message above), then the value will be formatted according
to the virtual table created by the SetDecimalPoints function.

SMART MESSAGE OBJECT

The Smart Message screen object displays messages and images that can be changed during run time by
updating the value of the associated project tag.

The following smart message object types are available:
* Message Display: Enables you to display any one of multiple messages within a single screen object.

* Multistate Indicator: Enables you to display any one of multiple messages within a single screen object,
and also has the ability to display bitmap images with the messages.

* Multistate Pushbutton: Enables you to display messages and bitmap images. This object also resembles a
multi-position switch in that it allows you to increment through the messages by clicking on the object
during run time.

These smart message object types vary in their ability to display messages and graphics, write to a tag,
and control how many messages and graphics display on the screen. However, all of the object types can
receive process input (Read Tag value) to determine which message to display.

g Note: Because of the large number of elements and configurations, many smart messages on a
screen may cause that screen to load slowly and slow overall project performance, especially if
using Mobile Access. If this is happening, you can replace the smart messages with rectangles,
text boxes, and animations.

To add a smart message object to the screen:
1. On the Draw tab of the ribbon, in the Active Objects group, click Smart Message.
2. Draw the Smart Message object in the screen, and then drag object's handles to adjust its size.

You use the object's height, width, and font size to determine how much text and how large a bitmap
image you can display on the screen.

3. Double-click on the object to open the Object Properties dialog.

Object Properties n
=) Feplace... Hirt: | Smart Message e
Type: | WMessage Display W “Walue tupe: | Integer e
Switch event:  On Down Align: |E| & Faont...
[ ] Check expression on each meszage line Meszages...
Read Tag/Expression: Wirite Tag:
) ) . K.y
[ 1E-Sign Border weight;  Securiby: [ ]5hitt [ ]

[] Hide border 0 (e

Object Properties: Smart Message

You can use this dialog to specify the following parameters:

* Type combo-box: Click to select the smart message object type. The object type sets the behavior of the
object during run time and the features supported by it:

* Message Display (default)
¢ Multistate Indicator

e Multistate Pushbutton
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Value type drop-down list: Select the type of values used to index the message list:

* Boolean: Provides two valid states. Use this selection when you want to display either one of two
different messages, based on a boolean value (O or 1).

* Integer (default): Provides 500 valid states. Use this selection when you want to display different
messages based on specific values from an Integer tag.

* LSB (least significant bit): Provides 32 valid states (i.e., 32 bits in an integer value). Use this
selection when you want to display different messages based on which bit from an integer tag is
set. If more than one bit from the Integer tag is set simultaneously, the message associated with the
least significant bit that is set (value 1) will be displayed.

g Note: If the Smart Message Type is Multistate Pushbutton, only 16 different messages can
be associated with the object, even for Integer or LSB values.

Switch event drop-down list (available for Multistate Pushbutton only): Select one of the following
options to specify when the message is changed:

* On Down: Switch to the next message when you click on the object (default).

* While Down: Switch to the next message continuously while you hold the mouse button down on
the object.

e On Up: Switch to the next message when you release the mouse button on the object.
Align: Select the alignment of the text displayed by the Smart Message object.

Fonts: Launches the Fonts dialog, where you can configure the font settings for the text displayed in the
object.

Check expression on each message line check box: When this option is cleared, only Read Tag/Expression is
evaluated during run time and the resulting value determines which message is displayed. When this
option is selected, each message has its own tag/expression

Read Tag/Expression text box: Enter a project tag or expression. The value determines which message is
displayed by the object during run time.

Messages: Displays the Configuration dialog box, where you can configure the messages for the object.
See "Messages Configuration" below.

Write Tag text box (optional): Enter the name of a project tag. The State value associated with the
currently displayed message is written to this tag. This can be used to keep the value of the State if the
screen is closed and reopened, keeping the selected message displayed. If there is no tag in this field,
the object will be set to State 0 each time the screen is opened. This field is available for Multistate
Pushbutton only.

E-Sign (available for Multistate Pushbutton only): When this option is selected, the user will be
prompted to enter the Electronic Signature before executing the animation.

Hide border: When this option is selected, the line border of the object is not visible.
Border weight: Defines the thickness (in pixels) of the line drawn around the object.

Security (available for Multistate Pushbutton only): System Access Level required for the object/
animation.

Key area (optional and available for Multistate Pushbutton only): Shortcut used to go to the next
message (step) using a keyboard when the Multistate Pushbutton type is selected. This option is
especially useful when creating projects for runtime devices that do not provide a mouse or touch-
screen interface, when the keyboard is the only physical interface available to interact with your
project during run time.

g Tip: If you have defined custom keys for your project, you can select them in this list. For
more information, see Define custom keys for screen objects on page 327.
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Messages Configuration

The behavior of the object, and thus the layout of this dialog box, depend on whether Check expression on
each message line is selected.

Configuration X
Data Source | Static w
State Text/Message Value  Text(FG)  Text(BG) Text Blink Re »
Error [— O [ —
0 0 [— ] [
1 1 [— 1~ O [—
2 2 [— 1~ ] [
3 3 [— ] [—
4 4 [ B [— ] .
< >
Enable translation Aata Format Cancel
Configuring messages for the resulting values of Read Tag/Expression
Configuration =
Data Source  Static
State Text/Message Tag/Expression Text(FG) -
Error | —
0 —
: —
2 I
3 I
4 I -
< >
Enable tranzlation Auto Farmat Cancel

Configuring a different tag/expression for each message line

Data Source list box: The source of the messages to be displayed by the object. Select one of the following:

¢ Static: The messages are configured and stored directly on the object. Configure a worksheet row for
each possible state. For more information, see the table "Properties for Data Source: Static" below.

* Text File: The messages are loaded from an external source file. In the Source File box, type the path
(relative to your project folder) and name of the file. This field accepts String expressions on page
937.

For more information about how to create and format the file, see "Source File Format" below.

The following table describes the meaning of the properties associated with each message, regardless of
the Data Source:

Properties for Data Source: Static

Property

Description

Text/Message Message (text) that will be displayed when selected during run time. This field accepts String expressions on page 937.

Page 270



Screens and Graphics

Property Description

Value (when Check The unique value associated with each Text/Message.
expression on each

message line is cleared) Read Tag/Expression (in the Object Properties) is continuously evaluated during run time, and the resulting value

determines which message is displayed on the object. If the resulting value is not in this list, the message configured in the
first row (Error) is displayed.

When Type (in the Object Properties) isMultistate Pushbutton, the resulting value is also written to the tag
configured in Write Tag.

Tag/Expression (when The tag/expression associated with each Text/Message.
Check expression on each

message line is selected) All of these are continuously evaluated during run time, and the first one in the list that evaluates as TRUE (non-zero)

determines which message is displayed on the object. If none of these evaluate as TRUE (non-zero), the message configured
in the first row (Error) is displayed.

Text (FG) Foreground color for the messages displayed during run time.

Text (BG) Background color for the messages displayed during run time.

Text Blink If selected, the message text will blink during run time.

Rec (FG) Line color (Border) for the rectangle behind the message.

Rec (BG) Background (Fill) color for the rectangle behind the message.

Rec Blink If selected, the rectangle behind the message will blink during run time.

Graphic File Path and name of the bitmap file (*.BMP) (if any) that will be displayed when the message associated with it is selected during
run time. If you do not specify the path, the bitmap file must be stored in your project folder.

Transparent Select the color that will be transparent in the graphic file, if the En. Transparent checkbox is selected.

En. Transparent If selected, the color selected in the Transparent field will be set as transparent in the graphic file.

Enable translation: Click (check) to enable translation during run time using the Translation Tool.

Auto Format: When selected, if a message includes a decimal value enclosed by curly brackets (e,g,
{1.2345}) or a project tag of Real type (see Text/Message below), then the value will be formatted according
to the virtual table created by the function SetDecimalPoints.

g~ Note: The properties Graphic File, Transparent and En. Transparent are not available for the Message
Display type.

g Tip: You can copy data from this dialog and paste it into an Excel worksheet, and vice versa.

Source File Format

This section describes the format of the text file supported by the Smart Message object when the Data
Source is Text File. The main advantage of using an external text file instead of static values is that it gives
you the flexibility to change the messages during run time, by pointing to a different text file, or even by
changing the content of the text file dynamically.

The text file must be created in the CSV format (comma separated values), where the comma character
(, ) is used to divide the columns (data) in each line (row) of the file. Therefore, you can use any CSV
editor such as Microsoft Notepad and Microsoft Excel to create the CSV file with the messages and their
properties for the Smart Message object.

The description of each property associated with the messages is provided in the Smart Message section.
The order of the data in the CSV file is described in the following table:

Column # Property Default Value
1 Text/Message -
2 Value -
3 Text (FG) 0
4 Text (BG) 16777215
5 Text Blink 0
6 Rec (FG) 8421376
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Column # Property Default Value
7 Rec (BG) 16777215
8 Rec Blink 0
9 Graphic File -
10 Transparent 0
" En. Transparent 0

When configuring text messages that have the comma character as part of the message, you must
configure the whole message between quotes (e.g., "Warning, Turn the motor Off" ); otherwise, the
comma will be interpreted as a data separator instead of as part of the message.

¢ The first line of this file is equivalent to the State = Error. In other words, if there is no message
associated with the current value of the tag configured in the Read Tag field, the message configured in
the first row (State = Error) is displayed during run time.

* The data configured in the Value column of the first row from this file is irrelevant. This row must
always be configured, regardless of the object type (even for Multistate Pushbutton).

¢ Only the Text/Message and Value columns are mandatory. The other columns are optional, and the default
values will be used if you do not specify any value for them (see table).

¢ The fields Text(FG), Text(BG), Rec(FG), Rec(BG) and Transparent can be configured with the code of the color
associated with it. The code can be entered directly in decimal format (e.g., 255) or in hexadecimal
format using the syntax #value (e.g., #O000FF).

e The fields Text Blink, Rec Blink and En. Transparent can be configured with Boolean values 0 or 1 (0 =
Unselected; 1 = selected), or with the keywords FALSE or TRUE (FALSE = Unselected; TRUE = selected).

Example:

Error Message,,0,16777215,1,8421376,16777215,1 ,error.bmp,0,0
Message Zero,0,0,16777215,0,8421376,16777215,0,0pen.bmp,65280,1
Message Ten,10,0,16777215,0,8421376,16777215,0,closed.bmp,65280,1
Message Twenty,20,0,16777215,0,8421376,16777215,0,,0,0

Message Thirty,30,0,16777215,0,8421376,16777215,0,,0,0

¢ Tip: You can use the Smart Message editor (Data Source is Static) to configure the messages, values
and colors. To do so, select the configuration, copy it and paste it into an Excel worksheet. Then,
you can save the Excel worksheet as a CSV file (File > Save As). This procedure provides you with a
user friendly interface for configuring the color codes.

CHANGE THE PROPERTIES OF MULTIPLE SCREEN OBJECTS

This task describes how to select two or more screen objects and then change the properties that are
common to the selected objects.

Before you begin this task, you must have a project screen open in the screen editor.

Which properties you can change depends on whether you select multiple objects of the same type or
of different types. If the objects are of the same type, you can change the properties that are specific to
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that type. For example, if you select multiple Button objects, then you can change the properties that are
specific to Button objects.

Object Properties

=) Feplace... Hirt: Button (muttiple)
Caption:
Text

Shyle: | 3D Sharp w Background color |[ ]+ Align: |[=] +

Faonts. .. Images... Advanced. .. Command...

Object properties of multiple selected Button objects

For more information about the properties of a specific type of object, see the documentation for that
object.

g Note: You can only use this method to change the properties of Shapes and Active Objects. You
cannot use this method to change the properties of Data Objects, Animations, Library items, or
objects in a group.

In contrast, if you select multiple objects of different types, you can change the properties that are
common to all of the objects. This includes not only cosmetic properties like Border and Background, but
also functional properties like Disable, Security, Enable Translation, and E-Sign. (Some properties may
not apply to all objects. For example, Button objects do not have Border and Rectangle objects do not have
Security.)

Object Properties n
iy Feplace... Hirt: @Dhjems )
Border Background
Type: | Solid w (") Mo Fill

Color: |l ~ Weigl‘rt: () Fil Color: |[]=
Disable:l | Securi’q,':lzl

Enable Translation [ ]E-Sign

Forts...

Object properties for multiple objects of different types

In both cases, the dialog box shows the current values of the properties of the last selected object.

It is only when you actually change the value of a property that the change is applied to the selected
objects. All other properties are left unchanged, regardless the values shown in the dialog box.

To change the properties of multiple screen objects:

1. In the screen editor, do one of the following:
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* Press and hold either Shift or Ctrl on the keyboard, and then click each object that you want to
change; or

¢ Use the cursor to draw a selection box around all of the objects that you want to change.
The objects are selected.
2. Do one of the following:
* On the Draw tab of the ribbon, in the Editing group, click Properties;
¢ Right-click the selected objects, and then on the shortcut menu, click Properties; or

* Press Alt+Enter on the keyboard.

g Note: You cannot double-click to open the Object Properties dialog box as you otherwise
would, because clicking like that clears the selection.

The Object Properties dialog box is displayed for the selected objects.
3. Change the property values that you want to change, and then close the dialog box.
The changes are applied to all of the selected objects.

MODES OF OPERATION FOR CHECK BOX AND RADIO BUTTON OBJECTS
The Check Box and Radio Button objects both have two modes of operation: Normal and Tri-State.

The modes work in essentially the same way for each object.

Normal Mode

Normal mode is, as the name implies, the normal mode of operation for the object. In this mode, the object
has two possible states: FALSE (not selected) and TRUE (selected).

Appearance of objects in Normal mode

Object State Check Box Radio Button

Push Like Push Like

FALSE
[ Check  Radio
TRUE

When the user clicks/selects the object during runtime — that is, when the object state is set to TRUE
— the value of the project tag configured in the Tag field of the object properties is set to equal the value
configured in the True Value field.

When the user deselects or clears the object — that is, when the object state is reset to FALSE — the
value of the tag configured in the Tag field is set to NOT the value configured in the True Value field. In most
cases that means it is set to 0 or an empty string, but there are two exceptions:

e If the True Value field is configured to equal 0, then NOT that value is 1.
e If the True Value field is left completely blank, then NOT that value is the string UNSELECTED.

Tri-State Mode

Tri-State mode is enabled by selecting the Tri-State option in the object's Object Properties dialog. This adds
a third possible state to the object.

Appearance of objects in Tri-State mode

Object State Check Box Radio Button

Push Like Push Like

FALSE
s [ Check  Radio
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Object State Check Box Radio Button

Push Like Push Like
TRI-STATE B Check & Radio

Clicking/selecting the object the first time works the same as it does in Normal mode.

When the user clicks/selects the object a second time, the object state is set from TRUE to TRI-STATE
and the value of the tag configured in the Tag field of the object properties is set to equal the value
configured in the Tri-State field.

When the user click/selects the object a third time, the way the object changes depends on which type of
object it is:

* The Check Box object is reset from TRI-STATE to FALSE, and the value of the tag configured in the Tag
field is set to NOT the value configured in the True Value field. This is similar to how it works in Normal
mode.

¢ The Radio Button object is set from TRI-STATE back to TRUE, and the value of the tag configured in
the Tag field is set to equal the value configured in the True Value field. If the user keeps clicking on the
object, then the object will simply toggle between TRUE and TRI-STATE. To actually clear the object —
that is, to reset the object back to FALSE — the user must click/select another Radio Button object in
the same group.

This functionality is summarized in the following table:

Current State of Object How Object Changes When Clicked
Check Box Radio Button
FALSE Object state set to TRUE and value set to equal True Value
TRUE Object state set to TRI-STATE and value set to equal Tri-State
TRI-STATE Object state set to FALSE and Object state set to TRUE and
value set to NOT True Value value set to equal True Value

g Note: If reseting the object to FALSE would give the tag configured in the Tag field the same
value as if the object was set to TRI-STATE — that is, if NOT True Value is equal to Tri-State — then
the tag will instead be set to the minimum unsigned integer different from True Value.

For example, if True Value equals 1 and Tri-State equals 0, then when the object is reset to FALSE,

the tag configured in the Tag field will be set to 2. If True Value equals -4 and Tri-State equals 0, then
when the object is reset to FALSE, the tag configured in the Tag field will be set to 3.

Libraries section

These are libraries of static and dynamic objects that can be added to screens, as well as instructions for
creating your own.
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LINKED SYMBOL OBJECTS, PROJECT SYMBOL FOLDER, AND SYMBOL LIBRARY

Linked symbols, also referred to as symbols, are sets of one or more screen objects that are saved in a
library for reuse.

Symbols Library

The Symbols library is a visual browser for all of the symbols that are available to be used in your project
screens. To open the library, select Symbols in the Libraries group on the ribbon Draw tab. The Symbols library
opens in the Screen/Worksheet Editor.

G Symbols X -

B Swmbol: -
3 Project Symbols Symbols

w [5 System Syrbolz

3 Architecture

LT Aoz 1
[ Bargraphs

[T Buildingfutomation

[ Buttons

L3 Commatd
3 DateTime h
C3 Ducts tankd tank(? tank(3 tank0(d
[ Faceplates
[ Fans

B3 lcons

LT Indicatars T \
B3 Meters
LT Matars \ 1
3 PilatLights
[J Fipes

£ Plates tank0a tank0g tank07? tank0d
L3 Pumps

3 PushButtonz
£ Sliders

C3 Switches

C3 Tanks

O TestiD

CO Transportation

03 Trends tank03 tank10 tank11 tank1z
L Walves

The symbols library

The library is divided into two main folders:

¢ The System Symbols folder contains premade symbols that are installed with the software. These symbols
are grouped into subfolders by category as shown above.

¢ The Project Symbols folder contains copies of System Symbols used in the project and user-made symbols
created for the project.

Adding a symbol to a project and placing it in a project screen:

1. Find the symbol you want in the library, and then select it:
¢ Select it with the main mouse button, or
¢ Double-click it to close the Symbol library

After the symbol is selected, the mouse cursor will change to indicate that a symbol is selected and

ready to be placed: %)
2. Open or navigate to the project screen where you want to place the symbol.
3. Click anywhere in the project screen to place the selected symbol.

4. Customize the symbol's custom properties. For example, when you place a gauge that displays tank
levels, you can define custom properties for each instance of the symbol, allowing each linked copy to
display the level of a different tank. See Symbol Object Properties, below, and Create and edit project
symbols on page 279 for more information.
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Project Symbol folder

A symbol that is added to a project is a copy, also referred to as an instance, that is linked to the master
Symbol in the Symbols library. Changes made to the master symbol will propagate to every linked copy
in every project. Changes made to a linked copy will not affect the master symbol in the Symbol library
unless you explicitly edit or update the master symbol; see Create and edit project symbols on page 279
for more information.

Project symbols, whether copies of installed System Symbols from the Symbols Library or symbols created
and added to the project, are displayed in the Project Explorer Graphics tab:

Project Symbols folder in the Graphics tab

Project Explorer v 1 x

~ [ Project: Testd.APP
[ Screens
3 Screen Group
3 Thin Clients
v 5 Project Symbals
v 5 Sliders
Sy slider.sym
v 5 Tanks
Sy tank0l.sym
0, CHECKBCHPAMEL, SV
F Graphics Script
fE Mative Symbols
¢ Industrial Graphics Symboals
[H Layout
@Glnbal S, Graphics Tasks Q Comm

Symbol Object Properties

Object Properties

by Fieplace... Hint: Linked Symbol -

Mame  Slidersisliderd! sym [ Uze linked zize Expand

Category: Display properties from all categaries

Itz Property Walue
222 hax 100 |
«2* Min Q

3F TaghMame

The properties unique to a Linked Symbol are:

* Hint: This property is not unique to a Linked Symbol, but the behavior of the hint can differ from that
of other objects. Groups of objects and linked objects can have hints, in addition to the hints for each
grouped object. All of these hints will be active, but the individual grouped objects' hints will have
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priority over the hints for the group of objects or the linked object. The hint for the group of objects or
the linked object will appear in parts of the screen occupied by the group of objects, but not occupied
by one of the grouped objects.

Name: This read-only field shows the name of the symbol.

Use linked size: This property is selected by default. While selected, the symbol cannot be resized.
Deselect this property to allow the symbol to be resized.

g Note: Some symbols will scale evenly, but the items that comprise the symbol will not all
scale with the symbol size. Bitmaps and other raster graphics may become pixelated. In
particular, Rotation and Position animations use fixed pixel positions, which will not scale. To
fix these, edit the linked symbol and change the pixel settings.

Category: Symbol properties can be segregated by category. By default, System Symbols have all
properties with the Main category. You can edit the symbol and add categories. All categories used by
the symbol will be listed here. Selecting a category from this list will cause the only the properties from
that category to be displayed in the Property/Value table in the pane beside the list.

Property /Value table pane: Properties, also referred to as Custom Properties, and their values associated
with the selected Category displayed in this table. Set the values to customize this instance of the
symbol. These values can be set independently for each different instance of a symbol in the project.

Display all properties from all categories: The property is not selected by default. Select it to display Property/
Vales pairs for all Categories of the symbol. As noted above, only the Main category exists initially for
System Symbols.

Expand: This button will toggle the Object Properties window to a view with more space to display
Categories and Property/Value rows. See below:

Symbol Properties *
Categaony:
hzin Property alue
o5 hlax 100
5% Iin 0

»5* TagMame

Dizplay properties from all categonies Lancel

¢ OK: Use this button to toggle back to the regular Object Properties dialog, saving the changes made
in the expanded dialog.

¢ Cancel: Use this button to toggle back to the regular Object Properties dialog without saving any
changes made in the expanded dialog.
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Create and edit project symbols

Project symbols can be created and edited.

Create a new master linked symbol
To create a new master linked symbol and save it to the Symbols folder:

1. Design the symbol just as you would normally draw a project screen, using any combination of Static
and Active Objects. For example, three check boxes and a text object in a rectangular pane:

0 Screent.SCC X

[ ] Check
(] Check

[ Check
Caption

Drawing objects in a project screen

2. Optionally, Group the objects that you want to save as a symbol. It is not necessary to make a Group
out of two or more objects before saving them as a symbol. Saving the objects together as a linked
symbol effectively groups them as a single object that can be moved, copied, and inserted into a screen.

3. Select the object(s) or Group that you want to save as a symbol. Right-click and select Create Linked
Symbol on the context menu. A standard Save As dialog box is displayed, and you are prompted to give
the new symbol a file name. The name for this example is checkboxpanel.

@ Screen!.SCC X

P R Qo
| o ol = Properties Alt+Enter
| s ]Check

= a

- 8[]Check

1 B 8|3 cut Ctrl=X
+| ol1Check E Copy Ctrl=C
B m = mt

. mCaptionm Delete

L

............... Group
............... %

o Create Linked Symbol

Creating a linked symbol

4. After you save the file, the symbol appears in the Project Explorer Graphics tab \Project Symbols
folder of your project.The symbol also appears in the Project Symbols folder of the Symbol Library,
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and the symbol file (*. sym), checkboxpanel.sym in this example, is saved to the <project folder>
\Symbol folder.

Project Explorer v o X

w [ Project: Testd.APP
[ Screens
3 Screen Group
£ Thin Clients
w [5 Project Symbals
v 5 Sliders
Gy slider0.sym
v [5 Tanks
9, tank0l.zpm
S, CHECEBOXPAREL.SYR
[ Graphics Script
Mative Symbols
S Industrial Graphics Symbols
[B Layout

@ Global | S Graphics | B Tasks B comm

Symbol file in the Project Explorer
The symbol is also available in the Symbols Library:

Symbol in the Symbol Library

%S,'mljals * -
B Symbols Y
v [ Project Symbols

[ Sliders [JCheck

3 Tarks

8, checkboxpanel [1Check
v [ Systern Symbols

3 Architecture [ Check

3 Arraws Canti

1
[ Bargraphs aption
[ Buildingutomation [ checkbaxpanel

The symbol is now ready to be reused in your project, but the way it is currently saved, every copy will
have identical properties. The next section shows how to define custom properties for the symbol — that
is, the properties you want to be able to customize each time you reuse the symbol.

Edit the master symbol

You can edit a master symbol after you've initially saved it, to add or delete objects in the symbol or to
define custom properties on it. Any changes you make to the master symbol will automatically propagate
to every linked copy in every project.

g Note: There is one exception. If you change the hint on a symbol, that change will appear only
on new instances of the symbol. Existing instances will be unchanged.

To edit a symbol:

1. Right-click the symbol in the Symbols folder, and choose Edit on the context menu. You can also right-
click on any instance of the symbol and choose Edit Linked Symbol from the context menu.

The symbol file is opened for editing in its own screen window. This symbol editor works in the same
way as a regular screen editor, except that every object in the window is part of the symbol. If you
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add, move or delete objects in the symbol editor, you may change the size or shape of the symbol and
disrupt the layout of any Screens where it is used.

8, CHECKBOXPAMELSYM X

e e
m] m}
o[_|Check

| B g

- 8[]Check

= B

| o] Check

1 G o o obf

- OCaption®

L o

Symbol file opened for editing

Besides adding, moving or deleting objects in the symbol, you can also edit the Object Properties as
you normally would. You may want some properties to be the same in every instance of the symbol,
but other properties need to be customized according to where and how the symbol is used. In this
example, you probably want to customize the captions for the three check boxes, the tags with which
the check boxes are associated, and the caption for the pane itself.

2. Select the first object in the symbol and open its Object Properties. For example, the first check box:

=
Object Properties

b Feplace. . Hint: Check B -
Caption:  Check
Tag:
TrueValue: 1
Dizable:
Secunty: 0

Shift At
E-Sign Require confirmation N Chrl

Faonts... Advanced. .. Key

Object Properties dialog box for the first Check Box object

3. In any field where you would normally configure a tag, expression, or value, you can instead define a
custom property using the sytax...

# [Category. ]Property: [Value]

...where:

* Category is an optional name for a collection of related properties, such as all captions or all Check
Box values. If you do not specify Category for a property, it will be automatically listed under the
"Main" category.

e Property is a label to identify the specific property. Property is required for each property, and it
must always be followed by a colon (:).

* Value is an optional default value for the property.

¢ Note: All Tag/Expression syntax rules apply to Value, including tag names, pointers,
arrays, strings, numerical and boolean values, and scripting functions.
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In this example, we want to be able to customize which tag will be set when the Check Box is selected
or cleared. So, in the Tag field, type #Optionl.Tag:.

Depending on the context, some object properties require a specific type of value like a String, a
Boolean, or a numerical value. For these properties, use string expressions, enclosing the custom
property declaration in braces ({}).

In this example, the Caption field requires a String, so type {#Optionl.Caption:"Option 1"}.

Both properties are shown below:

CObject Properties
= Replace... Hint: Check Box -
Caption:  {#Cption? Caption: "Option 1}
Tag: #ptionT . Tag:

TrueValue: 1

Dizable:
Faonts... Advanced. .. Key gty 0
Shift At
E-Sign Require confimation M Ctrl
Defining a custom property for the Tag property
The symbol will show the new caption:
Updated Symbol
B0 screenl 5CC X
T e
[|{#Option1.Caption:"Option 1"}
‘s [ ICheck .
[|Check
Caption

The properties on an instance of the symbol will show these new properties:

Custom properties on a symbol
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Symbol Properties

Categaorny:
Optior

«5% Caption

2% Tag

Dizplay properties from all categories

Property

Walue

"Option 1"

Cancel

4. Repeat this process for each Check Box object, incrementing the number for each successive object:

Option2, Option3, etc.

5. Text objects don't support string expressions; for that you will need to use a Text Data Link animation:

a. In the Text Object Properties dialog, enter ###########+# in the Caption field.

b. Select the Text data link button to toggle to the Text Data Link properties.

c. Enter #Panel.Caption:"Caption" in the Tag/Expression field.

6. Save the symbol and close the symbol editor.

The symbol will show the new captions:

All new Properties and Values are shown when expanding the Symbol Properties dialog and selecting
Display properties from all categories:

Final Symbol Properties
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Symbol Properties

Categaorny:

Property falue

OptionT.Caption "Option 1"
OptionT.Tag

‘_:9

o

3% Option?. Caption "Option 2"
#5° Option2.Tag

5% Option3. Caption "Option 3"
«5% Option3.Tag

o5 Panel.Caption "Caption”

| Display properties from all categaries Lancel

Final Symbol

@ Screenl 5CC X

[|{#0Option1.Caption:"Option 1"}

[|{#0ption2.Caption:"Option 2"}

[1{#Option3.Caption:"Option 3"}
R R

7. On the Home tab of the ribbon, in the Tools group, click Verify. This will update all existing instances of
the symbol in your project.
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Add tooltips to custom properties

You can configure a description for each custom property available in the symbol. After creating a symbol,
open it with the symbol editor, right-click in the symbol editor (not on the symbol itself) and choose Edit
Symbol Properties from the shortcut menu.

Symbol Properties *
Categaory:
Property Yalue | Description
5% Optionl.Caption Tank 1
+2° Option1.Tag Tank 1 Level
oFF Option?2. Caption | "Option 2* | Tank 2
+2° Optiond. Tag Tank 2 Level
oF Option3.Caption | "Option 3" | Tank 3
«2% Option3.Tag Tank 3 Level

+2° Panel.Caption | "Caption" | Tank Panel Designation

| Dizplay properties from all categories Lancel

When assigning values to the custom properties of the symbol on the screens, the user can read the

description as Tooltips just by moving the mouse cursor on the property name, as illustrated on the
following picture:

x
Object Properties
by Fieplace... Hint: Linked Symbol -
Mame  CHECKBOWXPAMEL S [ Use linked size Expand
Category: | Dhzplay properties from all categories
Froperty | Walue

&2 Option1.C... | "Option 1"
B Optmm_-Tanlr_‘l

«2° Optiond T T Option 2¢
o5 Option?.Tag

«2% Option3.C... | "Option 3"

5% Option3.Tag
«2% Panel.Capt.. | "Caption"

Tooltip showing the description of the property
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Password protect a symbol

You can put a password on any of your user-made symbols to prevent them from being edited or analyzed
by other users, just like any other file. For more information, see Password-protecting files on page 665.

Make a user-made symbol available to other projects

User-made symbols are normally available only in the project where they were initially created and saved.
However, you can send a user-made symbol to the System Symbols folder of the Library, to make it
available to all of your projects:

1. Run EcoStruxure Machine SCADA Expert with administrative privileges, so that you can make
changes to the Program Files (x86) folder. You can do this by right-clicking the program icon and
choosing Run as administrator from the context menu.

2. In the Symbols folder of the Project Explorer, right-click the desired symbol file ( .sym ) and then
choose Send to System Symbols from the shortcut menu. A standard Save As dialog box is displayed,
automatically pointing to the \Symbol subdirectory of the program directory instead of the \Symbol
subfolder of your project folder.

3. Choose a location in which to save the symbol file. You can choose one of the existing categories/
folders, or you can create a new one.

4. Click Save. The symbol file is saved in the specified location and the symbol is displayed in the System
Symbols folder of the Symbols library.

Symbol added to the System Symbols Library

M screen1 S Symbols x -

[ Sembols
w [ Project Symbolz
03 Sliders [1option 1
[ Tanks
9, checkbowpanel [Toption 2
w [B5 Systemn Symbolz
[ Architecture LlOption 3
L3 Anows
C3 Bargraphs
C3 Buildingsutamation checkbaxpanel
£ Buttons
£ Command
03 DateTime
£ Ducts
C3 Faceplates
[ Fans
£ loons
03 Indicatars
O Meters
£ Matars
[ PilotLights
[ Fipes
[ Plates
C3 FPumps
3 PushButtons
£ Sliders
£ Switches
[ Tanks
£ TestiO
C3 Transpartation
£ Trends
3 alees
v 5 _demao_pmoject
G, checkboxparnel

Caption

For more information, see Using the Library.
ACTIVEX CONTROL OBJECT

In the ribbon Draw tab, in the Libraries group, select ActiveX Control to open the Insert ActiveX Control dialog,
which you can use to place ActiveX components on your screen.
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When the dialog opens (as in the following figure), it contains a list of all ActiveX components that are
registered on your PC.

Insert ActiveX Control pod

Adobe Acrobat DC Browser Control Implementation Y 0k
Adobe PDF Reader
AdsOcx Control Cancel
AxSuSmExtPP Clazs

AxisGrid Class

Beckhoff EtherCAT Topology Control
BECKHOFF TcEventWiew Class
CFIODKGSelectorQbj Class

Cmidentity Client

CommonDialog Class

ComponentOne FlexGrid 2.0 (UNICODE Light)
CTreeView Control

CWXCTL Control

Datatccessll] Class
DdzContainerObjectManagedBridge Class
Dd=0bjectManagedBridge Class
DeviceManager Class

DIBrowserCtrl Class

DirList Clazs

Duration Control

Editer Teolbar Control

EIPDTMAboutUl UIC] Class

EviCfgEditor Class

FTProductPolicvCtrl Class
£ >

Insert ActiveX Control dialog

g Note: When you use ActiveX controls in your project, your runtime stations should have the
same controls already installed and registered. Stations often have "auto download" and "auto
install" features disabled for security reasons, so they may not be able to get ActiveX controls
that are called by your project. Consult your hardware manufacturer and ActiveX controls
provider for more information about how to manually install controls.

If you still want to enable automatic download of ActiveX controls, you can do so by manually
editing your project file (<project name>.app) to include the following settings:

[UsedControls]
EnableDownload=1
Count=number of controls

[UsedControll]

CLSID=class ID of the ActiveX control

Version=version of the ActiveX control

Codebase=URL of the ActiveX control file, or of the .CAB file that contains
the ActiveX control files

RegFilel=name of a specific .0OCX or .DLL file within the .CAB file,; see below

RegFilen=name of a specific .0OCX or .DLL file within the .CAB file,; see below

[UsedControln]

The CLSID and Version settings are required for each ActiveX control, and they must match the
ID and version of the actual control file(s) to which Codebase links. This allows a runtime station
to check the control against those that are already registered. If the settings do not match, then
the runtime station may unnecessarily download the same control again.
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If you don't know the CLSID and Version settings for an ActiveX control, you can find them
in the registry key of an already installed and registered control. Search for the control file in
HKEY CLASSES_ROOT\CSLID in the Windows Registry.

Also, the URL for the Codebase setting can be either absolute or relative to the Web server's
"home" directory. For example:

Codebase=http://server_address/AddOns/IndDateTimePick.ocx
...0T...
Codebase=AddOns/IndDateTimePick.ocx

Finally, the Regfile settings are required only if Codebase links to a .CAB file. If it does, then
use one or more Regfile settings to name the specific files within the .CAB file that must be
downloaded and registered.

ActiveX controls are components designed according to a standard. Because EcoStruxure Machine SCADA
Expert is an ActiveX container, you can configure and run ActiveX controls in project screens. ActiveX
controls can provide the following interfaces:

* Properties: Variables whose values can be read and/or written for your project (e.g., Object Color,
FileName, URL, and so forth)

* Methods: Functions from the ActiveX object that can be triggered by your project (e.g., open a dialog,
execute a calculation, and so forth)

* Events: Internal messages that can trigger the execution of expressions in your project (e.g.,
Mouse_Click, Download_Completed, and so forth)

The name of the properties, methods and events supported by each ActiveX depends on its own
implementation.

There are two different ways to interface your project with the ActiveX control:
* By using the ActiveX functions XGet (), XSet () and XRun ()
OR
* By using the Object Properties window to configure the object
Double-click on the ActiveX Control to open the Object Properties dialog.

Object Properties n

=) Feplace... Hint:| ActiveX Control w

Contral,  Microzoft Shider Control 6.0 [SP4)

Mame: | MicrosoftSliderControlt |

Property Fages Configuration Enable Facus

Object Properties: ActiveX Control

The Object Properties window displays the name of the ActiveX control. Generally, each ActiveX control

is either a *.d11 or a *.ocx file registered in your local computer. You must assign a name (alias) to the
ActiveX control on the Name field (e.g., MyControl). This name is used to reference the object when calling
one of the ActiveX functions that are provided in the Built-in Scripting Language.

g Note: You should not configure two ActiveX controls on the same screen with the same name.
For instance, if you insert two "Windows Media Player" ActiveX controls on the same screen, and
assign the name MyMP1 to one object (Name field), you cannot assign the same name to the
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second object on the same screen. You would have to assign the name MyMP2, for example, to
the second object.

The Property Pages button opens the standard window for configuring the Static Properties (if any). The
layout and the options in this dialog depend on the implementeation of each ActiveX Control. Use this
interface to set properties that should not be changed during runtime (fixed properties).

The Configuration button on the Object Properties window opens dialogs that allow you to do the following:
* Associate tags to properties of the ActiveX Control;

e Trigger methods from the ActiveX Control based on tag change; and

* Configure scripts, which are executed when Events from the ActiveX Control occur.

The following sections describe how to configure these interfaces.

g Note: Although the Configuration dialog displays the list of all properties, methods and events,
you only have to configure the items that you need for your project.

The screen shots used in the following sections depict the Acrobat 3D Office control. The names of the
properties, methods and events vary for each ActiveX control, but the configuration interface is the same.
The concepts described here apply to all controls.

Configuring Properties
The Properties tab provides a grid with the following fields:

Configuration )4
Properties
Methods
Events Property Tag/Expression Action Scan A
|~ BorderStyle Get+Set Mo
I Enabled Get+5Set Mo
|~ GetMumTicks Get Mo
.~ hWnd Get+Set Mo
o~ LargeChange Get+Set Mo
|~ Max Get+ Set Mo
|~ Min Get+Set Mo
- KA. .__ | Jp— — Ly S e 1y Kl e
|:| Show hidden properties
Cancel

Configuration Dialog — Properties Tab

* Property: Lists all properties available from the ActiveX object, and indicate their types:

Property Icon Property Type

I Boolean
Ls” Integer
4] Real
String
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Tag/Expression: The tag configured in this field is associated with the respective property of the ActiveX
object. The Action column will define whether the value of this tag will be written to the ActiveX
property, or if the value of the ActiveX property will be written to this tag (or both).

g Note: You can configure an expression in this field if you want to write the result of an
expression to the property of the ActiveX object. However, in this case, the value of the
property cannot be read back to one tag (unless you use the XGet() function). Therefore, an
expression is configured in this field, the Scan field is automatically set to Set.

Action: Defines the direction of the interface between the tag or expression configured in the Tag/
Expression field and the ActiveX property, according to the following table:

Action Description

Get Read the value of the ActiveX property and write it to the tag configured in the Tag/Expression field.
Set Write the value from the tag or expression configured in the Tag/Expression field into the ActiveX property.
Get+Set Executes both actions (Get and Set). However, when opening a screen with the ActiveX object, the Get command is

executed before any Set command is executed. In other words, the tag configured in the Tag/Expression field is updated
with the value of the ActiveX property when the project screen is opened.

Set+Get Executes both actions (Get and Set). However, when opening a screen with the ActiveX object, the Set command is
executed before any Get command is executed. In other words, the ActiveX property is updated with the value of the tag
configured in the Tag/Expression field when the project screen is opened.

g Note: When the value of the property is "Read-only" (cannot by overwritten by your project),
the Action field is automatically set to Get.

Scan: Defines the polling method to get values from the ActiveX propreties, according to the following
table:

Scan Description

No The project runtime server gets the value only when the ActiveX object sends a message that the value has changed.
Always The project runtime server continuously gets the value while the project screen that contains the ActiveX object is open.
g Note: Some ActiveX controls are designed to send messages to their containers (e.g., your

project) indicating that a property changed value and the new value should be read (Get) again.
However, other ActiveX controls do not implement this algorithm. In this case, the only way to
get the updated values of the ActiveX properties is to keep polling these values from the ActiveX
control (Scan=Always).
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Configuring Methods
The Methods tab provides a grid with the following fields:

Configuration )4
Properties \' ‘
[—Iu'lethuds
Events Method Pararneters Trigger Return
& ClearSel <Mone> |;| |;|
% Mouselcon.Render D D D
& OLEDrag <Mone> D D
& Refresh =Mone> D D
[] show hidden methods

ok | cancel

Configuration Dialog — Methods Tab

* Method: List all methods available from the ActiveX object.

* Parameters: The tags configured in this field are associated with the parameters of the method of the
corresponding ActiveX object. If the method does not support any parameter, the fixed text <None>
is displayed in the Parameters field. Otherwise, you can type the tags associated in the parameters
of the ActiveX object. When the method has more than one parameter, you can type one tag for each
parameter, separating them by a comma ( , ). For example, TagA , TagB , TagC. When the method is
executed, either the value of the tags are written to the parameters of the method (input parameters),
or, after the method is executed, the ActiveX writes the value of the parameters to the tags (output
parameters).

“ Tip: When you click the Browse button (I:l), it will display the list of parameters supported

by the method, allowing you to associate one tag with each parameter.

* Trigger: When the tag configured in this field changes value, the respective method of the ActiveX
control is executed.

e Return: The tag configured in this field receives the value returned by the method (if any).
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Configuring Events

The Events tab provides a grid with the following fields:

Configuration )4

Properties

Methods

Events Event Pararneters Script A

Change <Mone=
Click <Mone=

KeyDown

Keylp
MouseDown

MouseMaove

F
F
F
F KeyPress
F
F
F

LY. [PSp—

|:| Show hidden events

Cancel

Configuration Dialog — Events Tab

Event: List all events available from the ActiveX object.

Parameters: The tags configured in this field are associated with the parameters of the event of the
corresponding ActiveX object. If the event does not support any parameter, the fixed text <None> is
displayed in the Parameters field. Otherwise, you can type the tags associated with the parameters

of the ActiveX object. When the event has more than one parameter, you can type one tag for each
parameter, separating them by a comma (,). For example, TagA , TagB , TagC. When the event is
generated, either the value of the tags are written to the parameters of the event (input parameters), or
the parameter values are written to the tags (output parameters).

Tip: When you click the Browse button (---|), it will display the list of parameters supported
by the event, allowing you to associate one tag with each parameter.

Script: The script configured in this field will be executed when the event is triggered by the ActiveX
control.

Tip: When you click the Browse button (--+)), it will display a dialog with the complete script
associated with the event. The main dialog displays only the expression configured in the first
line of the script.

.NET CONTROL OBJECT

.NET Components are designed according to the Microsoft .NET Framework, which is a standard for
modular programming technologies. Because EcoStruxure Machine SCADA Expert is a .NET container,
you can configure and run .NET Components in your project screens. The actual functions of a .NET
Component are contained within a .NET Control object, which provides the configuration dialogs.

.NET Components include the followi